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Revision Date Summary of Changes Version Author
12/13/2021 Updated all Application Threat Modeling, 1.31 OIS
Application Security Testing, and Software
Composition Analysis sections to eliminate
confusion between DevSecOps and Non
DevSecOps environments

Added verbiage at beginning of section 4.4 tc
specify the noAWAEC systems covered in the
section

Note added in section 4.5 FedRAMP Enterpr
Cloud Application to clarify responsibilities fo
F,-VAF, ande packages

Updated Roles and Responsibilities within C
section of the Facilithoundary

Updated first paragraph in all SCCD sectiong
include a BigFix alternative if BigFix cannot b
installed

01/13/2022 Added Appendix Ig Provisional ATO Process 1.32 OIS

Updated verbiage in section 3.3 Step 10 for
lower environments

Added linkfor IRP template in section 4.6.1.3
02/11/2022 Updated verbiage in last sentence of the 1.33 OIS
W2 | NYAYy3Q 02E Ay | ff
Analysis sections
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Revision Date
03/11/2022

Summary of Changes
Clarified responsibilities in sections 4.4 and 4
for FedRAMP packages and added single
instance {i) verbiage where appropriate

Updated FedRAMP header in section 4.5 to
include Single Instance)(

Updated broken links for HW/SW Import SOF
throughoutdocument

Changed verbiage in all Control Review
sections that states the Control Review team
will review a subset of the top findings found
in OIG audits from the past fiscal year audits

Added note in FATO section 12.2 thaF/-VAF
packages must be pgoessed at the same timg
as-e/-i packages

Version
1.34

Author
oIS

04/13/2022

Updated MOU/ISA team name in all applicab
sections

Added Cybersecurity Support request details
Section 3.1

Provided additional clarification to Section 3.1
Step 10

Added single instancei) reference to second
paragraph of Section 4.4

Updated the Other Federal Agency boundary
Appendix B and Appendix C

Added sentence to the end of Section 4.8
Other Fedeal Agency with a link to the
Reciprocity SOP on Knowledge Service

Added Appendixd Action Item Release

1.35

OIS

05/13/2022

Updated CSOC Database Scan Questionnai
link in Sections 4.1.2.2, 4.2.2.2, 4.3.2.2, and
4.4.2.2

1.36

(O]
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Revision Date
06/10/2022

Summary of Changes
wWSY2Q08RSd&b T2NJ 5wt |Y]
invalid details in section.1.1.2, 4.1.1.4,
421.2,42.1.4,43.1.2,4.3.1.4,44.1.2,4.4.
45.1.3,46.1.2,46.1.4,49.1.1

Updated MOUY/ISA portal links in sections
4.1.15,4.2.15,4.3.15,4.4.165.1.4,4.6.1.5
47.1.1,49.1.2

Version
1.37

Author
oIS

07/12/2022

Minor formatting adjustments throughout
document

1.38

(O]

08/12/2022

All site and report links updated to reflect ney
Information Central Analytics Metrics Platforn
(ICAMP) migration to SharePoint|De site

lff L/!'at GNBLR2NI SE
captures updated

1.39

(O]

9/13/2022

Updated Appendices B and F to include
Disaster Recovery Plan Test, Incident Respad
Plan Test, and Information System Continge
Plan Test

1.40

OIS

10/13/2022

Added Information System Vulnerability
Management Plan (ISVMP) guidance in sect
4.

Clarified Test document requirements for
FedRAMP systems.

1.41

(O]

11/10/2022

Minor formatting adjustments throughout
document

1.42

(O]

12/13/2022

Includedlink to new Templates section of the
eMASS Knowledge Service page

Updated each Security Configuration
Compliance Data (SCCD) section to account
the new report requirements

Updated sections 11.1 and 11.2 in Appendix

¢ Type Authorization

1.43

(O]
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Revision Date Summary of Changes Version Author
01/13/2023 Added Information System Contingency Plan  1.44 OIS
and Business Ipact Analysis at a requiremen
for Medical Devices

Added link to connections, ports, and protocq
template
02/13/2023 Removed AppendixclAction Item Release 1.45 OIS

Updated each section to address ISCP and [
requirements

Added BlAequirement to each section

Updated Appendices B and F to add the BIA
requirement

Updated links to System Owner Attestation
and System Owner Responsibilities

Added link in Section 3.1 to the eMASS Accg
Access Request Policy and Procedure SOP

03/13/2023 Fixed broken linkgylinor formatting 1.46 OIS
adjustments throughout document
04/13/2023 Updated POA&M requirements for sections 1.47 OIS

4121,41.2.2,41.23,4.22.1,4.2.22.2.3,
4.2264.322,4323,44.21,4422, 4472
and4.6.2.1

Added verbiage to section 4.3 regarding the
transition of a traditional system to a cldu
system.

Added verbiage to section 4.3.2.2 regarding
Database scan requirements

1 Purpose

¢2 200FAY FTYR YIAYUGlFrAYy | 5SLINIYSYyd 2F £SGSNY
the authorization requirements included within the contents of this document must be

O2YLX SGSR® 9YGSNLINA&AS aArdarzy ! &aadeNIRgkRBd { dzLJLJ?
/| 2YLIX Al yOS oDw/ 0 (22t Aada GKS FdzZiK2NAGEFGAGS Y
Authorization (A&A) process and Risk Management Framework. All systems will be assessed in
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eMASS by the Risk Review team for an authorization recommendatio& $ubmitted to the
Authorizing Official (AO) for final ATO consideration. eMASS guidance documentation can be
found in the eMASS VA Implementation Guide and eMASS User Guide locatecHatpthage
within eMASS.

This is a living document based on current federal and VA security policies, standards, and
guidance, and is subject to change. For any questions regarding the Authorization
Requirements SOP Guide for eMASS, please reach geiRid Compliance

2 Scope

These procedures apply to systems that are required to obtain an ATO. These systems must be
entered into eMASS and be evaluated for potential risk to the VA. The ATO packages/artifacts
and any other ATO infornian should not leave the VA network.

3 Authorization Prerequisites and Registration

3.1 Application Prerequisites

Information System Owners (ISO) for a new information system looking for a determination on
an ATO requirement or looking to begin the processltitain an ATO can submit a request to

the GRC Oversight Committee. Follow the steps below to complete the eMASS system pre
registration. For any questions regarding system registration, emaVth®I|S5RC Intake
Reviewers

1. Fill out a new Cybersecurity Support request form by going ta_teersecurity Request
Portal

2. Your request will be reviewed by an intake team for agsignt of a new ISSO anhet
GRC Committee will include the new information system request for discussion on the
weekly meeting agenda, scheduled Thursdays at 12:00pm EST. During the meeting, the
GRC Committee will approve or deny the information systeneguest additional
information before a decision.

3. Once the GRC Committee approves the new information system request and an eMASS
administrator approves the system, an email is automatically generated in eMASS to
notify the System Owner or delegatetbe approval.The System Owner or delegate
must then complete the eMASS system registration. Access to eMASS is required to
register a new system.

4. The System Steward completes the eMASS System Registidi@#rVIASS Account
Access Request Policy and Procedure éanRassist with ta registration process. You
may also reach out to the ISSO or the VA OIS GRC Intake Reviewers via email with any
guestions regarding system registration.

5. Once the eMASS system registration has been completed, the GRC Oversight Committee
will approve it andhe system project team can begin documentation for security and
privacy controls and working through the RMF workflow towards an AM®ISO must
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complete theSystem Owner Responsibiliti@nd theSystem Owner Attestation
documents then upload both to the Artifacts tab within eMASS.

3.2 Application Registration

Customdeveloped VA applications (and deployed instances of Commercial off the Shelf (COTS)
and Software as a Service (SaaS) applications at the direction of Ol @8@€), are required

to be registered with OIS Software Assurance. The primary goal of registration is to uniquely
identify source code for custoileveloped applications (the entire application, or e.g., a library,

a microservice, or any scannable bloakcode that it has been determined to independently

scan and manage the vulnerability data for) in anticipation of security testing, and to generate
unique identifiers to correlate security testing artifacts.

Application registration guidance is providediow:

1 Applications are registered with OIS Software Assurance

1 Application registration is a prerequisite to Application Security Testing

1 Application Security Testing is in turn a prerequisite to Penetration Testing
1 This requirement is not applicable tastA systems

Application registration completion steps:

1. Navigate to theYour IT Servicgmortal using your web browser.
2. Fill out Application Security Support form as follows:
a. Inthe REQUESTOR INFORMASHDMDN, in the Requested For field, search for
your name;
b. If applicable, update the autpopulated requestor information fields;
c. Inthe REQUEST DETAILS section, in the Services Request field, select Application
Registration;
d. Inthe Application Name fieléginter your application's name;
e. Fill outthis PDF fornand attach it to the request using the Add attachments link.
3. Click on the Submit button.
4. Make a note of your ticket's request number.

After the request has been made, an OIS Software Assurance team member will follow up. You
can view this ticket, or any of your open tickets, throughur IT Servicqmortal.

3.3 System Boundary Guidance

TheSystem Boundary needs to be properly represented in eMASS to ensure the system
description, environment, architecture, assets, devices, and hardware and software baselines
are recorded accurately.

Roles and Responsibilities

The I1SO and system stewardshd work to document the boundary. The ISSO should review
and validate in RMF StepgISecurity Categorization.

Standards / Guidelines
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NIST SP 8680

NIST SP 8emB (CM8 Information System Component Inventory, and enhancements)
FIPS 199, FIPS 200

VA Hadbook 6500

Hardware and Software System Inventory Import §d@eated in &andard Operating
Procedures section of theMASS Knowledge Service page

Boundary completion steps:

1.

2.

On the system information tab, ensure ti&gstem Descriptioffield is accurate. Provide
a narrative description of the system, function, and purpose.
On the system information tab, ensure t&gstem Environmentield is accurate.
Provide a general description of the technical system. Include the primary hardware,
software, and communications equipment. Include any environmental or technical
factors tha raise special security concerns. Include hosting location name (i.e., Amazon,
AITC, the name of the vendor data center).
On the system information tab, ensure tigstem Authorization Boundarfreld is
accurate and includes a description of everythinthimi the accreditation boundary of
the system. Include P#erod* environments if they will handle production data and
ensure to include any minor applications, child applications, and VA custom developed
applications covered by the same ATO. Do not inckaiected system information or
systems that are not covered by the scans of this boundary, associated artifacts, or
control implementation(*Note: per step 10, all assets for all lower environments,
including the Development, Test, and prprbd enviroments, must be added to the
Hardware/Software Inventory for vulnerability scanning purposes.)
On the system information tab, upIoaoGg/stem Authorization Boundary diagram
{StSOG a4/ K22aS CAfS¢é G2 FddrOK NBfFGSR SOA
include:
a. all components included in the system boundary;
b. an authorization boundary drawn around the components indicating that they
FNE SAGKAY (GKS aeaidsSyQa o02dzyRIENET
c. hyed 20KSNJ aeaitSyYyakRSOAOSa 2dziaiARS 27F (K
is directly connected; and
d. alegend explaining what each shape/icon/line/etc. represents.
On the system information tab, ensure thardware / Software / Firmwardield is
accurate. List the Hardware/Software/Firmware used by the system.
On the system information tab, ensure tlsgstem Enterprise and Information Security
Architecturefield is accurate. The security architecture field should accurately and
completely describe:
a. the required security functionality;
b. the allocation of secumnt controls among physical and logical components; and
c. expresses how individual security functions, mechanisms, and services work
together to provide required security capabilities and a unified approach to
protection.
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7. On the system information tab, uploadSystem Enterprise and Information Security
Architecture diagram. The diagram should include an authorization boundary that:

a. clearly defines services wholly within the boundary;

b. depicts all major components or groups within the boundary;

c. identifies all inerconnected systems, including the Agency Access Point (e.g.,
VA.gov);

d. depicts all major software/virtual components (or groups of) within the
boundary; and

e. is validated against the inventory.

8. On the system information tab, ensutiee Information Flows /Pathsfield is accurate.
This field should:

a. identify anywhere Federal data is to be processed, stored, or transmitted;

b. clearly delineate how data comes into and out of the system boundary; and

c. depict how all ports, protocols, and services of all inlsband outbound traffic
are represented and managed, including the use of definitive Agency DNS.

9. On the system information tab, upload &mformation Flows / Pathgliagram. The
diagram should:

a. identify anywhere Federal data is to be processed, stored;amsimitted;

b. clearly delineate how data comes into and out of the system boundary; and

c. depict how all ports, protocols, and services of all inbound and outbound traffic
are represented and managed, including the use of definitive Agency DNS.

10. All systems sbuld complete theHardware and Software System Inventory Import
process to ensure all IPs and host names are properly added to eMASS so that scans and
integrations with ICAMP, BigFix, and CDM will function. Instructions can be found in the
Hardware and Software System Inventory Import STHe SOP can also be found by
going to the Standard Operating Procedures section ottfidSS Knowledge Service
page The connections, ports, and protocols Template can be found in the Templates
section of theeMASS Knowledge Service pafee ISO or system steward must ensure
all hostnames for endpoints that comprise the FISMA boundary are listed in the eMASS
Hardware/Software Inventory. The hostnames in the Hardware/Software Inventory
mustexactlymatch the hostnames listed in the BigFix Computer Lookup reporting (e.g.,
Gwno! 1 {v][ dppé¢ gAff 0S O2YyAARSNBR I RAFFSNEB
dGwno! 1 {v][ hdpPwno da 95 dHardwDdand Soitvare hBritcdlyS dza S
Import SORor managing the Hardware/Software Inventory. Please note, devices can
only be associated with one FISMA boundary. If theick or component is shared, it
should only be registered with the owning information system responsible for
Enclave/OS/Infrastructure ownership and management. Additionally, development
assets that process, store, transmit VA data, have an interconmetdia system that
has an ATO, and/or external to VA, must be inventoried for vulnerability scanning. These
specific types of lower environment assets should already be part of an ATO boundary
due to the inclusion of VA sensitive information and/or conmatto a production or
external to VA environment. All other lower environment assets must also be
inventoried for discovery purposes due to being connected to the VA network. These
inventory assets should not be included within any part of an ATO prooesde of CM
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8 and CMB(5). They are included solely for discovery purposes at this time. As a
reminder, unaccredited lower environments are never allowed to process, store, and/or
transmit VA sensitive information without an ATO. All lower environmesgsmust
adhere to VA standards for naming conventigsetching, vulnerability remediation,
configuration managemengand IP Governance for rapid identification within inventory
reports.

11.The BigFix agemiust beinstalled to receive Security Configurati@ompliance Data as
well as communicate with CDM. Ensure that the BigFix agent is installed/functioning
correctly and confirm that your information system/facility endpoints (i.e.,
servers/workstations) make up the FISMA boundary. A functioning endgoamis that
is actively communicating with the BigFix core servers and has-eefast-time within
the last day or two. Please utilize tkemputer Lookupeporting to search for
endpoints by hostname(s). If an endpoint is found and has a recentdpstt-time,
then the BigFix agent is functioning as expected. Please see the Bigkor help on
installing the BigFix agent. If you need assistance with BigFix, please contact the
Enterprise Service Desk (ESD) to enter a ticket and assign it to the OIS EV Support Group.
Contact the ESD by phone a835673-4357 o online throughYour IT Servicgmortal.

Continuous Monitoring Requirement

Thesystem boundary must be updated and validated on an annual basis (90 days for medical
devices per CM.1) or when any change the system boundary, devices, hardware, or
software baselines occurs. Ensure devices are only associated with one FISMA boundary.

Note: Questions about the system boundary guidance or processes should be
-o directed tolSRM

4 Assessment and Authorization Requirements

The Authorization Requirements SOP details the technical scans/testing andysecurit
documentation requirements for each boundary. Within each boundary section, details are
provided for the required security artifacts, including security document requirements,
technical/testing requirements, and Federal/VA guidelines. Additional infaonatlated to

the parties/OIS organization(s) that can provide additional guidance or assistance for each
artifact may also be provided. A Status of Requirements, which is located in the Templates
section of theeMASS Knowledge Service pageeds to be completed for each ATO package
and indicate if a security document and/or technical/testing requirement is applicable or not
applicable. The Status of Requiremerttesld provide details on the latest security
documentation and technical/testing requirement results or explain why each security
document and/or technical/testing requirement is not applicable or not completed. Once the
Status of Requirements is completatishould be uploaded to the Artifacts tab within eMASS.
Security artifacts should not be password protected. eMASS limits access to personnel with a
need to view the system details and security artifacts.
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For items related to Minor Applications in eMA®®ase refer to theMASS Minor Application
Assessment Guide

Information System Changedquests

According taNIST 804.28; Guide for Securitlfocused Configuration Management of
Information Systemsa Security Impact Analysis (SIA) is incorporated into the configuration
management process to ensure the impact of all changes are documented, analyzed, and
evaluated for any adverse impacts on the security posture of the system.

To ensure that the changeéhave been implemented as approved, a SIA is performed as a part
of the Configuration Management Plan (CMP) and supports the implementation of NIST [SP
800-53] control CM4 and any potential enhancement$the SIA identifies a significant
change(s), thsystem is required to submit this artifact as part of the CM/CR Process prior to
the change going into operation.

Steps for Security Impact Analysis (SIA)

1. Retrieve Major SIA Template from the Templates section o€th&SS Knowledge
Service page

2. Fill out all requested tab information regarding systems current sgcposture and
change details.

3. Submit completed SIA form to théAOISSIATeam@va.dov ISRM review.

4. Receive competed SIA spreadsheet with completed Summary Memo detailing the
extent changes affect the security gtare of the system in relation to the functionality
of existing security controls and organizational risk tolerance.

Additional guidance and templates related to SIAs may be famnitie Knowledge Service
eMASS Job Aigrmage

Completion Steps for a Significant/Major Change

If the SIA identifies a significant change(s), the system is required to submit this artifact as part
of the CM/CR Process prior to theange going into operation. Once the SIA is completed,
reviewed, and returned:

1. The completed SIA must be uploaded to the Artifacts tab in eMASS. The Information
System Owner (ISO) is responsible for reviewing this artifact.
2. A completed and signeglignificant/Major Change Notification Foshould be uploaded
to the Artifacts tab in eMASS at least 45 days prior to implementation of the change.
3. According tovA Handbook 6500;Risk Management Framework For VA Information
Systems VA Information Security Proglam @ F 2 N £ NB I dzi K2 NAT | GA 2y
a system undergoes a significant change or when there is a major change in the
information collected or maintay SR ¢ @

All RMF steps in eMASS must be completed and all security artifacts need to be updated
to reflect the changeTo restart the RMF Process in eMASS, please refarsto

Authorization Requirements S@PeMASS Implementation Guider additional

guidance.
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Note: For eMASS, the applicable system POCs must request the AODR initiat
Step 4 and advance/release controls to the Control Assessor no later than 70 «
prior to the Authorization Termination Date (ATD) and/or the scheduled Contro
Review. The Contr&teview will be completed within 15 days with the results
uploaded to the Artifacts tab in eMASS and the Control Review Team notifying
system stakeholders to close out RMF Step 4.

Additionally, the applicable system POCs must have their authorizagiokage
completed and progressed ®MF Step 5 Authorize: Stage 3 Risk Review in the
workflow no less than 45 calendar daysior to the ATD or date they want their
authorization decision to be made if requesting an out of cycle ATO review due
major dhange. Once the package has been progressed, a package snapshot w
taken within eMASS for the Risk Review team to analyze for an ATO. After
progressing the system to RMF Step 5 Authorize: Stage 3 Risk Review, the sy
POCs should continue to work tre system requirements within eMASS. Any
progress made after the package snapshot will not be able to be viewed by the
Review team during their review.

Information System Vulnerability Management Plan (ISVMP)

The Information System Vulnerability Management Plan (ISVMP) establishes a plan for the
communication and orchestration of vulnerability management practices at the syletesh It
identifies vulrerability management roles and responsibilities, resources, processes, and
standards to ensure vulnerabilities are managed throughout the information systems life cycle.
ISVMP guidance is provided below.

Roles and Responsibilities

ThelSVMP templatean be found on the&eVMP Knowledge Servi@€S) main page.

1. The ISO and system steward should work with the ISSO and applicable service lines,
stakeholders, and verus (if applicable), to complete the ISVMP template.

2. The ISO should validate processes adhere to the ISVMP lifecycles for assessing,
prioritizing, remediating, mitigating, and4&ssessing vulnerabilities.

3. The ISVMP should include remediation pointsasftact for those personnel responsible
for supporting the remediation activities of the information system and information
system components.

Standards / Guidelines

1

=A =4 =4 4 4

NIST Cyber Security Framework
Gartner Vulnerability Management Cycle
VAHandbook 6500

POAM Management Guide

Flaw Remediation SOP

Vulnerability Management Memo
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Completion Steps
1. The ISO and system steward works with the ISSO to complete the ISVMP template.

2. Once the ISVMP template is complete, the ISO or system steward uploads the ISVMP to the
Artifacts tab in eMASS, and links to the appropriate security contr@.{2) fa the ISVMP.

Continuous Monitoring Requirement

The ISVMP must be updated on an annual basis or when a significant/major change to the
system occurs.

4.1 Application Hosted ORremises/VA Network

The OnPremises/VA Network includes applications that aremv@haged and utilize an OS
platform such as Window, UNIX, or Mainframe. A&A requirements for VAEC and other
FedRAMP Cloud applications are addressed separ&ely:! Reference source not found.

Applications on the Ofremises/VA Network may choose to inherit common control providers
from the VA Tier 1 System of Record (T1SOR) and VA Enterprise SOR (VA ENTSOR). Refer to
Error! Reference source not foundior complete details to help determine if the VA T1SOR or V

A ENTSOR is applicable.

4.1.1 Security Documentation

The following sections provide details for each of the required security artifacts including the
document requirements, references, and the parties that can provide additional guidance for
each artifact. If available, templates for the applicable secuanityacts/documents are located

in the Templates section of th@VIASS Knowledge Service page

An artifact that is generated through eMASS as part of the authavizgiackage and is
reviewed/approved by the ISO and/or Information System Security Officer (ISSO) in the eMASS
workflow as part of the authorization package may not require signature(s) and may be valid
without signature(s). Contact your ISSO with question how to complete the documentation.

4.1.1.1Configuration Management Plan (CMP)

The Configuration Management Plan (CMP) identifies configuration management roles and
responsibilities, resources, and processes to ensure any changes are evaluated and approved
before implementation. CMP guidance is provided below.

As part of the normal configuration/change management of an information system, change

requests are entered into the authorized VA IT Service Management (ITSM) change control
system,Your IT Servicefor review, approval, and implementation by the appropriate VA OIT
organizations or service providers.

Roles and Responsibilities

TheCMP templateshould be used to complete the CMP and is available in the VA OIT Service
al yI 3SYSy Brochst AskeOL$& (PAThe 1SO or system steward should work with
the ISSO to complete the CMP.
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Standards / Guidelines

NIST SP 8etr8

NIST SP 8emB (CM9 Configuration Management Plan)

VA Handbook 6500

The CMP shdd include processes for managing configuration and change
management.

The CMP should include infrastructure servers that support the system.

The CMP should include a current configuration baseline detailing hardware and
software associated with the syste Network devices do not apply.

T
)l
)l
T
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Completion Steps

1. The ISO/system steward works with the ISSO to complete the CMP.

2. Once the CMP is complete, the ISO or system steward uploads the CMP to the Artifacts
tab in eMASS, and links to the appropriaezurity control (CM) for the Configuration
Management Plan.

Continuous Monitoring Requirement

The CMP must be updated on an annual basis or when a significant/major change to the system
occurs.

Note: System Level Configuration Management Plans ateuthe governance of
the VA OIT Service Management Office (SMO), Service Configuration Manage
organization, which collaborates with the Enterprise Program Management Div
(EPMD), for continuous maintenance of the template and the availabilitiyeo t
enterprise. Please reach out to tli&T SMO ECRCM Service Configuration
Management Staffor any questions about the CMP.

4.1.1.2Disaster Recovery Plan (DRP)

Disaster Recovery planning refers to measures to recover information system services to an
alternate location after a disruption. Plans are based upon current boundaries established by
the Office of Information Security){S. Each yeathe OIS InformatiorBystem Business

Continuity Office (OIS ISBC) will monitor systems to make sure they maintain the annual review
requirements DRP guidance is provided below.

Roles and Responsibilities

1 OIS ISBS the Office of Primary Responsibility (OPRpf@rsight ofplanning and
testing ofsystem level DRPs

1 The ISO or system steward works with the assigned 888ORP Directdo create or
revise the DRFA DRP template can be found on tkeowledge Service page

Standards / Guidelines
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1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8e®B (CP2 Contingency Plan)

1 VA Handbook 6500

1 VA Handbook 6500.8 Informati@ystemContingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an DRP is required. If yes, then the 1ISO omsystvard will be
required to upload the DRP to eMA&&iidance on when a DRP is required can be
found in the VA Handbook 6500.8.

2. The ISODRP Directoqr system steward develops or revises the DRP using the
applicable standards and guideliniesind on the Knowledge Service

3. Once completed and tested, the 1ISO or system steward uploads the signed DRP to
eMASS by going to System > Details > FISMA. By uploadinguh&/ssscument to the
FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it
tocontrolst f S aS aSt SOG GKS /I (S 3IGheeRiploadedtd 5A &l &
the FISMA tab, it can be managed (e.g., newer versions) witaiArtifacts tab by
clicking the Artifact Name. The security document within the FISMA tab should not be
deleted or the security document and the history will be deleted.

4. Once the DRP has been uploaded to the FISMA tab, the ISO or system steward must
ensue that all documents are appropriately associated as evidence to the relevant
security controls and CClscluding CR2 and CF.. To verify, go to the Artifacts tab, type
the Artifact Name in the Search box, click on the Artifact Name, associated lscantedisted in
the Artifact Details section. If security controls are not listed, click Edit Artifact to add in more
security controls or CCIRefer to theeMASSmplementation Guiddor additional details.

Continuous Monitoring Requirement

TheDRP must be tested and updated on an annual basis or when a significant/major change to
the system occurs.

4.1.1.3Incident Response Plan (IRP)

An IRP is necessary fapidly detecting incidents, minimizing loss and destruction, mitigating
weaknesses that were exploited, and restoring computing services. IRP guidance is provided
below.

Roles and Responsibilities

1 Facilities are responsible for completing the IR¥stems should upload the facility IRP
with the system name added to the title page to indicate the system utilizes the facility
IRP.

The ISO or system steward works with the assigned ISSO to create or revise the IRP.
Each site is responsible for develapilocal level procedures incorporating XZ&0C

area of responsibility.

= =

Page


https://vaww.vashare.oit.va.gov/sites/ois/KnowledgeService/Pages/eMASS.aspx
https://vaww.vashare.oit.va.gov/sites/ois/KnowledgeService/Pages/eMASS.aspx

Standards / Guidelines

1 NIST SP 8681
1 NIST SP 8e®8B (IR8 Incident Response Plan)
1 VA Handbook 6500

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward pibhiopted to
indicate whether an IRP is required. If yes, then the 1SO or system steward will be
required to upload the IRP to eMASS.

2. The System Owner or delegate develops or revises the IRP using the applicable
standards and guidelines.

3. Once completed antested, the 1SO or system steward uploads the signed IRP to eMASS
by going to System > Details > FISMA. By uploading the security document to the FISMA
tab, eMASS will automatically add the document to the Artifacts tab and map it to
controls. Once uploadeto the FISMA tab, it can be managed (e.g., newer versions)
within the Artifacts tab by clicking the Artifact Name. The security document within the
FISMA tab should not be deleted or the security document and the history will be
deleted.

4. Once the IRP hdmeen uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click EtlArtifact to add in more security controls or CCls. Refer teetfieSS
Implementation Guiddor additional details.

Continuous Monitoring

The IRP must be testedé updated annually or when a significant/major change to the system
occurs.

4.1.1.4System$Based Business Impact Analysis (BIA)

Systemsbased BIAs characterize the impacts and consequences of a disruption to an
information system, supported mission / businesegesses, and interdependencies. They are
used as the foundation to determine information system contingency planning requirements
and priorities. BIAs are based upon current boundaries established by the Office of Information
Security (OIS). Each yeaet®IS Information System Business Continuity Office (OIS ISBC) will
monitor systems to make sure they maintain the annual review requirements. BIA guidance is
provided below

Roles and Responsibilities

1 OIS ISBC is the Office of PrimResponsibility (OPR) for oversight of planning guidance
for systemsbased BIAs
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1 The ISO or system steward works with the assigned ISCP Coordinator to create or revise
the systemsbased BIA. A systerbsised BIA template can be found on theowledge
Servicepage

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8e8B (CR2 ContingencyPlan)

1 VA Handbook 6500

1 VA Handbook 6500 &formation System Contingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether a systersased BIA is required. All VA information sysere
required to complete an ISCP and the systdrased BIA is the foundation to determine
information system contlngency plannlng requirements and priorities, therefore, the
L{h 2NJ aeadasSy adSéFrNR sgAff aSt SOsystams9 { ¢
based BIA to eMASS

2. The ISO, ISCP Coordinator, or system steward develops or revises the gysteth8IA
using the applicable standards and guidelines found orkihewledge Service

3. Once completed and tested, the ISO or system steward uploads the signed systems
based BIA to eMASS by going to System > Details > FISMA. After uploading the BIA to
the FISMA tab, it needs to be associated to the following cdsitrCF2 and CF7.
tfSFrasS asStSOd (GKS /FTGS3I2NE Fa aG.daAaAySaa
tab, it can be managed (e.g., newer versions) within the Artifacts tab by clicking the
Artifact Name. The security document within the FISMA talukhnot be deleted or
the security document and the history will be deleted

4. Once the systembased BIA has been uploaded to the FISMA tab, the ISO or system
steward must ensure that all documents are appropriately associated as evidence to the
relevant security controls and CCls, including2@mrd CF7. To verify, go to the Artifacts
tab, type the Artifact Name in the Search box, click on the Artifact Name, associated
controls are listed in the Artifact Details section. If security controlateisted, click
Edit Artifact to add in more security controls or CCls. Refer to the eMASS
Implementation Guide for additional details

Continuous Monitoring

The systemdbased BIA must be reviewed and updated on an annual basis or when a
significant/magr change to the system occurs

4.1.1.9nformation System Contingency Plan (ISCP)
Contingency planning refers to interim measures to recover information system services after a
disruption. Interim measures may include relocation of information systems and service to an
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alternate site. Plans are based upon current boundaries establisihéte Office of

Information Security@IS. Each yeaEach year the OIS Information System Business Continuity
Office (OIS ISB@)Il monitor systems to make sure they maintain the annual review
requirements ISCP guidance is provided below.

Roles and Regmnsibilities

1 OIS ISB®S the Office of Primary Responsibility (OPRpfarsight ofplanning and
testing ofISCPs

1 The ISO or system steward works with the assig8&P Coordinatdo create or revise
the ISCPAN ISCP template can be found on #eowledge Servigaage

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8e®B (CP2 Contingency Plan)

1 VA Handbook 6500

1 VA Handbook 6500.8 Information System Contingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an ISCP is requirédl. VA information systemare required to
O2YLX SGS Fy L{/tZ GKSNBFT2NB:= G(GKS L{h 2N ae
required to upload the ISCP to eMASS
2. The ISQISCP Coordinatasr system steward develops or revises the ISCP using the
applicable standards anduglelinesfound on theKnowledge Service
3. Once completed and tested, the 1SO or system steward uploads the signed ISCP to
eMASS by going to System > Details > FI®MAploading the security document to the
FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it
tocontrolst £ S 4SS 4SSt SO0 GKS [/ I (O8c8 gphvlidedtaithed / 2 Y G A Y
FISMA tab, it can be managed (e.g., nevegsins) within the Artifacts tab by clicking
the Artifact Name. The security document within the FISMA tab should not be deleted
or the security document and the history will be deleted.
4. Once the ISCP has been uploaded to the FISMA tab, the ISO or siesterd must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CClscluding CR2 and CF7. To verify, go to the Artifacts tab,
type the Artifact Name in the Search box, click on the Artifact Nasscated controls
are listed in the Artifact Details section. If security controls are not listed, click Edit
Artifact to add in more security controls or C&sfer to theeMASS Implementation
Guidefor additional details.

Continuous Monitoring Requirement
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The ISCP must be tested and updated on an annual basis or when a significant/major change in
the system occurs.

4.1.1.6Interconnection Security Agreement (ISA)/Menmolam of

Understanding (MOU)

Before an external connection is established with the VA, a Memorandum of Understanding
(MOU)/Interconnection Security Agreement (ISA) is required to authorize a connection
between information systems that do not share the safehorizing Official. An ISA/MOU
must be provided for all external interconnections.

Roles and Responsibilities

T

= =

= =

The ISO, in coordination with the entities identified in NIST SR80@ill complete the
ISA/MOU.

A VA review team will assess ttlecuments against a checklist for quality and content.
The reviewer will work with the ISSO to ensure no documentation deficiencies and
notify the ISSO when the document is ready for signatures.

The ISSO will obtain the appropriate signatures.

The ISSO Wupload the document to the Enterprise Document SharePoint and to the
Artifacts tab within eMASS. The ISO or system steward should ensure the correct
Artifact Category and Type are selected when uploading to the Artifacts tab.

Standards / Guidelines

1
1

NIS SP 80@7
VA Handbook 6500

Completion Steps

1.

2.

The ISO, in coordination with the entities identified in NIST SR80@ill complete the
MOU/ISA using the latest template provided @IOU ISA Template
ISSO will upload all final draft MOU/ISA documents toMitgJ ISA Document Portal

a. The MOUV/ISA Intake Portal User Guide is located ovibe) ISA Document

Portal

The OIT OIS ISRM ECSD MOU ISA Team will assess the documents for quality, content,
and security.
The Enterprise Cybersecurity Support Division (ECSD) reviewer(s) and the ISSO will work
collaboratively with the ISO/COR to correct deficiencies foutdardocumentation.
Once all deficiencies have been corrected and accepted, the ECSD reviewer will notify
the ISSO via email that the document is ready for signatures.
The ISSO will route the document for signatures.
Upon receipt of the completed and sigth MOU/ISA document, the ISSO will upload the
document using thé&ublish a Signed Documedaature on theMOU ISA Document
Portal
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8. The finalized documents with signatures #irkked to the appropriate security controls
(CA3, SA9) and uploaded to thértifacts tab within eMASS.

Continuous Monitoring Requirement

The MOU/ISA Annual Review Sheet must be completed annually based on the date of the last
signature on the MOU/ISA. If there is a significant change that impacts the architecture as
documented please contact th®IT OIS ISRM ECSD MOU ISA.Team

4.1.1.7Privacy Threshold Analysis (PTA)/Privacy Impact Assessment (PIA)
All ISOs or system stewards must work with the VA Privacy Services Officepieteca PTA

for each system. During RMF Step 1 within eMASS, the ISO or system steward will be prompted
to indicate whether a PTA/PIA is required. If yes, then the ISO or system steward will be
required to upload the PTA/PIA to the Artifacts tab within/&S8.

Privacy Threshold Analysis (PTA)
Roles and Responsibilities

1 The ISO, Privacy Officer, ISSO, and Business Owner must work together to submit a PTA,
which is reviewed by the Privacy Services Office.
The PTA requires the Privacy Officer, ISO, and ISSO to sign and date the PTA.

If the PTA determined a PIA is requirélien see the below PIA section to complete the
PIA.

1
1

Completion Steps

1. The PTA template and the PTA completion process can be foudrzaty Compliance
PTA

2. Once completed, the ISO or system stesvaploads the signed PTA to eMASS by going
to System > Details > FISMA. By uploading the security document to the FISMA tab,
eMASS will automatically add the document to the Artifacts tab and map it to controls.
Once uploaded to the FISMA tab, it can benaged (e.g., newer versions) within the
Artifacts tab by clicking the Artifact Name. The security document within the FISMA tab
should not be deleted or the security document and the history will be deleted.

3. Once the PTA has been uploaded to the FISMA tab, the 1ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more security controls or CCls. Refer tMA&S
Implementation Guiddor additional details.

Privacy Impact Assessment (BIA

If a PIA is required as an outcome of the PTA analysis by the Privacy Services Office, a PIA must
be completed.
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Roles and Responsibilities

1 The PIA must be submitted to the Privacy Services Office by the Privacy Officer with
input from the ISO, ISSO,dany other relevant stakeholders. Additional comments
from the PIA support analysts, if any, must also be incorporated.

1 The ISO must answer questions related to the PIA in the FISMA tab within eMASS
(System > Details > FISMA). Since the Privacy Combashbboard within eMASS can
provide reports on these metrics across all systems, the PIA questions must be kept up
to date.

1 The PIA requires the Privacy Officer, ISO, and ISSO to sign and date the PIA.

Standards / Guidelines

EGovernment Act of 2002

OMB @cular 0322

VA Directive 6502

VA Directive 6508

VA Handbook 6508.1

NIST SP 8e8B (AR2 Privacy Impact, Risk Assessment)
VA Handbook 6500

= =4 =4 4 -4 -8 -9

Completion Steps

1. The PIA template and the PIA completion process can be fourRdwatcy Compliance
PIA

2. Once the PIA is verified as completed by Privacy Serviessbrit the PIA as a PDF file
with the required signatures t&1A SupportAdditionally, the ISO @ystem steward
uploads the signed PIA to eMASS by going to System > Details > FISMA. By uploading the
security document to the FISMA tab, eMASS will automatically add the document to the
Artifacts tab and map it to controls. Once uploaded to the FISMAittabn be managed
(e.g., newer versions) within the Artifacts tab by clicking the Artifact Name. The security
document within the FISMA tab should not be deleted or the security document and the
history will be deleted.

3. Once the PIA has been uploaded e tFISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add more security controls or CCls. Refer to ¢h@ASS
Implementation Guiddor additional details.

Note: Additional guidance for completion of the PIA/PTA can be provided by tr
Privacy Services Office. Any questions may be sehtAdsupport

Continuous Monitoring Requirement

A PTA must be completed annually. A Bi¥alid for 3 years. If a major change to the system
occurs, then a new PTA/PIA must be completed.
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4.1.1.8Risk Assessment Report (RAR)
The RAR identifies, estimates, and prioritizes risk involved with organization operations. The
RAR is generated within eMA&S] utilizes the details provided on control risk, the 40 threats,
and any ongoing or risk accepted POA&M items.

Roles and Responsibilities

1 The ISO, system steward, and ISSO are responsible for ensuring POA&M items within
eMASS are property created and @#beld.

1 The 40 threats must be reviewed by the 1SO, system steward, and ISSO.

1 The ISSO validates information added by the ISO or system steward within eMASS.

Standards / Guidelines

1 NIST SP 8680
1 NIST SP 8eBB (RA3 Risk Assessment)
1 VA Handbook 6500

Completion Steps

1. The ISO and ISSO should complete the Risk Assessment tab within their system.

2. All noncompliant Controls should be addressed for their risk plus any of the 40 threats
that are applicable.

3. By default, the Risk Assessment tab will onlwsiNbn-Compliant Controls, but the view
can be changed using the Filter.

4. The RAR will be included in the snapshot packages created in eMASS. Alternatively, the
RAR can be generated by going to the Reports tab within eMASS.

Continuous Monitoring

The RA muse updated on an annual basis or when a significant/major change in the system
occurs.

4.1.1.9System Security Plan (SSP)

Roles and Responsibilities

1 The ISO or system steward completes the assessments in eMASS and develops POA&M
items and responses.

1 The ISSO lidates information added by the ISO or system steward in eMASS.
Standards / Guidelines

1 NIST SP 8e1s,
1 NIST SP 8e8B (PL2 System Security Plan)
1 VA Handbook 6500
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Completion Steps

1. The SSP is developed within eMASS.
2. All required diagrams ancbnfirmation of the security authorization boundary, to
include all devices and supporting software architecture, should be added to eMASS in
the appropriate locations.
3. The system steward should upload the CCI export to the Artifacts tab within eMASS to
be considered an appendix of the SSP. Refer teetiéSS Implementation Guidier
additional details.
The ISO and ISSO validates information added by the systerardteweMASS.
The SSP will be included in the snapshot packages created in eMASS. Alternatively, the
SSP can be generated by going to the Reports tab within eMASS.

o s

Continuous Monitoring

The SSP must be updated annually or when a significant/major chanige $gstem occurs.

4.1.1.10 Application Threat Modeling

Application Threat Modeling is a security documentation activity that is conducted before
source code is written for custowteveloped applications (for entire applications, or e.g., a
library, a micreservie, or any application that it has been determined to independently scan
and manage the vulnerability data for). Application Threat Modeling may also be conducted
before COTS and SaasS applications are deployed or allowed to operate at the direction of OIS
and/or CSOC. The goal of threat modeling is to determine where and what type of security
controls need to be implemented in source code (or provided by an IT environment) for
customdeveloped applications. The goal for COTS and SaaS applications is matetehat
product or service security configuration is needed (or provided by an IT environment).

Note: Application Threat Modeling is a manual documentation activity where tr
results are periodically updated, at a minimum annually, to mairttaém.

Application Threat Modeling guidance is provided below:

1 Customdeveloped applications (the entire application, or e.g. a library, a rservice,
or any component that it has been determined to independently scan and manage the
vulnerability data for), or instances of COTS and SaaS at the direction of Qi and/
CSOC, is analyzed by VA application developers using the freéwansoft Threat
Modeling Tookoftware.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the Application Threat Model.

1 This requirement is not applicable to VistA systems.

Completion Steps

1. Obtain the freeware Microsoft software froidicrosoft Security Development Lifecycle
website Install and configure the Threat Modeling Tool in your local environment.
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2. Manually draw whiteboardike diagrams using the Microsoft Threat Modeling Tool and
audit potential threats generated by the tool.

3. Generatea report using the Threat Modeling Tool to use as the security documentation
for this activity.

After the analysis has been completed, the ISSO, ISO, or System Steward uploads the
Application Threat Model to eMASS as part of the authorization packageraates a POA&M
item (if needed) for each Application Threat Model (i.e., annually). A remediation plan for any
unmitigated findings should be included in the authorization package.

Continuous Monitoring

The Application Threat Model must be updated orneanual basisand/or when a significant
change in the system or a major change in the application architecture occurs.

using the Microsoft Threat Modeling Tool can be found on OIT Teams. There |

? Note: Additional guidance for developing and analyzing application threat mod
'Q' OIS Software Assurance support sitdeams.

4.1.2 Technical Scans/Testing Requirements

Findings identified in each technical/testing requirement, akferred to as a technical scan,
should be mitigated from the initial detection date within the remediation timeframe specified
in the Knowledge Service (i.e.), Critic80 days; Higlq 60 days; Moderate 90 days; Lowg
determined by the ISO; EmergenASAP. As outlined in BOD-A®, Internet accessible systems
require mitigation of Critical findings within 15 days and High findings within 30 days of the
initial detection date. A single POA&M item should be created in eMASS for each of the
applicable sans to track the remediation progress. Every completed scan requires a POA&M
item. For example, a new Nessus scan POA&M item must be created every month for each new
scan. In addition, a detailed remediation strategy with expected remediation date andgssiht
each vulnerability should be uploaded to the Artifacts tab within eMASS for each of the
applicable scans.

4.1.2.1 Nessus Scan

A credentialed Nessus vulnerability scan against all instances of the operating system and
desktop configurations must be conductedidentify security flaws. When conducting the
Nessus Scan, a discovery scan to identify all assets within the authorization boundary must be
conducted as a part of the vulnerability scan (a discovery scan will not enumerate any
vulnerabilities).

% Note: CSOC must conduct an independent Nessus Scan for all VA owned sys

Completion Steps

The following steps can be performed to meet the Nessus Scan requirement:
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1. All systems should complete thtardware and Software System Inventory Import
process to ensure all IPs are properly added to eMASS and a Nessus scan can be
completed. Instructions can be found in the Hardware and Software System Inventory
Import SOP, which is in the Standard Operating Procedures section ®fftheS
Knowledge Service page
2. The ISO or systetevel system steward can request a Nessus scan usingthi©nce
the request is completed, ISRM will work with CSOC to determine if a separate
supplemental vulnerability scan shall be conducted or authentication information for
the nonWindows devices be added to the existing monthly predictive scan. If
ISRM/CSOC determine a supplemental scan is required then the results, once received,
must be uploaded to the Artifacts tab within eMASS. If decided that the authentication
information can beadded for the noAWindows devices to the monthly predictive scans
conducted by CSOC, then record and import the hardware baseline to eMASS (see Step
1 above), so the applicable Nessus data can be recorded.
3. hyOS GKS aeadsSyQa b S dedoddad, the@3Oyor sistelaviel A a | OO dz
system steward follows these steps:
a. Browse tolnformation Central Analytics and Metrics Platform (ICA&te) use
the Remediaibn Effort Entry Form (REEF) to document your manual
mitigation/remediation effort. For each deficiency identified from the scan, the
ISO or systerAevel system steward creates a response within REEF for mitigating
the deficiencies and/or provides evidentteat the deficiencies have been
mitigated. Also, include the scheduled completion date and status of each
deficiency within REEF.
b. Once all manual remediation has been documented within REEF, rue bhis

within ICAMP.
c. Exportthe report by going to the top of the screen select the Export drop down
YSYydz 6 KAOK | LIJSFNE Fa I O2YLziSNI RAaloo

SystemNameORAcronym_Nessus_ MMDDYYYY S& the image below for
step-by-step view.
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irements Standard Operating Procedure, | PowerPoint siled information. To success
e Directory
the next 3 scan dates to determine if the
ns, REEF Mitigation Entries, VA Response POF n.
TIFF file
nable Reszolved 30 Days Resolved £ o - R'}B’?:r’:&:;} Days Perc
233 22 MHTML (web archive) 345
2338 137 1,308
A,
3,724 agy <V (comma delimited) 6,216
XML file with report data
“Total Perce sting baseling
Mitigated 60 Days Mitigated 50 Days Data Feed nt Mitigated 30 Days Per
Downloads B Q - £
o What do you want to do with progress_reportby...
Open Save as<: v
See more

d. The ISO or systeisvel system siward then uploads the report to the Artifacts
tab within eMASS using the naming instructions identified above in step 3c.

e. Within the uploaded mitigation strategy, each system should conduct an analysis
on the results of the vulnerability scans to determiand document those
findings that are false positives, not applicable to the system, or otherwise
mitigated. Additionally, findings that must be remediated through or from the
vendor should also be documented as part of this analysis.

4. The ISO or systemestard will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the 1ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses withllow the POA&M Management Guide

Note: If raw Nessus Scan data is provided from CSOC, the 1ISO or-tgastém
? system steward needs to upload the actual Nessus Scan results frtifacts tab
0 in eMASS along with a mitigation strategy for each finding. Also, within ICAMF
the ISO/ISSO does not have an option to pull a report for their FISMA reportat
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system, then contact the VA GRC Service Desk to provide the IP addressfrant
the system authorization boundary to add it to ICAMP to pull the report.

Continuous Monitoring

CSOC conducts predictive Nessus vulnerability scans on a moasidy A supplemental scan is
required for A&A purposes when requested by OIS, C&@ihr when new vulnerabilities
potentially affecting the system/applications are identified and reported. To maintain the
authorization decision,wnerabilities must be remediated within the approved timelines for
the severity of the findings.

4.1.2.2DatabaseScan

All systems must request a database scan if the project hosts a database to store and process
information.

Completion Steps

1. Database scans can be requested at@#&OC Database Scan Questionn&oe
additional information, contact thelatabase scanning tearif a database scan is not
applicableLINR GA RS |y SELX I yI (A 2 yStatukod Refuirethantsy 2
document.

2. Once the Database scan is completed, the summary and raw results must be uploaded
to the Artifacts tab within eMASS along with the remediation plan. Any vulnerabilities
must be remediated within the approved timelines for the severity of the findings.

3. The ISO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M i
required, the 1ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow tHeOA&M Management Guide

4. A followrup Database scan should be requested toueasleficiencies have been
mitigated and new deficiencies do not exist as part of the ongoing authorization
process.

Continuous Monitoring

A Database scan must be completed annually or when a significant/major change to the system
occurs. Tanaintain the authorization decisionuinerabilities must be remediated within the
approved timelines for the severity of the findings.

4.1.2.3Penetration Test/Application Assessment
A Penetration Test or full Application Assessment (MASA/WASA) must be perfibiahed
includes automated and manual assessment tools and techniques for the following:

1 A FISMA High system, considered a major or minor application.

1 A FISMA Moderate or higher, that processes, uses, or hosts PII and/or financial data.

1 For Internet facing pplications, a WASA and Penetration Test are required, regardless
of the FIPS categorization.
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1 For systems that are not wetlmsed or host a user presented web application but have
middleware or APIs, a Penetration Test and WASA must be performed.

1 If a Penetration Test / Application Assessment is not applicable, provide an explanation
gKe AlQa y 2 i StatuslhiRdqrensehtdocuinghnt. i K S

1 The Penetration Test / Application Assessment requirement is not applicable to the
VistA authorizatiorboundary.

Completion Steps

1. Systems with custom code must be registered with OIS Software Assurance and receive
- at! {{¢ FTNRY (KS /2RS wS@OASSH LINRPOS&A LINR?2
(MASA/WASA).

A system utilizing a COTS product still musistegwith OIS Software Assurance.

3. The ISO or system steward can request a penetration test/application assessment by

completing theCSOC Penetration Test Questionn@SOC Mobile Applicatid®ecurity

Assessment\ASA Questionnaire/CSOC Web Application Security Assessiveyi A

Questionnaire. Additional scan detailsxdae found alCSOC Scan DocumerRtease

allow 30 days for CSOC to schedule/conduct the penetration test/application

assessment. Questions can be submitted/to CSQC

a. CSOC must conduct an independent penetration test/application assessment for
all VA owned applications and Managed Services. CSOC must have visibility into
all VA applications where an authorization decision is required, including systems
behind firewalls. External systems must also have a recent CSOC penetration
test/application assessment performed.

CSOC will provide results to the 1ISO or system steward.

The ISO or system steward uploads the summary and raw results to the Artifacts tab in

eMASS along with the mitigation / remediation plan for all findings.

a. Within the uploaded mitigation strategy, each system should conduct an analysis
on the results of the penetration test to determine and document those findings
that are false positivesiot applicable to the system, or otherwise mitigated.
Findings that must be remediated through or from the vendor should also be
documented as part of this analysis and should be documented in either the
report of findings provided from VW&ESOC or as apate document.

6. The ISO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow thHgOA&M Management Guide

7. Once the deficiencies have been mitigated, a follgPenetration Test/Application
Assessment should be requested to ensure deficiencies have been mitigated and new
deficiencies do not exist as part of the ongoing authorization process.

N

S

Continuous Manitoring

A CSOC Penetration Test/Application Assessment is required on an annual basis or when a
major change to the system or data occuFe maintain the authorization decision,
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vulnerabilities must be remediated within the approved timelines for theesity of the
findings.

4.1.2.4Application Security Testing

Application Security Testing is conducted during development and maintenance systems
RSOSt2LIYSyld tAFS O0eodfsS LXKIaASa (G2 AYLNROYS (KS
developed software components defend themselves against attacks. Application Security

Testing is also conducted to effectively certify pipelines as part of the software factory life cycle

to increase the level of confidence in security testing automation that is relied on for

automated deliveries and releases.

Successful completion of Application Security Testing is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone through the process.

Application Security Testing guidance is provided below:

1 Customdeveloped application source code (the entire application, or e.g., a library, a
micro-service, or any scannable block of code that it has been determined to
independently scan and manage the vuialgility data for) is scanned by VA application
developers using the Gl&ensedMicro Focus Fortify Static Code Analyzer (SCA)
software.

1 Final developer performed Fortify scans andigations for security issues in production
source code are validated by OIS Software Assurance for correctness and completeness.

1 Successful completion of Application Security Testing is a prerequisite to Penetration
Testing.

1 The ISO or system stewarceates one POA&M item and a response in the POA&M tab
within eMASS for the results of each Application Security Testing attempt for the period
of time automated deliveries and releases are allowed. Multiple attempts are usually
required to successfully cortgie the activity.

1 This requirement is not applicable to VistA systems

The results of OIS Software Assurance Application Security Testing Validation attempts are

returned to VA application developers. A notification email is provided by OIS Software

AssuF YOS YR I t5C NBLRZ2NI Aa Ldecasd QIRSofivaret KS | LILIE
Assurance share. If a failing verdict is returned, the indicated rework must be performed, and
another validation attempt must be made. The results of OIS Software Assufqopdication

Security Testing Validation are also uploaded in an automated fashion to eMASS shortly after
completion. A notification email is provided by OIS ISRM GRC Scans after this occurs.

To locate application scan result findings in eMASS:

1 Go tohttps://va.emass.apps.m# [your system] > Assets > Findings > Applications
60f 20F 1SR dzy RS NHeoftshréed) o0eé¢ 2y fSTU aA
T ! YRSNJ 0KS ! LIX AOlIGA2y 5SGFAfta aSOiAzys Of A
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Note: Field staff shouldhot delete any results, even when remediated. As finding
are remediated and subsequent scans are loaded to eMASS, remediated findi

% will roll off the totals shown on the above page. System owners are responsibl
creating at least one POA&M per scardtmcument remediation and mitigation
activities.

Completion Steps

1. Obtain the Oldicensed Fortify software from OIS Software Assurance. Install and
configure Fortify in your local build environments and also on your build server (if
applicable). Perform Fofy scans on source code locally and also on your build server (if
applicable) as a scheduled build job.

2. Audit Fortify scan results and implement mitigations in source code as needed to ensure
that there are minimally no remaining critical or high setyefindings, and that for
example the latest version of Fortify software and rulepacks are being used.

3. Upload your submission package materials to your application's share (on the Intranet
only), if permissions need to be updated please email OISSwASegigests@va.gov
with the ApplicationlD and VA address(es) needing access.

4. Navigate to theYour IT Servicgaortal using your web browser, and fill out the
Application Security Support form as follows:

a. Inthe REQUESTOR INFORMATION section, in the Requested For field, search for
your name

b. If applicable, update the autpopulated requestor information fields

c. Inthe REQUEST DETAILS section, in the Services Request field, select Application
Security Scakalidation

d. Inthe Application Name field, enter your application's name

e. In the Application ID field, enter your application's VA Software Assurance
Program identifier

f. Fill outthis PDF fornand attach it to the requedising the Add attachments link

g. Fill out a text file named resubmission.txt that explains changes since any prior
submissions and attach it to the request using the Add attachments link

5. Click on the Submit button.

6.al 1S | y20S 2F @&2daNJ 6A01S0Qa NXBljdzSad ydzyoS

After the request has been made, an OIS Software Assurance team member will follow up. You
can then view this ticket, or any of your open tickets, throughtler IT Servicqzortal.

After a passingerdict has been achieved, the ISSO, ISO, or System Steward uploads the
validation report to eMASS as part of the authorization package and creates a POA&M item (if
needed). A remediation plan for any unmitigated findings should be included in the
authorizaion package.

Note: In the event the application cannot be scanned due to technical issues, (
? another extenuating circumstance including those that are-tewhnical, the
-c- explanation will need to be documented and uploaded to eMASS as part of the
Statusof Requirementswithin that authorization package.
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Warning:Upon successful completion of Application Security Testing, security
testing results for subsequent automated deliveries and releases must be very

% carefully monitored locally fochanges. There must be build failure criteria for
Fortify scans to ensure that the Fortify integration and associated workflows th
were certified are being maintained during software factory operation.

Continuous Monitoring

Successfutompletion of the software assurance validation of develeperformed scans is
additionally required as follows:

91 Successful Application Security Testing completion is required after the initial
production release, automated production delivery, or releasecalendatbased
intervals, at a minimum annually, and at ISSO direction (which may include additional
criteria that affects timing) to effectively certify software factory operation (if
applicable).

1 Application Security Testing is also required wheruesied by OIS and/or CSOC.

Note: Additional guidance for scanning custataveloped application source codt
? for potential vulnerabilities using the QliSensed Fortify tool can be found on OI
o Teams. There is an OIS Software Assuranpgort sitein Teams.

4.1.2.5Software Composition Analysis
Software Composition Analysis is conductediniyidevelopment and maintenance systems
RSOSt2LIYSyild tAFS OeofS LKIasSa G2 AYLINRYS (KS
developed software components to defend themselves against attacks. Software Composition
Analysis focuses on supply chain nsknagement for custordeveloped VA applications.
Software Composition Analysis is performed by analyzing underlying libraries and frameworks
for potential vulnerabilities as an additional activity during Application Security Testing.

Successful completioof Software Composition Analysis is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone through the process. While Software Composition Analysis is performed as an
addtional activity during Application Security Testing, separate pass/fail verdicts are returned.

Software Composition Analysis guidance is provided below:

9 Libraries and frameworks that use custataveloped applications (e.g., the entire
application, a librey, a micreservice, or any scannable block of code that it has been
determined to independently scan and manage the vulnerability data) require Software
Composition Analysis by OIS Software Assurance as additional activity during Application
Security Teshg.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the results of each Software Composition Analysis attempt for the
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period of time automated deliveries and releases are allowed. Multiple attempts are
usually required to successfully complete the activity.
1 This requirement is only applicable to custal®aveloped applications that are written in
the following programming languages:
o .NET Framework
.NET Core
ASP.NET
C#
C/C++
Classic ASP (wi¥BScript)
Go
Java (including Android)
JavaScript
JSP
Kotlin
ObjectiveC/C++
PHP
Python
Ruby
Swift
Visual Basic (VB.NET)
Visual Basic

O 0000000000 O0OO0OO0OO0oOOo

o

The results of OIS Software Assurance Software Composition Analysis attempts are returned to

VA application developers. Avtification emalil is provided by OIS Software Assurance and a

t 5C NBLIR2NI Aa LJ2&GSR -dcéssiDFSSoftivdrdl Asshiréncelshageylf@ad NB &
failing verdict is returned, the indicated rework must be performed, and another attempt must

be made by making another Application Security Testing request.

Completion Steps

1 Software Composition Analysis scans are performed by OIS Software Assurance when
Application Security Testing validations are requested.

1 Please see the completion steps for Apation Security Testing. There are no additional
procedures to request Software Composition Analysis scans.

After a passing verdict has been achieved, the ISSO, ISO, or System Steward uploads the scan
report to the Artifacts tab within eMASS as part of tnghorization package and creates a

POA&M item (if needed). A remediation plan for any unmitigated findings should be included in

the authorization package. The latest progress should be added to the Status of Requirements.

If the scan is not applicabld, KSy f Aad ogKeé AdQa y20G LI ALFofES A
to uploading to the Artifacts tab within eMASS.

?o Warning:Upon successful completion of Software Composition Analysis, the
environments, libraries, and frameworks must be veayefully monitored for
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changes. Software Composition Analysis tools, such as OWASP Dependency
are strongly recommended to be integrated into pipelines.

Continuous Monitoring

Successful completion of OIS Software Assurance scans of librariearaeavrks is
additionally required as follows:

1 Successful Software Composition Analysis completion is required after the initial
production release, automated production delivery, or release on calehdaed
intervals, at a minimum annually, and at ISS@ation (which may include additional
criteria that affects timing) to effectively certify software factory operation (if
applicable).

1 Software Composition Analysis is also required when requested by OIS and/or CSOC.

? Note: Additional guidance for SoftwarComposition Analysis can be found on O
teams. There is an OIS Software Assurangsort sitein Teams.

4.1.2.6Security Configuration Compliance Data (SCCD)

All accreditation boundaries that contain an operating system are required to provide Security
Configuration Compliance Data using BigFix. If BigFix cannot be installed because the system is
not supported by BigFix, another VA approved product, such aa&Ip&P, may be used as a
substitute until BigFix is compatible with the system. Please refer to the BigEand create

an incident ticket to be assigned to OIS EV Support Group for approval of other SCCD products.
LF {SOdzNARG& /2y FAIdzNI GA2Yy [/ 2YLIX ALYOS 5141 A&
the Status of Requirements. The Security Configuraliompliance Data requires at least a 90%
complianceo receive an ATO for 3 years

Completion Steps

The following steps must be performed to meet the Security Configuration Compliance
requirement:

1. The BigFix agemiust beinstalled to receive Security Cagiiration Compliance Data.
Ensure that the BigFix agent is installed/functioning correctly and confirm that your
information system/facility endpoints (i.e., servers/workstations) make up the FISMA
boundary. A functioning endpoint is one that is activaelynmunicating with the BigFix
core servers and has a lagtport-time within the last day or two. Please utilize the
Computer Lookupeporting to search for endpoints by hostname(s). If an endpoint is
found and has a recent las¢port-time, then the BigFix agent is functioning as expected.
Please see the BighAQfor help on installing the BigFix agent. If you need assistance
with BigFix, please contact the Enterprise Service Desk (ESD) to enter a ticket and assign it
to the OIS EV Support Group. Contact the ESD by phor@%d73-4357 or online
throughYour IT Servicqzortal.
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2. The ISO or System Steward is responsible for maintaining an accurate-tmdaie list
of the hardware/software for their endpoints/environments. The ISO or System Steward
must ensureall hostnames for the endpoints that comprise the FISMA boundary are listed
in the eMASS Hardware/Software Inventory. The hostnames in the Hardware/Software
Inventory mustexactlymatch the hostnames listed in the BigFix Computer Lookup
NELR2NIAYID!ASPIPIppdw sAff 06S O2YyaARSNBR || RAT
Gwno! 1 {v] hdpPwno da95 d+! &D msiréctiopsfot niadabirgS dza S
the Hardware/Software Inventory. Any questions regarding the management of endpoints
in eMASS should be directed t6RM The Hardware/Software Inventory is exported once
a day from eM\SS, at 1:30pm Eastern, to generate the Security Configuration Compliance
Data reporting. If you have modified the list of endpoints in eMASS before the 1:30pm
cutoff, please run thé&RC BoundariesComputers by Information Systeraport the
following day to verify allfoyour information system/facility endpoints are being included
in Security Configuration Compliance Data reporting. If changes are made after 1:30pm
91FNad SNy GKS OKIy3dSa ¢g2yQi 0SS I @LAflrofS dzyi
3. After reviewing information system/facilitylSMA boundaries for accuracy, the ISO and/or
System Steward runs the Security Configuration Compliance@etgeklist Trending
(Computer Compliance and Check Compliaang)Compliance Trefingreports and
exports them to a PDF from the EVVM Dashbohtih§://dashboard.tic.va.gow
Enterprise > All Systems > Authorization & Accreditation).

4. The ISO and/or System Steward uploads@hecklist Trending (Computer Compliance
and Check Compliancaind Compliance Trendinggports to the Artifacts tab within
eMASS. Ensure SCCD reports use the naming format identifiediion 4 above,
Assessment and Authorization Requirements

5. The ISO and/or System Steward creates a single POA&M item for the SCCD to serve as a
reminder to resolve the deficiencies. A new POA&M item must be created for each
required SCCD (i.e., quarterly). Please refer toRBA&M Management Guider
instructions on creating a POA&M item in eMASS. The SCCD will utilize-6CIfaM
POA&M creation where necessary to keep track of the remediation effort.

6. The ISO and/or System Steward continues to remediate deficiencies identified from the
Checklist Trending (Computer Compliance and Check Complamb€pmpliance

Trendingreports.
7. The ISO and/or System Steward uploads new Compliance Trending (Computer Compliance

and Check Compliance) and Checklist Trending reports to the Artifacts tab within eMASS
as evidence of remediatioprogress.

information system or facility. The boundary data and compliance data are

? Note: When running the compliance reports, please select the applicable
'a' updated nightly.

Continuous Monitoring
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Security Configuration Compliance Data must be pullett@ordance with the guidance above
on a quarterly basis, or when changes are made to the approved secure
configuration/hardening guide§.o maintain the authorization decisiorylmerabilities must be
remediated within the approved timelines for the sevgrof the findings.

Note: If the system cannot reach the 90% threshold due to offline devices, thei
? note this in the SCCD POA&M and Status of Requirements so it can be accou
'o for in the Risk Review.

4.1.2.7Control Review

To support compliance with VA pofiand Federal requirements, VA systems will be selected to
undergo an RMF Step 4 Assessment, whereby an Office of Information Security Risk
Management (ISRM) team will review control implementation details and supporting evidence
in eMASS during the RMEef 4 Control Assessment workflow.

The purpose of RMF Step 4 is to determine the extent to which security requirements are
implemented correctly, operating as intended, and producing the desired outcome prior to
Authority to Operate (ATO) review and detanation.

5dZ2NAy3 waC {dSLI nx GKS (SkY gAfft NBOASH GKS
implementation details against the supporting artifacts within eMASS to validate and determine
compliance with VA policies and guidance. The reveamn will be targeting aub-set of the

top findings found in the Office of Inspector General (OIG) audits from the past fiscal year
audits, but may be adjusted as time progresses.

Completion Steps

1. Completely and accurately progress through RMF Step3. 1
a. Utilize theKnowledge Service (KS) Security Controls Explorerf(B8CE)
Implementation Guidnce for required security controls.
b. Ensure that all requirements are followed from thethorization Requirements
for eMASS SOP
c. Confirm steputlined in theeMASS Implementation User Guilave been
followed.
Enter sefassessment test results against all the APs assigned to Security Control.
3. Ensure all applicable contmohave implementation statements, as well as associated
evidence documented.
4. Notify assigned Authorizing Official Designated Representative (AODR) to initiate RMF
Step 4.

no

5. {eadSYy {iS¢FNR Aa (2 I ROFYyOS (KS aeaidsSvyQa

workflow and conduct a bulk release of the identified controls that will be receiving a
reviewno later than 70 days prior to ATD

To bulk release controls ensure to follow the below steps:

1. Controls>Bulk Processing
2. Submit for Review
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3.
4.

Select controls iddified via email communications for review
Submit for Review

Workflow Timeline Requirements and Additional Details

T

= =

System Steward/Information System Owner requests AODR to initiate RMF Step 4 and
advances/releases controls to Control Assesgolater than (NLT) 70 days prior to ATD
and/or scheduled Control Review.
Control Review is finished within 15 days, results uploaded to the Artifacts tab within
eMASS and a notice is sent to system stakeholders closing out RMF Step 4. During this
stage, stakeholderwill be unable to make updates to their entities Controls and CCls.
RMF Step 5 is initiated
o Final POA&Ms are created from the Control Review report
0 RMF Step 5.1 has a total of no more than 10 days for completion
System is required to be to RMF S&, Risk Review (RR), NLT 45 days prior to ATD
Communications will be sent to system stakeholders:
0 90-100 days before the system ATO expiration date to notify system of
upcoming Authorization Termination Date (ATD) reminding of requirements.
o 7Daysprioil 2 (GKS aeaidsSyQa dzJ02YAy3a wacC {0GSLJ
will be sent out for the system to complete RMF Stefssand proceed to RMF
Step 4.
o/ f2&S 2dzi (G2 adzYYFNAT S NBadzZ da FyR fAy]
To avoid norcompliant resuls, please be sure to provide:
o Evidence that is current and contains a timestamp
o Evidence that directly addresses the control objective(s)
o Atrtifacts at the CCI level and not at the parent control level
o Details when uploading artifacts (i.e., page numbeosjitect the assessor to
the exact verbiage to satisfy the control

Continuous Monitoring Requirement

As outlined above, once the Control Review is complete, POA&Ms are created in RMF Step 5.1
for the Control Review findings. These POA&Ms should be creaigdpdated as outlined in
the POA&M Management Guide.

=

Note: Questions regarding RMF Step 4 Assessment should be directed to:
VAOISControlReviewTeam@va.gov

4.2 Application Hosted in Manageskrvice

Managed Service (also known as external systems) are systems that are managed outside the
VA network. Technical scans and/or security documents should be provided (as applicable) for
each Managed Service. Please refesd¢otion3.3for Security Boundary Guidance
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4.2.1 Security Documentation

4.2.1.1Configuration Management Plan (CMP)

The Configuration Management Plan (CMP) identifies configuration management roles and
responsibilities, resources, and processes tewga any changes are evaluated and approved
before implementation. CMP guidance is provided below.

As part of the normal configuration/change management of an information system, change
requests are entered into the authorized VA ITSM change control system IT Servicefor
review, approval, and implementation by the appropriate VA OIT organizations or service
providers.

Roles and Responsibilities

TheCMP templateshould be used to complete the CMP and is available in the VA OIT Service
al yI 3SYSy Brochst AskeOL$H§ (PAThe ISO or system steward should work with
the ISSO to complete the CMP.

Standards / Guidelines

NIST SP 8emr8

NIST SP 8e8B (CM9 Configuration Management Plan)

VA Handbook 6500

The CMBhould include processes for managing configuration and change
management.

The CMP should include infrastructure servers that support the system.

The CMP should include a current configuration baseline detailing hardware and
software associated with the siem. Network devices do not apply.

1
1
1
1

= =

Completion Steps

1. The ISO/system steward works with the ISSO to complete the CMP.

2. Once the CMP is complete, the ISO or system steward uploads the CMP to the Artifacts
tab in eMASS, and links to the appropriate securitytmol (CM9) for the Configuration
Management Plan.

Continuous Monitoring Requirement

The CMP must be updated on an annual basis or when a significant/major change to the system
occurs.

Note: System Level Configuration Management Plans are under therigance of
the VA OIT Service Management Office (SMO), Service Configuration Manage
organization, which collaborates with the Enterprise Program Management Div
(EPMD), for continuous maintenance of the template and the availability to the
enterprise. Please reach out to thielT SMO ECRCM Service Configuration
Management Staffor any questions about the CMP.
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4.2.1.2Disaster Recovery Plan (DRP)

Disaster Recovery planning refers to measures to recover information system services to an
alternate location after a disruption. Plans are based upon current boundaries established by
the Office of Information Security){g. Each yeathe OlSInformation System Business

Continuity Office (OIS ISBC) will monitor systems to make sure they maintain the annual review
requirements DRP guidance is provided below.

Roles and Responsibilities

T

T

OIS ISB(S the Office of Primary Responsibility (OPRpf@rsight ofplanning and
testing ofsystem level DRPs

The ISO or system steward works with the assigned 488ORP Directdo create or
revise the DRFA DRP template can be found on tkeowledge Servigeage

Standards / Guidelines

l

1
1
1

NIST Special Publication 848 Rev. X Contingency Planning Guide for Federal
Information Systems

NIST SP 8emB (CP2 Contingency Plan)

VA Handbook 6500

VA Handbook 6500.8 Informati@®ystemContingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to

indicate whether an DRP is required. If yes, then the 1SO or system steward will be
required to uploa the DRP to eMASSuidance on when a DRP is required can be

found in the VA Handbook 6500.8.

The ISODRP Directogr system steward develops or revises the DRP using the

applicable standards and guideliniesind on theKnowledge Service

Once completed and tested, the ISO or system steward uploads the signed DRP to
eMASS by going to System > Details > FISMA. By uploading the security document to the
FISMA tab, eSS will automatically add the document to the Artifacts tab and map it

tocontrolst £ S 4SS aSt SO0 GKS /I GS3Ghéekploadedta 5A &l & G

the FISMA tab, it can be managed (e.g., newer versions) within the Artifacts tab by
clicking the Atifact Name. The security document within the FISMA tab should not be
deleted or the security document and the history will be deleted.

Once the DRP has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropedy associated as evidence to the relevant
security controls and CClscluding CR2 and CF7. To verify, go to the Artifacts tab, type

the Artifact Name in the Search box, click on the Artifact Name, associated controls are listed in
the Artifact Details section. If security controls are not listed, click Edit Artifact to add in more
security contols or CCIdRRefer to theeMASS Implementation Guider additional details.

Continuous Monitoring Requirement
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TheDRP must be tested and updated on an annualsbasivhen a significant/major change to
the system occurs.

4.2.1.3Incident Response Plan (IRP)

An IRP is necessary for rapidly detecting incidents, minimizing loss and destruction, mitigating
weaknesses that were exploited, and restoring computing serviceguidince is provided

below.

Roles and Responsibilities

1 Facilities are responsible for completing the IRP. Systems should upload the facility IRP
with the system name added to the title page to indicate the system utilizes the facility
IRP.

The ISO osystem steward works with the assigned ISSO to create or revise the IRP.
Each site is responsible for developing local level procedures incorporatiic oL

area of responsibility.

= =4

Standards / Guidelines

1 NIST SP 8681
1 NIST SP 8688 (IR8 Incident Respuse Plan)
1 VA Handbook 6500

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an IRP is required. If yes, then the 1SO or system steward will be
required to upload the IRP to eMASS.

2. The System @ner or delegate develops or revises the IRP using the applicable
standards and guidelines.

3. Once completed and tested, the 1ISO or system steward uploads the signed IRP to eMASS
by going to System > Details > FISMA. By uploading the security documenH&kha
tab, eMASS will automatically add the document to the Artifacts tab and map it to
controls. Once uploaded to the FISMA tab, it can be managed (e.g., newer versions)
within the Artifacts tab by clicking the Artifact Name. The security document wtitlein
FISMA tab should not be deleted or the security document and the history will be
deleted.

4. Once the IRP has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the rélevan
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more security controls or CCls. Refer 6dth&S
Implementation Guiddor additional details.

Continuous Monitoring
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The IRP must be tested and updated annually or when a significant/major change to the system
occurs.

4.2.1.4System$Based Business Impact Analysis (BIA)

Systemsbased BIAs characterize the impacts and consequences of a disruption to an
information system, supported mission / business processes, and interdependencies. They are
used as the foundation to determine information system contingency planningnegents

and priorities. BlAs are based upon current boundaries established by the Office of Information
Security (OIS). Each year the OIS Information System Business Continuity Office (OIS ISBC) will
monitor systems to make sure they maintain the annaafiew requirements. BIA guidance is
provided below

Roles and Responsibilities

1 OIS ISBC is the Office of Primary Responsibility (OPR) for oversight of planning guidance
for systemsbased BIAs

1 The ISO or system steward works with the assigned ISCP Cdoordinereate or revise
the systemsbased BIA. A systermaised BIA template can be found on thkeowledge
Servicepage

Standards / Guidelines

1 NIST Special Pulditon 80034 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8eBB (CR2 ContingencyPlan)

1 VA Handbook 6500

1 VA Handbook 6500 Bformation System Contingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, 186 or system steward will be prompted to
indicate whether a systemrsased BIA is required. All VA information systems are
required to complete an ISCP and the systdrased BIA is the foundation to determine
information system contingency planning reqemments and priorities, therefore, the
L{h 2NJ aeadasSy aidSélNR gAaftft asStSO0 a,-9{¢ Iy
based BIA to eMASS
2. The ISO, ISCP Coordinator, or system steward develops or revises the gysteth8IA
using the applicable ahdards and guidelines found on th@owledge Service
3. Once completed and tested, the ISO or system steward uploads the signed systems
based BIA to eMASS by goingSystem > Details > FISMA. After uploading the BIA to
the FISMA tab, it needs to be associated to the following controls2 &fél CF7.
tfSrasS asStsSOil GKS /FTGS3IA2NEB a4 &a.dzAaAySaa LY
tab, it can be managed (e.grewer versions) within the Artifacts tab by clicking the
Artifact Name. The security document within the FISMA tab should not be deleted or
the security document and the history will be deleted
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4. Once the systembased BIA has been uploaded to the FISMAttad ISO or system
steward must ensure that all documents are appropriately associated as evidence to the
relevant security controls and CCls, including2@mrd CF7. To verify, go to the Artifacts
tab, type the Artifact Name in the Search box, clicklanArtifact Name, associated
controls are listed in the Artifact Details section. If security controls are not listed, click
Edit Artifact to add in more security controls or CCls. Refer to the eMASS
Implementation Guide for additional details

ContinuousMonitoring

The systemdbased BIA must be reviewed and updated on an annual basis or when a
significant/major change to the system occurs

4.2.1.5Information System Contingency Plan (ISCP)

Contingency planning refers to interim measures to recover information system services after a
disruption. Interim measures may include relocation of information systems and service to an
alternate site. Plans are based upon current boundaries establigh#te Office of

Information Security@IS. Each yeaEach year the OIS Information System Business Continuity
Office (OIS ISB@)Il monitor systems to make sure they maintain the annual review
requirements ISCP guidance is provided below.

Roles and Rgmnsibilities

1 OIS ISBIS the Office of Primary Responsibility (OPRpfa@rsight ofplanning and
testing ofISCPs

1 The ISO or system steward works with the assig8&P Coordinatdo create or revise
the ISCPAN ISCP template can be found on feowledge Servigagage

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8688 (CP2 Contingency Plan)

1 VA Handbook 6500

1 VA Handbook 6500.8 Information System Contingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an ISG®required All VA information systems are required to
O2YLX SGS |y L{/t3>X GKSNBF2NB:Z GKS L{h 2N ae
required to upload the ISCP to eMASS
2. The ISQISCP Coordinatasr system steward develops or revises th€EPusing the
applicable standards and guidelinfesind on theKnowledge Service
3. Once completed and tested, the ISO or system steward uploads the signed ISCP to
eMASS by going to System > Details > FISMA. By uploading the security document to the
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FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it
tocontrolst £ S 4SS 4SSt SO0 GKS [/ I (O8c8 gphvdidedtaithed / 2 Y G A Y |
FISMA tab, it can be managed (e.g., newer versions) within the Artifacts tab by clicking
the Artifact Name. The security document within the FISMA tab should not be deleted
or the security document and the history will be deleted.

4. Once the ISCP has been upleddo the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CClacluding CR2 and CF7. To verify, go to the Artifacts tab,
type the Artifact Name in the &ech box, click on the Artifact Name, associated controls
are listed in the Artifact Details section. If security controls are not listed, click Edit
Artifact to add in more security controls or CERsfer to theeMASS Implementation
Guidefor additional details.

Continuous Monitoring Requirement

The ISCP must be tested and updated on an annual basis or when a significant/major change in
the system occurs.

4.2.1.6Interconnection Security Agreement (ISA)/Memorandum of
Understanding (MOU)

Before an external connection is established with the VA, a Memorandum of Understanding
(MOU)/Interconnection Security Agreement (ISA) is required to authorize a connection
betweeninformation systems that do not share the same Authorizing Official. An ISA/MOU
must be provided for all external interconnections.

Roles and Responsibilities

1 The ISO, in coordination with the entities identified in NIST SR80@ill complete the
ISAMOU.

A VA review team will assess the documents against a checklist for quality and content.
The reviewer will work with the ISSO to ensure no documentation deficiencies and
notify the ISSO when the document is ready for signatures.

The ISSO will obtaihé appropriate signatures.

The ISSO will upload the document to the Enterprise Document SharePoint and to the
Artifacts tab within eMASS. The ISO or system steward should ensure the correct
Artifact Category and Type are selected when uploading to théaétgitab.

= =

= =

Standards / Guidelines

1 NIST SP 8607

VA Handbook 6500
Completion Steps

1. The ISO, in coordination with the entities identified in NIST SR80@ill complete the
MOU/ISA using the latest template provided @IOU ISA Templaie
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2. 1SSO will upload all final draft MOU/ISA documents toMilagJ ISA Document Portal
a. The MOUV/ISA Intake Portal User Guide is located oivibé) ISA Document
Portal
3. The OIT OIS ISRM ECSD MOU ISA Team will assess the documents for quality, content,
and security.
4. The Enterprise Cybsecurity Support Division (ECSD) reviewer(s) and the 1ISSO will work
collaboratively with the ISO/COR to correct deficiencies found in the documentation.
5. Once all deficiencies have been corrected and accepted, the ECSD reviewer will notify
the ISSO via eniahat the document is ready for signatures.
6. The ISSO will route the document for signatures.
7. Upon receipt of the completed and signed MOU/ISA document, the ISSO will upload the
document using thé&ublish a Signed Documedatiture on theMOU ISA Document
Portal
8. The finalized documents with signatures #irked to the appropriate security controls
(CA3, SA9) and uploaded to the Artifacts bawithin eMASS.

Continuous Monitoring Requirement

The MOU/ISA Annual Review Sheet must be completed annually based on the date of the last
signature on the MOU/ISA. If there is a significant change that impacts the architecture as
documented, please contathe OIT OIS ISRM ECSD MOU ISA.Team

4.2.1.7Privacy Threshold Analysis (PTA)/Privacy Impact Assessment (PIA)
All ISOs or system stewards must work with the VA Privacy Services Office to complete a PTA
for each system. During RMF Step 1 within eMASS, the ISO or system steward will be prompted
to indicate whether a PTA/PIA is required. If yes, then the ISO or system steward will be
required to upload the PTA/PIA to the Artifacts tab within eMASS.

PrivacyThreshold Analysis (PTA)
Roles and Responsibilities

1 The ISO, Privacy Officer, ISSO, and Business Owner must work together to submit a PTA,
which is reviewed by the Privacy Services Office.

The PTA requires the Privacy Officer, ISO, and ISSO to sigataicedPTA.

If the PTA determined a PIA is required, then see the below PIA section to complete the
PIA.

1
1

Completion Steps

1. The PTA template and the PTA completion process can be foutrdzaty Compliance
PTA

2. Once completed, the ISO or system steward uploads the signed PTA to eMASS by going
to System > Details > FISMA. By ugiog the security document to the FISMA tab,
eMASS will automatically add the document to the Artifacts tab and map it to controls.
Once uploaded to the FISMA tab, it can be managed (e.g., newer versions) within the

Page


https://dvagov.sharepoint.com/sites/OITSSPPlatform/Lists/Enterprise_MOUISA_Tracker/AllItems.aspx
https://dvagov.sharepoint.com/sites/OITSSPPlatform/Lists/Enterprise_MOUISA_Tracker/AllItems.aspx
https://dvagov.sharepoint.com/sites/OITSSPPlatform/Lists/Enterprise_MOUISA_Tracker/AllItems.aspx
https://dvagov.sharepoint.com/sites/OITSSPPlatform/Lists/Enterprise_MOUISA_Tracker/AllItems.aspx
https://dvagov.sharepoint.com/sites/OITSSPPlatform/Lists/Enterprise_MOUISA_Tracker/AllItems.aspx
mailto:OITITOPSSOESOMOUISAREQUESTS@va.gov
http://vaww.oprm.va.gov/privacy/pta.aspx
http://vaww.oprm.va.gov/privacy/pta.aspx
http://vaww.oprm.va.gov/privacy/pta.aspx

Artifacts tab by clicking the Artifactaxhe. The security document within the FISMA tab
should not be deleted or the security document and the history will be deleted.

3. Once the PTA has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately asisted as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more security controls or CCls. Refer 6dth€S
Implementation Guiddor additional details.

Privacy Impact Assessment (PIA)

If a PIA is required as an outcome of the PTA analysis by the Privacy Services Office, a PIA must
be completed.

Roles and Rgmonsibilities

1 The PIA must be submitted to the Privacy Services Office by the Privacy Officer with
input from the ISO, ISSO, and any other relevant stakeholders. Additional comments
from the PIA support analysts, if any, must also be incorporated.
1 The ISGnust answer questions related to the PIA in the FISMA tab within eMASS
(System > Details > FISMA). Since the Privacy Compliance Dashboard within eMASS can
provide reports on these metrics across all systems, the PIA questions must be kept up
to date.
1 The RA requires the Privacy Officer, ISO, and ISSO to sign and date the PIA.

Standards / Guidelines

EGovernment Act of 2002

OMB Circular 022

VA Directive 6502

VA Directive 6508

VA Handbook 6508.1

NIST SP 8e8B (AR2 Privacy Impact, Risk Assessment)
VA Hadbook 6500

= =4 -8 -4 -8 -4 -9

Completion Steps

1. The PIA template and the PIA completion process can be fouadwaicy Compliance
PIA

2. Once the PIA is verified as completed by Privacy Servieesbreit the PIA as a PDF file
with the required signatures t81A SupportAdditionally, the ISO or system steward
uploads the signed PIA to eMASS by gainSystem > Details > FISMA. By uploading the
security document to the FISMA tab, eMASS will automatically add the document to the
Artifacts tab and map it to controls. Once uploaded to the FISMA tab, it can be managed
(e.g., newer versions) within thertacts tab by clicking the Artifact Name. The security
document within the FISMA tab should not be deleted or the security document and the
history will be deleted.
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3. Once the PIA has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more security controls or CCls. Refer tMA&S
Implementation Guiddor additional details.

Note: Additional guidance focompletion of the PIA/PTA can be provided by the
Privacy Services Office. Any questions may be sentAdSupport

Continuous Monitoring Requirement

A PTA must be completed annually. A PIA is valid for 3 yeamnajor change to the system
occurs, then a new PTA/PIA must be completed.

4.2.1.8Risk Assessment Report (RAR)

The RAR identifies, estimates, and prioritizes risk involved with organization operations. The
RAR is generated within eMASS and utilizes the dgtadlvided on control risk, the 40 threats,
and any ongoing or risk accepted POA&M items.

Roles and Responsibilities

1 The ISO, system steward, and ISSO are responsible for ensuring POA&M items within
eMASS are property created and updated.

1 The 40threats must be reviewed by the ISO, system steward, and ISSO.

1 The ISSO validates information added by the ISO or system steward within eMASS.

Standards / Guidelines

1 NIST SP 8680
1 NIST SP 8eBB (RA3 Risk Assessment)
1 VA Handbook 6500

Completion Steps

1. The ISO and ISSO should complete the Risk Assessment tab within their system.

2. All noncompliant Controls should be addressed for their risk plus any of the 40 threats
that are applicable.

3. By default, the Risk Assessment tab will only show-@ompliant Cotmols, but the view
can be changed using the Filter.

4. The RAR will be included in the snapshot packages created in eMASS. Alternatively, the
RAR can be generated by going to the Reports tab within eMASS.

Continuous Monitoring

The RA must be updated on annual basis or when a significant/major change in the system
occurs.
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4.2.1.9System Security Plan (SSP)

Roles and Responsibilities

1 The ISO or system steward completes the assessments in eMASS and develops POA&M
items and responses.
1 The ISSO validategormation added by the 1ISO or system steward in eMASS.

Standards / Guidelines

1 NIST SP 8618
1 NIST SP 8e®B (PL2 System Security Plan)
1 VA Handbook 6500

Completion Steps

1. The SSP is developed within eMASS.
2. All required diagrams and confirmation of thecseity authorization boundary, to
include all devices and supporting software architecture, should be added to eMASS in
the appropriate locations.
3. The system steward should upload the CCI export to the Artifacts tab within eMASS to
be considered an appendof the SSP. Refer to te@IASS Implementation Guidier
additional details.
The ISO and ISSO validates information added by the system steward in eMASS.
The SSRill be included in the snapshot packages created in eMASS. Alternatively, the
SSP can be generated by going to the Reports tab within eMASS.

ok

Continuous Monitoring

The SSP must be updated annually or when a significant/major change to the system occurs.

4.2.1.10 Application Threat Modeling

Application Threat Modeling is a security documentation activity that is conducted before
source code is written for custoteveloped applications (for entire applications, or e.g., a
library, a micreservice, or any applicatidat it has been determined to independently scan

and manage the vulnerability data for). Application Threat Modeling may also be conducted
before COTS and SaaS applications are deployed or allowed to operate at the direction of OIS
and/or CSOC. The godltbreat modeling is to determine where and what type of security
controls need to be implemented in source code (or provided by an IT environment) for
customdeveloped applications. The goal for COTS and SaaS applications is to determine what
product or ®rvice security configuration is needed (or provided by an IT environment).

Note: Application Threat Modeling is a manual documentation activity where tr
results are periodically updated, at a minimum annually, to maintain them.

ApplicationThreat Modeling guidance is provided below:
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1 Customdeveloped applications (the entire application, or e.g. a library, a nseruice,
or any component that it has been determined to independently scan and manage the
vulnerability data for), or instances$ €OTS and SaaS at the direction of OIS and/or
CSOC, is analyzed by VA application developers using the freéwansoft Threat
Modeling Tookoftware.

1 The ISO or system steward creates o@ARM item and a response in the POA&M tab
within eMASS for the Application Threat Model.

1 This requirement is not applicable to VistA systems.

Completion Steps

1. Obtain the freeware Microsoft software froiiicrosoft Security Development Lifecycle
website Install and configure the Threat Modeling Tool in your local environment.

2. Manually draw whiteboardike diagrams using the Microsoft Threat Modeling Tool and
audit potental threats generated by the tool.

3. Generate a report using the Threat Modeling Tool to use as the security documentation
for this activity.

After the analysis has been completed, the ISSO, ISO, or System Steward uploads the
Application Threat Model to eM3S as part of the authorization package and creates a POA&M
item (if needed) for each Application Threat Model (i.e., annually). A remediation plan for any
unmitigated findings should be included in the authorization package.

Continuous Monitoring

The Appkation Threat Model must be updated on annual basisand/or when a significant
change in the system or a major change in the application architecture occurs.

using the Microsoft Threat Modeling Tool can be found on OIT Teams. There |

? Note: Additional guidance for developing and analyzing application threat mod
0 OIS Software Assurance support sitdeams.

4.2.2 Technical Scans/Testing Requirements

Findings identified in each technical/testing requirement, akferred to as a technical scan,
should be mitigated from the initial detection date within the remediation timeframe specified
in the Knowledge Service (i.e.), Critic&0 days; Higlq 60 days; Moderate 90 days; Lowg
determined by the ISO; EmergenASAP. As outlined in BOD-A®, Internet accessible systems
require mitigation of Critical findings within 15 days and High findings within 30 days of the
initial detection date. A single POA&M item should be created in eMASS for each of the
applicable sans to track the remediation progress. Every completed scan requires a POA&M
item. For example, a new Nessus scan POA&M item must be created every month for each new
scan. In addition, a detailed remediation strategy with expected remediation date andssiht
each vulnerability should be uploaded to the Artifacts tab within eMASS for each of the
applicable scans.
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4.2.2.1 Nessus Scan

A credentialed Nessus vulnerability scan against all instances of the operating system and
desktop configurations must be conductedidentify security flaws. When conducting the
Nessus Scan, a discovery scan to identify all assets within the authorization boundary must be
conducted as a part of the vulnerability scan (a discovery scan will not enumerate any
vulnerabilities).

% Note: CSOC must conduct an independent Nessus Scan for all VA owned sys

Completion Steps

The following steps can be performed to meet the Nessus Scan requirement:

1. All systems should complete thtardware and Software System Inventory Import
process to ensure all IPs are properly added to eMASS and a Nessus scan can be
completed. Instructions can be found in the Hardware and Software System Inventory
Import SOP, which is in the Standard Operating Procedures section ®f/theS
Knowledge Service page
2. The ISO or systetevel system steward can request a Nessus scan usingithi©nce
the request is completed, ISRM will work with CSOC to determine if a separate
supplemental vulnerability scan shall be conducted or authentication information for
the nonWindows devices be added to the existing monthly predictive scan. If
ISRM/CSOC determine a supplemental scan is required then the results, once received,
must be uploaded to the Artifacts tab within eMASS. If decided that the authentication
information can beadded for the noAWindows devices to the monthly predictive scans
conducted by CSOC, then record and import the hardware baseline to eMASS (see Step
1 above), so the applicable Nessus data can be recorded.
3.hyOS GKS aeaidsSyQa b S dedoudad, the@IOr sigstelviel A & | OO dz
system steward follows these steps:
a. Browse tolnformation Central Analytics and Metrics Platform (ICA&te) use
the Remediabn Effort Entry Form (REEF) to document your manual
mitigation/remediation effort. For each deficiency identified from the scan, the
ISO or systerAevel system steward creates a response within REEF for mitigating
the deficiencies and/or provides evidenttet the deficiencies have been
mitigated. Also, include the scheduled completion date and status of each
deficiency within REEF.
b. Once all manual remediation has been documented within REEF, ruethis

within ICAMP.
c. Exportthe report by going to the top of the screen select the Export drop down
YSYydz 6 KAOK | LIJSFNE Fa I O2YLziSNI RAaoo

SystemNameORAcronym_Nessus_ MMDDYYYY 8ks& the image below for
step-by-step view.
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irements Standard Operating Procedure, | PowerPoint siled information. To success|
e Directory

the next 3 scan dates to determine if the

ns, REEF Mitigation Entries, VA Response PDF n.

TIFF file
nable Resolved 30 Days Resolved £ o pa R';E‘::I‘;:g]:? Daya Perg|
233 22 MHTML (web archive) 245
2,336 137 1,308
P
3724 357 SV (comma defimited) 8,216

XML file with report data

“Total Perce sting baseling
Mitigated 60 Days Mitigated 50 Days Data Feed mt Mitigated 30 Days Pari
Downloads BQ - P

What do you want to do with progress_reportby...

Open Save as<: Vv

See more

d. The ISO or systetmvel system siward then uploads the report to the Artifacts
tab within eMASS using the naming instructions identified above in step 3c.

e. Within the uploaded mitigation strategy, each system should conduct an analysis
on the results of the vulnerability scans to determiand document those
findings that are false positives, not applicable to the system, or otherwise
mitigated. Additionally, findings that must be remediated through or from the
vendor should also be documented as part of this analysis.

4. The ISO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabil&i#SOA&M is
required, the ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow thHgOA&M Management Guide

Note: If raw Nessus Scan data is provided from CSOC, the ISO or-fxstém
system steward needs to upload the actual Nessus Scan results to the Artifact
? in eMASS along with a mitigation strategy for each finding. Also, within ICAMF
-o the ISO/ISSO doemt have an option to pull a report for their FISMA reportable
system, then contact the VA GRC Service Desk to provide the IP address rant
the system authorization boundary to add it to ICAMP to pull the report.
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Continuous Monitoring

CSOConducts predictive Nessus vulnerability scans on a mohtidys. A supplemental scan is
required for A&A purposes when requested by OIS, CSOC, and/or when new vulnerabilities
potentially affecting the system/applications are identified and reported. B&intain the
authorization decision,wnerabilities must be remediated within the approved timelines for
the severity of the findings.

Note: CSOC must conduct an independent Nessus Scan for all VA owned sys
and Managed Services. External systems hadged Services must have a recent
CSOC Nessus scan conducted either via remote connection or by utilizing CS
staff onsite to perform scans, when necessary.

4.2.2.2Database Scan

All systems must request a database scan if the project hosts a database tarstiopeocess
information.

Completion Steps

1. Database scans can be requested at@#&OC Daltmse Scan Questionnairgor
additional information, contact thelatabase scanning tearif a database scan is not
applicableLINR GA RS |y SELX I yI (A 2 yStatukod Refuirethantsy 2
document

2. Once the Database scan is completed, the summary and raw results must be uploaded
to the Artifacts tab within eMASS along with the remediation plan. Any vulnerabilities
must be remediated within the approved timelines for the severity of the findings.

3. ThelSO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the 1ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow th€ OA&M Management Guide

4. A followrup Database scan should be requested toueasleficiencies have been
mitigated and new deficiencies do not exist as part of the ongoing authorization
process.

Continuous Monitoring

A Database scan must be completed annually or when a significant/major change to the system
occurs. To maintain theughorization decision, wnerabilities must be remediated within the
approved timelines for the severity of the findings.

4.2.2.3Penetration Test/Application Assessment
A full Application Assessment (MASA/WASA) must be performed that includes automated and
manud assessment tools and techniques for the following:

1 A FISMA High system, considered a major or minor application.
1 A FISMA Moderate or higher, that processes, uses, or hosts Pll and/or financial data.
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1 For Internet facing applications, a WASA and Penetration Test are required, regardless
of the FIPS categorization.

1 For systems that are not welllased or host a user presented web application but have
middleware or APIs, a Penetration Test and WASA mugétiermed.

1 If a Penetration Test / Application Assessment is not applicable, provide an explanation
gKe AldQa y 2 i StatuslhiRdgrensehtdocuingnt. i K S

1 The Penetration Test / Application Assessment requirement is not applicable to the
VistA athorization boundary.

Completion Steps

1. Systems with custom code must be registered with OIS Software Assurance and receive
- at! {{¢ FTNRY (KS /2RS wS@ASSG LINRPOS&A LINR?2
(MASA/WASA).

A system utilizing a COTS produit swust register with OIS Software Assurance.

3. The ISO or system steward can request a penetration test/application assessment by

completing theCSOC Penetration Test Questionn@SOC Mobildpplication Security

Assessment\ASA Questionnaire/CSOC Web Application Security Assessiveyi A

Questionnaire. Additional an details can be found &SOC Scan DocumerRtease

allow 30 days for CSOC to schedule/conduct the penetration test/application

assessment. Questions can be submitted/to CSQC
a. CSOC must conduct an independent penetration test/application assessment for

all VA owned applications and Managed Services. CSOC must have visibility into
all VA applications where an authorization decisioreduired, including systems
behind firewalls. External systems must also have a recent CSOC penetration
test/application assessment performed.

CSOC will provide results to the 1ISO or system steward.

5. The ISO or system steward uploads the summary and ravitseée the Artifacts tab in
eMASS along with the mitigation / remediation plan for all findings.

a. Within the uploaded mitigation strategy, each system should conduct an analysis
on the results of the penetration test to determine and document those figdin
that are false positives, not applicable to the system, or otherwise mitigated.
Findings that must be remediated through or from the vendor should also be
documented as part of this analysis and should be documented in either the
report of findings proided from VACSOC or as a separate document.

6. The ISO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the ISO or system stewarckates a POA&M for each unique vulnerability.
POA&M responses will follow tHeOA&M Management Guide

7. Once the deficiencies have been mitigated, a follgwPenetration Test/Application
Assessment should be requested to ensure deficiencies have been mitigated and new
deficiencies do not exist as part of the ongoing authorization ggec

N

»

Continuous Monitoring
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A CSOC Penetration Test/Application Assessment is required on an annual basis or when a
major change to the system or data occurs. To maintain the authorization decision,
vulnerabilities must be remediated within the approved élmes for the severity of the

findings.

4.2.2.4Application Security Testing

Application Security Testing is conducted during development and maintenance systems
RSOSt2LIYSyd tAFS Oeo0fsS LKIAaASa (2 AYLWNRYS GKS
developed sftware components to defend themselves against attacks. Application Security

Testing is also conducted to effectively certify pipelines as part of the software factory life cycle

to increase the level of confidence in security testing automation thatlied on for

automated deliveries and releases.

Successful completion of Application Security Testing is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone through the process.

Application Security Testing guidanis provided below:

1 Customdeveloped application source code (the entire application, or e.g., a library, a
micro-service, or any scannable block of code that it has been determined to
independently scan and manage the vulnerability data for) is scanp&tPbapplication
developers using the Gl&ensedMicro Focus Fortify Static Code Analyzer (SCA)
software.

1 Final developer performed Fortify scans and mitigations for security issues in pimduct
source code are validated by OIS Software Assurance for correctness and completeness.

1 Successful completion of Application Security Testing is a prerequisite to Penetration
Testing.

1 The ISO or system steward creates one POA&M item and a responseP@A&M tab
within eMASS for the results of each Application Security Testing attempt for the period
of time automated deliveries and releases are allowed. Multiple attempts are usually
required to successfully complete the activity.

1 This requirement is naapplicable to VistA systems

The results of OIS Software Assurance Application Security Testing Validation attempts are
returned to VA application developers. A notification email is provided by OIS Software
Assurance and a PDF report is posted to thefappO | (1 A 2 Y -@ciesNBSASoftWAS® (i S R
Assurance share. If a failing verdict is returned, the indicated rework must be performed, and
another validation attempt must be made. The results of OIS Software Assurance Application
Security Testing Validatiaare also uploaded in an automated fashion to eMASS shortly after
completion. A notification email is provided by OIS ISRM GRC Scans after this occurs.

To locate application scan result findings in eMASS:

1 Go tohttps://va.emass.apps.m# [your system] > Assets > Findings > Applications
6f 20F SR dzy RS Nidefokskréerr) 08¢ 2y ST
T ! YRSNI GKS ! LIJX AOlIGAZ2Y 5SGFAfta aSOiAzys Of A
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Note: Field staff shoulahot delete any results, even when remediated. As finding
are remediated and subsequent scans are loaded to eMASS, remediated findi

% will roll off thetotals shown on the above page. System owners are responsibl
creating at least one POA&M per scan to document remediation and mitigatiol
activities.

Completion Steps

1. Obtain the Oldicensed Fortify software from OIS Software Assurance. Install and
configure Fortify in your local build environments and also on your build server (if
applicable). Perform Fortify scans on source code locally and also on your build gerver (
applicable) as a scheduled build job.

2. Audit Fortify scan results and implement mitigations in source code as needed to ensure
that there are minimally no remaining critical or high severity findings, and that for
example the latest version of Fortifpfsware and rulepacks are being used.

3. Upload your submission package materials to your application's share (on the Intranet
only), if permissions need to be updated please email OISSwAServiceRequests@va.gov
with the ApplicationlD and VA address(es) neegliaccess.

4. Navigate to theYour IT Servicgaortal using your web browser, and fill out the
Application Security Support form as follows:

a. Inthe REQUESTOR INFORMATION section, in the Requested Feaf@idps
your name

b. If applicable, update the autpopulated requestor information fields

c. Inthe REQUEST DETAILS section, in the Services Request field, select Application
Security Scan Validation

d. Inthe Application Name field, enter your application's ram

e. In the Application ID field, enter your application's VA Software Assurance
Program identifier

f.  Fill outthis PDF fornand attach it to the request using the Add attachments link

g. Fill out a text file named resubmissidxt that explains changes since any prior
submissions and attach it to the request using the Add attachments link

5. Click on the Submit button.

6.al 1S | y20S 2F @&2dzNJ 6A01S0Qa NXBljdzSad ydzyoS

After the request has been made, an OIS Software Assurance tearbenevill follow up. You
can then view this ticket, or any of your open tickets, throughYleir IT Servicgzortal.

After a passing verdict has been achieved, the ISSO, ISO, or System Steward uploads the
validation report to eMASS as part of the authorization package and creates a POA&M item (if
needed). A remediation plan for any unmitigated findings should be included in the
authorization package.

% Note: In the event the application cannot be scannadedo technical issues, or
another extenuating circumstance including those that are-tewhnical, the
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explanation will need to be documented and uploaded to eMASS as part of tht
Status of Requirementsvithin that authorization package.

Warning:Upon successful completion of Application Security Testing, security
testing results for subsequent automated deliveries and releases must be very

% carefully monitored locally for changes. There must be build failure criteria for
Fortify scans to mesure that the Fortify integration and associated workflows tha
were certified are being maintained during software factory operation.

Continuous Monitoring

Successful completion of the software assurance validation of devefmaésrmed scans is
additionally required as follows:

91 Successful Application Security Testing completion is required after the initial
production release, automated production delivery, or release on calehdaed
intervals, at a minimum annually, and at ISSO direction (whichimehyde additional
criteria that affects timing) to effectively certify software factory operation (if
applicable).

1 Application Security Testing is also required when requested by OIS and/or CSOC.

for potential vulnerabilities using the QliSensed Fortify tool can be found on OI

? Note: Additional guidance for scanning custataveloped application source codt
'o Teams. There is an OIS Software Assuranpgort sitein Teams.

4.2.2.5Software Composition Analysis

Software Composition Analysis is conductediniyidevelopment and maintenance systems
RSOSt2LIYSyild tAFS OeofS LKIasSa G2 AYLINRYS (KS
developed software components to defend themselves against attacks. Software Composition
Analysis focuses on supply chain nsknagement for custordeveloped VA applications.

Software Composition Analysis is performed by analyzing underlying libraries and frameworks

for potential vulnerabilities as an additional activity during Application Security Testing.

Successful completioof Software Composition Analysis is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone through the process. While Software Composition Analysis is performed as an
addtional activity during Application Security Testing, separate pass/fail verdicts are returned.

Software Composition Analysis guidance is provided below:

9 Libraries and frameworks that use custataveloped applications (e.g., the entire
application, a libary, a micreservice, or any scannable block of code that it has been
determined to independently scan and manage the vulnerability data) require Software
Composition Analysis by OIS Software Assurance as additional activity during Application
Security Teting.
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1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the results of each Software Composition Analysis attempt for the
period of time automated deliveries and releases are allowed. Multiple attempts are
usually required to successfully complete the activity.

1 This requirement is only applicable to custal®aveloped applications that are written in
the following programming languages:

o .NET Framework

.NET Core

ASP.NET

C#

C/C++

Classic ASP (wiWBScript)

Go

Java (including Android)

JavaScript

JSP

Kotlin

ObjectiveC/C++

PHP

Python

Ruby

Swift

Visual Basic (VB.NET)

Visual Basic

O 00000000000 O0OO0OO0oOOo

o

The results of OIS Software Assurance Software Composition Analysis attempts are returned to

VA application developers. Atification email is provided by OIS Software Assurance and a
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failing verdict is returned, the indicated rework must be performed, and another attempt must

be made by making another Application Security Testing request.

Completion Steps

1 Software Composition Analysis scans are performed by OIS Software Assurance when
Application Security Testing validations are requested.

1 Please see the completion steps for Apation Security Testing. There are no additional
procedures to request Software Composition Analysis scans.

After a passing verdict has been achieved, the ISSO, ISO, or System Steward uploads the scan
report to the Artifacts tab within eMASS as part of tnghorization package and creates a

POA&M item (if needed). A remediation plan for any unmitigated findings should be included in

the authorization package. The latest progress should be added to the Status of Requirements.

If the scan is not applicabld, KSy f Aad ogKeé AdQa y20G LI ALFofES A
to uploading to the Artifacts tab within eMASS.
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Warning:Upon successful completion of Software Composition Analysis, the
environments, libraries, and frameworks must be veayefully monitored for

0 changes. Software Composition Analysis tools, such as OWASP Dependency
are strongly recommended to be integrated into pipelines.

Continuous Monitoring

Successful completion of OIS Software Assurance scans of librariearaeavorks is
additionally required as follows:

1 Successful Software Composition Analysis completion is required after the initial
production release, automated production delivery, or release on calehdaed
intervals, at a minimum annually, and at ISS@adtion (which may include additional
criteria that affects timing) to effectively certify software factory operation (if
applicable).

1 Software Composition Analysis is also required when requested by OIS and/or CSOC.

? Note: Additional guidance for SoftwarComposition Analysis can be found on O
'o teams. There is an OIS Software Assurangsort sitein Teams.

4.2.2.6Security Configuration Compliance Data (SCCD)

All accreditation boundaries that contain an operating system are required to provide Security
Configuration Compliance Data using BigFix. If BigFix cannot be installed because the system is
not supported by BigFix, another VA approved product, such as&Ip&P, may be used as a
substitute until BigFix is compatible with the system. Please refer to the Bi§Eand create

an incident ticket to be assigned to OIS EV Support Group for approval of other SCCD products.
LF {SOdzNAGe& /2y FAIdzNF GA2Y [/ 2YLX ALFYOS 5141 Aa
the Status of Requirements. The Security Configurafiompliance Data requires at least a 90%
complianceto receive an ATO for 3 years

Completion Steps

The following steps must be performed to meet the Security Configuration Compliance
requirement:

1. The BigFix agemiust beinstalled to receive Security Cagiiration Compliance Data.
Ensure that the BigFix agent is installed/functioning correctly and confirm that your
information system/facility endpoints (i.e., servers/workstations) make up the FISMA
boundary. A functioning endpoint is one that is activaynmunicating with the BigFix
core servers and has a lagtport-time within the last day or two. Please utilize the
Computer Lookupeporting to search for endpoints by hostname(s). If an endpoint is
found and has a recent las¢port-time, then the BigFix agent is functioning as expected.
Please see the BigFAOfor help on installing the BigFix agent. If you need assistance
with BigFix, please contact the Enterprise Service Desk (ESD) to enter a ticket and assign it
to the OIS EV Support Group. Contact the ESD by phor&>#d73-4357 or online
through Your IT Servicqeortal.
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2. The ISO or System Steward is responsible for maintaining an accurate-tmdaie list
of the hardware/software for their endpoints/environments. The ISO or System Steward
must ensureall hostnames for the endpoints that comprise the FISMA boundary are listed
in the eMASS Hardware/Software Inventory. The hostnames in the Hardware/Software
Inventory mustexactlymatch the hostnames listed in the BigFix Computer Lookup
NB LJ2 NI AwsHo 160!1SIo3w[>cpdié gAff 0S O2Yy&AARSNBR I RA
Gwno! 1 {v] hdpPwno da95 d+! &D msiréctiopsfot niadabirgS dza S
the Hardware/Software Inventory. Any questions regarding the management of endpoints
in eMASS should be directed t6RM The Hardware/Software Inventory is exported once
a day from eMASS, at 1:30pm Eastern, to generate the Security Configuration Compliance
Data reporting. If you have modified the list of endpoints in eMASS before the 1:30pm
cutoff, please run thé&RC BoundariesComputers by Information Systeraport the
following day to verify all of younformation system/facility endpoints are being included
in Security Configuration Compliance Data reporting. If changes are made after 1:30pm
91FNad SNy GKS OKIy3dSa ¢g2yQi 0SS I @LAflrofS dzyi

3. After reviewing information system/facility FISNdbAundaries for accuracy, the 1SO and/or
System Steward runs the Security Configuration Compliance@eteklist Trending
(Computer Compliance and Check Compliaaoe)Compliance Trendinggports and
exports them to a PDF from the EVVM Dashbohtih§://dashboard.tic.va.gow
Enterprise > All Systems > Authorization & Accreditation).

4. The ISO and/or System Steward uploads@hecklist Trending (Computer Compliance
and Check Compliancaind Compliance Trendinggports to the Artifacts tab within
eMASS. Ensure SCCD reports use the naming format identifiediion 4 above,
Assessment and Authorization Requirements

5. The ISO or system steward will create a POA&M for each failed checklist. The
vulnerability description must include the total number of computers that fail the
checkilist. Plase refer to the POAM Management Guide for instructions on creating a
POA&M item in eMASS. The SCCD will utilize CGITgr POA&M creation where
necessary to keep track of the remediation effort.

6. The ISO and/or System Steward continues to remediate deficiencies idéritdm the
Checklist Trending (Computer Compliance and Check Complamb€pmpliance

Trendingreports.
7. The 1ISO and/or System Steward uploads new Compliance Trending (Computer Compliance

and Check Compliance) and Checklist Trending reports to the Artifacts tab within eMASS
as evidence of remediation progress.

information system or facility. The boundary data and compliance data are

? Note: When running the compliance reports, please select the applicable
0 updated nightly.

Continuous Monitoring
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Security Configuration Compliance Data must be pullett@ordance with the guidance above
on a quarterly basis, or when changes are made to the approved secure
configuration/hardening guide§.o maintain the authorization decisiorylmerabilities must be
remediated within the approved timelines for the sevgrof the findings.

note this in the SCCD POA&M and Status of Requirements so it can be accou

? Note: If the system cannot reach the 90% threshold due to offline devices, thel
o for in the Risk Review.

4.2.2.7Control Review

To support compliance with VA pojiand Federal requirements, VA systems will be selected to
undergo an RMF Step 4 Assessment, whereby an Office of Information Security Risk
Management (ISRM) team will review control implementation details and supporting evidence
in eMASS during the RMEe 4 Control Assessment workflow.

The purpose of RMF Step 4 is to determine the extent to which security requirements are
implemented correctly, operating as intended, and producing the desired outcome prior to
Authority to Operate (ATO) review and det@nation.
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implementation details against the supporting artifacts within eMASS to validate and determine
compliance with VA policies and guidance. The reveam will be targeting a subet of the

top findings found in the Office of Inspector General (OIG) audits from the past fiscal year

audits, but may be adjusted as time progresses.

Completion Steps

1. Completely and accurately progress through RMF Step3. 1
a. Ultilize theKnowledge Service (KS) Security Controls Explorerf@8CE)
Implementation Guidnce for required security controls.
b. Ensure that all requirements are followed from thethorization Requirements
for eMASS SOP
c. Confirm step®utlined in theeMASS Implementation Us&uidehave been
followed.
Enter sefassessment test results against all the APs assigned to Security Control.
3. Ensure all applicable controls have implementation statements, as well as associated
evidence documented.
4. Notify assigned Authorizing Officiaesignated Representative (AODR) to initiate RMF
Step 4.
5. {eadsSy {(SéFNR Aa (G2 IIR@OIYyOS (KS aeaidsSyvyQa
workflow and conduct a bulk release of the identified controls that will be receiving a
reviewno later than 70 éys prior to ATD

N

To bulk release controls ensure to follow the below steps:
1. Controls>Bulk Processing
2. Submit for Review
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3. Select controls identified via email communications for review
4. Submit for Review

Workflow Timeline Requirements anddditional Details

1 System Steward/Information System Owner requests AODR to initiate RMF Step 4 and
advances/releases controls to Control Assesgplater than (NLT) 70 days prior to ATD
and/or scheduled Control Review.

1 Control Review is finished withirb days, results uploaded to the Artifacts tab within
eMASS and a notice is sent to system stakeholders closing out RMF Step 4. During this
stage, stakeholders will be unable to make updates to their entities Controls and CClIs.

1 RMF Step 5 imitiated
o Final POA&Ms are created from the Control Review report
0 RMF Step 5.1 has a total of no more than 10 days for completion

System is required to be to RMF Step 5.3, Risk Review (RR), NLT 45 days prior to ATD

Communications will be sent to systemlstaolders:

0 90-100 days before the system ATO expiration date to notify system of
upcoming Authorization Termination Date (ATD) reminding of requirements.

oT 51IF@da LINA2N (2 (GKS adaeadsSyQa dzLlO2YAy3d w
will be sent out for the ystem to complete RMF Steps3land proceed to RMF
Step 4.

o /f2aS 2dzi (G2 adzYYFrNAT S NBadzZ Ga FyR tAy]

1 To avoid norcompliant results, please be sure to provide:

o Evidence that is current and contains a timestamp

o Evidencdhat directly addresses the control objective(s)

o Atrtifacts at the CCI level and not at the parent control level

o Details when uploading artifacts (i.e., page numbers) to direct the assessor to
the exact verbiage to satisfy the control

= =

Continuous MonitoringRequirement

As outlined above, once the Control Review is complete, POA&Ms are created in RMF Step 5.1
for the Control Review findings. These POA&Ms should be created and updated as outlined in
the POA&M Management Guide.

Note: Questions regarding RMF Step 4 Assessment should be directed to:
VAOISControlReviewTeam@va.gov

=

4.3 Application Hosted in the VA Enterprise Cloud (VAEC)

Once approval from the GRC Committee has been received and the system has been registered
in eMASS with the recognition that it utilizes the VA Enterprise Cloud (VAEC), the System Owner
or delegate should work with their VAEC Intake Team and the VAE@y5&eam to ensure all
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VAEC requirements are met. Information regarding the requirements can be found @tBe
Cybersecurity page

The System Owner alelegate should ensure that there is an Enterprise/VA boundary entry in
eMASS. The Enterprise/VA boundary entry must address the customer responsible controls and
inherit the controls from the VAEC boundary entry (VAEC Microsoft Azure Government High
Assesing or VAEC AWS GovCloud High Assessing). Please refer to section 3.3 for Security
Boundary Guidance for eMASS.

For applications migrating from Traditional/@remises to the VAEC, the eMASS entry for an
application in the VAEshouldbe anew eMAS&ntry in theCloudorganization and include

only the VAEC boundary information. Security controls common to both the Traditional and
Cloud implementation can be exported from the Traditional entry and imported into the Cloud
entry. However, to maintain caimuity between the Traditional and Cloud systems, the original
eMASS package may be used. In this case, the organization must be update€loutie
organization before VAEC inheritance will be provided. This action currently must be performed
by an eMAS administrator.

For Hybrid applications (applications operating with portions in a VA data center and portions in
the VAEG, not fully migrating into the VAEC), the existing eMASS esitrsed and the VAEC
inheritable controls applied. It is the sponsibility of the System Steward to determine and
document inheritance that comes from the VAEC and inheritance that comes from the data
center for all security controls.

The Security Documentation and Technical/Testing requirements listed below argetirg:

for the typical requirements to receive an ATO. If the Security Documentation or

Technical/Testing requirements is not applicable for the eMASS authorization package, provide

'y SELXIFylFGAZ2Yy K& Sttis@BReqlitetentddciiidert. OF 6t S Ay GKS

VA OIS leadership has established the VA Tier 1 SOR (T1SOR) and the VA Enterprise SOR (VA
ENTSOR) as Common Control Providers (e.g., Hosting Facilities, Organizational Policy Records,
etc.) to facilitate the automated establishment of inherit@nelationships. Applications in the

VAEC that inherit from VAEC AWS or VAEC Microsoft Azure receive VA T1ISOR and VA ENTSOR
as a passhrough inheritance. Refer to Appendix;(CCommon Control Providers/System of

Record (SOR) for additional details on te ML.SOR and the VA ENTSOR.

4.3.1 Security Documentation

4.3.1.1Configuration Management Plan (CMP)

The Configuration Management Plan (CMP) identifies configuration management roles and
responsibilities, resources, and processes to ensure any changesauated and approved
before implementation. CMP guidance is provided below.

As part of the normal configuration/change management of an information system, change
requests are entered into the authorized VA ITSM change control system,| T Servicefor
review, approval, and implementation by the appropriate VA OIT organizations or service
providers.
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Roles and Responsibilities

TheCMP templateshould be used to complete the CMP and is available in the VA OIT Service
al yI 3SYSy BrochsE AskeOL$& (PAThe ISO or systesteward should work with

the ISSO to complete the CMP. VAEC supplemental guidance can be fountfaEthe
Cybersecurity main page

Standards / Guidelines

1 NIST SP 8emr8

1 NIST SP 8e®B (CM9 Configuration Management Plan)

1 VA Handbook 6500

1 The CMP should include processes for managing configuration and change
management.

The CMP should include infrastructure servers that support the system.

The CMP shoulmhclude a current configuration baseline detailing hardware and
software associated with the system. Network devices do not apply.

= =

Completion Steps

1. The ISO/system steward works with the ISSO to complete the CMP.

2. Once the CMP is complete, the ISO or system steward uploads the CMP to the Artifacts
tab in eMASS, and links to the appropriate security control-@Ekér the Configuration
Management Plan.

Continuous Monitoring Requirement

The CMP must be updated on an annual basis or when a significant/major change to the system
occurs.

4.3.1.2Disaster Recovery Plan (DRP)

Disaster Recovery planning refers to measures to recover information system services to an
alternate location after a disruption. Plans are based upon current boundaries established by
the Office of Information Security){g. Each yeathe OIS Information System Business
Continuity Office (OIS ISBC) will monitor systems to make sure they maheaannual review
requirements DRP guidance is provided below.

Roles and Responsibilities

1 OIS ISB® the Office of Primary Responsibility (OPRpfarsight ofplanning and
testing ofsystem level DRPs
1 TheVAEQreatesor revisesthe DRRo encompass recovery for all systems hosted
within VAEC. A DRP template can be found orkihewledge Servigeage.
1 Applications within the VAEC will n@quire a DRP. A DRP is only required if:
0 Your authorization boundary is a VA owned or managed data center.
o If your authorization boundary contains is a managed service that contains an
application and the hosting environment, you may require a DRP.
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Forapplications in the VAEC, the Cloud Service Provider (Microsoft Azure Government or
Amazon Web Services GovCloud) is responsible for the DRP. For security reasons, the CSPs do
not make their DRP available for review.

Standards / Guidelines

1 NIST Special Blication 80034 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8e&B (CP2 Contingency Plan)

1 VA Handbook 6500

1 VA Handbook 6500.8 Informati@ystemContingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the t8 system steward will be prompted to
indicate whether an DRP is requirédd DRP is not required for individual systems hosted
within VAEC. A VAEC wide DRP is developed by the VABQit&@ce on when a DRP
is required can be found in the VA Handb@&&00.8.

2. TheVAEGQSQ DRP Directonr system steward develops or revises the DRP using the
applicable standards and guideliniesind on theKnowledge Service

3. Once completed and tested, theéAEQSO or system steward uploads the signed DRP to
eMASS by going to System > Details > FISMA. By uploadingthi¢ységocument to the
FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it
tocontrolst £ S 4SS aSt SO0 GKS /I S 3Gnhéekplodadedta 5A &l & G
the FISMA tab, it can be managed (e.g., newer versions) wiitaiArtifacts tab by
clicking the Artifact Name. The security document within the FISMA tab should not be
deleted or the security document and the history will be deleted.

4. Once the DRP has been uploaded to the FISMA tab/Ae3SO or system steward
mug ensure that all documents are appropriately associated as evidence to the relevant

security controls and CClscluding CR2 and CF7.. To verify, go to the Artifacts tab, type
the Artifact Name in the Search box, click on the Artifact Name, associatdls are listed in
the Artifact Details section. If security controls are not listed, click Edit Artifact to add in more
security controls or CCIRefer to theeMASS Implementation Guider additional details.

Continuous Monitoring Requirement

TheDRP must be tested and updated on an annual basis or when a significant/major change to
the system occurs.

4.3.1.3Incident Response Plan (IRP)

An IRP is necessary for idly detecting incidents, minimizing loss and destruction, mitigating
weaknesses that were exploited, and restoring computing services. IRP guidance is provided
below.

Roles and Responsibilities
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1 Facilities are responsible for completing the IRP. Systemddhpload the facility IRP
with the system name added to the title page to indicate the system utilizes the facility
IRP.

1 The ISO or system steward works with the assigned ISSO to create or revise the IRP. An
IRP template for VAEC AWS and VAEC Azuteedannd at theVAEC main page

1 Each site is responsible for developing local level procedures incorporatiS oL
area of responsibility.

Standards / Guidelines

1 NIST SP 8681
1 NIST SP 8e®B (IR8 Incident Response Plan)
1 VA Handbook 6500

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an IRP is required. If yes, then thedS&ystem steward will be
required to upload the IRP to eMASS.

2. The System Owner or delegate develops or revises the IRP using the applicable
standards and guidelines.

3. Once completed and tested, the ISO or system steward uploads the signed IRP to eMASS
by ging to System > Details > FISMA. By uploading the security document to the FISMA
tab, eMASS will automatically add the document to the Artifacts tab and map it to
controls. Once uploaded to the FISMA tab, it can be managed (e.g., newer versions)
within the Artifacts tab by clicking the Artifact Name. The security document within the
FISMA tab should not be deleted or the security document and the history will be
deleted.

4. Once the IRP has been uploaded to the FISMA tab, the ISO or system steward must
ensurethat all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more security controls or CCls. Refer 6dth8S
Implementation Guiddor additional details.

Continuous Monitoring

The IRP must be tested and updated annually or when a significant/major change to the system
occurs.

4.3.1.4SystemPBased Business Impact Analysis (BIA)

Systemsbased BIAs characterize the impacts and consequences of a disruption to an

information system, supported mission / business processes, and interdependencies. They are
used as the foundation to dermine information system contingency planning requirements

and priorities. BIAs are based upon current boundaries established by the Office of Information
Security (OIS). Each year the OIS Information System Business Continuity Office (OIS ISBC) will
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monitor systems to make sure they maintain the annual review requirements. BIA guidance is
provided below

Roles and Responsibilities

1 OIS ISBC is the Office of Primary Responsibility (OPR) for oversight of planning guidance
for systemsbased BIAs
1 The ISO or system steward works with the assigned ISCP Coordinator to create or revise
the systemsbased BIA. A systermsised BIA template can be found on theowedge
Servicepage VAEC BIA information is not included in system BIAs as the VAEC is not in a
aeadsSyQa FdzZikK2NAT FGA2Yy 062dzyRINRBO®
0 Under Section 3.4 (Identify Resource Requirements) of the BIA, use the following
selections for the included table:
A System Resoce/ComponentHosting Infrastructure
A Platform/OS/VersionVAEC <AWS or Azure>
A Description Application resides in VAEC

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SB00-53 (CR2 ContingencyPlan)

1 VA Handbook 6500

1 VA Handbook 6500 Bformation System Contingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether a systemisased BIA isequired. All VA information systems are
required to complete an ISCP and the systdrased BIA is the foundation to determine
information system contingency planning requirements and priorities, therefore, the
L{h 2NJ aeadsSy ais gthedRil be kefuired & 8flo8dQte systers { ¢ | Y
based BIA to eMASS
2. The ISO, ISCP Coordinator, or system steward develops or revises the dyasteth8IA
using the applicable standards and guidelines found orkihewledge Service
3. Once completed and tested, the 1ISO or system steward uploads the signed systems
based BIA to eMASS by going to System > Details > FISMA. After uploading the BIA to
the FISMA tab, it needs tee associated to the following controls: -2Rnd CF.
ttSFrasS asStSOd dKS /FTGS3I2NE +a aG.dzaAySaa LY
tab, it can be managed (e.g., newer versions) within the Artifacts tab by clicking the
Artifact Name. The sectyidocument within the FISMA tab should not be deleted or
the security document and the history will be deleted
4. Once the systembased BIA has been uploaded to the FISMA tab, the ISO or system
steward must ensure that all documents are appropriately aséed as evidence to the
relevant security controls and CCls, including2@®rd CF7. To verify, go to the Artifacts
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tab, type the Artifact Name in the Search box, click on the Artifact Name, associated
controls are listed in the Artifact Details sectiditsecurity controls are not listed, click
Edit Artifact to add in more security controls or CCls. Refer to the eMASS
Implementation Guide for additional details

Continuous Monitoring

The systemdbased BIA must be reviewed and updated on an annual basgiben a
significant/major change to the system occurs

4.3.1.9nformation System Contingency Plan (ISCP)

Contingency planning refers to interim measures to recover information system services after a
disruption. Interim measures may include relocation of infation systems and service to an
alternate site. Plans are based upon current boundaries establishdtelffice of

Information Security@I3. Each yeaEach year the OIS Information System Business Continuity
Office (OIS ISB@)Il monitor systems to rake sure they maintain the annual review

requirements ISCP guidance is provided below.

Roles and Responsibilities

1 OIS ISBIS the Office of Primary Responsibility (OPR) for oversight of planning and
testing of ISCPs.

1 The ISO or system steward works with the assigned ISCP Coordinator to create or revise
the ISCP. An ISCP template can be found oKithe/ledge Servigeage.VAEC ISCP
AYVTF2NXYEGA2Y A& y20 AyOf dzZRSR Ay adeéaidsSy L{/t
authorization boundary.

o In Appendix K, Associated Plans and Procedures, addABRE AWS or Azure
ISCP as an additional plan at the end of your list. The VAEC ISCP names are:
A Department of Veterans Affairs (VA)
Office of Information Security (OIS)
Information System Contingency Plan (ISCP)
VA ENTERPRISE CLOUD (VAEC)
Amazon Web Servisd AWS) GOVCLOUD HIGH

A Department of Veterans Affairs (VA)
Office of Information Security (OIS)
Information System Contingency Plan (ISCP)
VA ENTERPRISE CLOUD (VAEC)
MICROSOFT AZURE GOVERNMENT (MAG) HIGH

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8688 (CP2 Contingency Plan)

1 VA Handbook 6500
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1 VA Handbook 6500.8 Information System Contingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the IS€ystem steward will be prompted to
indicate whether an ISCP is requirédl. VA information systems are required to
O2YLX SGS Fy L{/tZ GKSNBFT2NB:> (GKS L{h 2N ae
required to upload the ISCP to eMASS
2. The ISQISCP Coordinatooy system steward develops or revises the ISCP using the
applicable standards and guideliniesind on theKnowledge Service
3. Once completed and &ted, the 1SO or system steward uploads the signed ISCP to
eMASS by going to System > Details > FISMA. By uploading the security document to the
FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it
to controls.Please seledi KS / | 1S3 2 NB | & Ontd uplgadedl 6 &y O t f |
FISMA tab, it can be managed (e.g., newer versions) within the Artifacts tab by clicking
the Artifact Name. The security document within the FISMA tab should not be deleted
or the security documerdnd the history will be deleted.
4. Once the ISCP has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CClscluding CR2 and CF7. To veify, go to the Artifacts tab,
type the Artifact Name in the Search box, click on the Artifact Name, associated controls
are listed in the Artifact Details section. If security controls are not listed, click Edit
Artifact to add in more security controls @CIsRefer to theeMASS Implementation
Guidefor additional details.

1. .

Continuous Monitoring Requirement

The ISCP must be tested and updated on an annual basiseor a significant/major change in
the system occurs.

4.3.1.6Interconnection Security Agreement (ISA)/Memorandum of
Understanding (MOU)

Before an external connection is establishad Interconnection Security Agreement (ISA)/
Memorandum ofunderstanding (MOLIs required to authorize a connection between
information systems that do not share the same Authorizing Official. An ISA/MOU must be
provided for all external interconnections.

Roles and Regmsibilities

1 The ISO, in coordination with the entities identified in NIST SRI30@ill complete the
ISA/MOU.

A VA review team will assess the documents against a checklist for quality and content.
The reviewer will work with the ISSO to ensure no documentation deficiencies and
notify the ISSO when the document is ready for signatures.

T
T
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The ISSO will obtain the appropriate signatures.

The ISSO will upload the document to the Enterprise Document Bbiguteand to the
Artifacts tab within eMASS. The ISO or system steward should ensure the correct
Artifact Category and Type are selected when uploading to the Artifacts tab.

= =4

Standards / Guidelines

1 NIST SP 8007
1 VA Handbook 6500

Completion Steps

1. The ISOin coordination with the entities identified in NIST SP-80Qwill complete the
MOU/ISA using the latest template provided @OU ISA Template
2. 1SSO will upload all final draft MOU/ISA documents toMiaEJ ISA Documeniial.
a. The MOUV/ISA Intake Portal User Guide is located ovibé) ISA Document
Portal
3. The OIT OIS ISRM ECSD MOU ISA Team will assess the documents for quality, content,
and security.
4. The Enterprise Cybsecurity Support Division (ECSD) reviewer(s) and the 1ISSO will work
collaboratively with the ISO/COR to correct deficiencies found in the documentation.
5. Once all deficiencies have been corrected and accepted, the ECSD reviewer will notify
the ISSO via enidhat the document is ready for signatures.
6. The ISSO will route the document for signatures.
7. Upon receipt of the completed and signed MOU/ISA document, the ISSO will upload the
document using théublish a Signed Documdatture on theMOU ISA Document
Portal
8. The finalized documents with signatures #irkked to the appropriate security controls
(CA3, SA9) and uploaded to the Artifacts tab within eMASS.

Continuous Monitoring Requirement

The MOU/ISA Annual Review Sheet must be coreglannually based on the date of the last
signature on the MOU/ISA. If there is a significant change that impacts the architecture as
documented, please contact tHelT OIS ISRM ECSD MOU ISA.Team

4.3.1.7Privacy Threshold Analysis (PTA)/Privacy Impact Assessment (PIA)
All ISOs or system stewards must work with the VA Privacy Services Office to complete a PTA
for each system. During RMF Step 1 within eMASS, the ISO or system steward will be prompted
to indicate whether a PTA/PIA is required. If yes, then the ISO or system steward will be
required to upload the PTA/PIA to the Artifacts tab within eMASS.

Privacy Threshold Analysis (PTA)

Roles and Responsibilities
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1 The ISO, Privacy Officer, ISSO, and Business Owner must work together to submit a PTA,
which is reviewed by the Privacy Services Office.

The PTA requires the Privacy Officer, ISO, and ISSO to sign and date the PTA.

If the PTA determined a PIA is requirditen see the below PIA section to complete the

PIA.

= =

Completion Steps

1. The PTA template and the PTA completion process can be foutrrdrzatyCompliance
PTA

2. Once completed, the ISO or system steward uploads the signed PTA to eMASS by going
to System > Details > FISMA. By uploading the security document to the FISMA tab,
eMASS will automatically add the document to the Artifacts tab and mapcibntrols.

Once uploaded to the FISMA tab, it can be managed (e.g., newer versions) within the
Artifacts tab by clicking the Artifact Name. The security document within the FISMA tab
should not be deleted or the security document and the history willlbleted.

3. Once the PTA has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Adate,
and then click Edit Artifact to add in more security controls or CCls. Refer 6dth&S
Implementation Guiddor additional details.

Privacy Impact Assesgent (PIA)

If a PIA is required as an outcome of the PTA analysis by the Privacy Services Office, a PIA must
be completed.

Roles and Responsibilities

1 The PIA must be submitted to the Privacy Services Office by the Privacy Officer with
input from thelSO, ISSO, and any other relevant stakeholders. Additional comments
from the PIA support analysts, if any, must also be incorporated.

1 The ISO must answer questions related to the PIA in the FISMA tab within eMASS
(System > Details > FISMA). Since the &riC@mpliance Dashboard within eMASS can
provide reports on these metrics across all systems, the PIA questions must be kept up
to date.

1 The PIA requires the Privacy Officer, ISO, and ISSO to sign and date the PIA.

Standards / Guidelines

EGovernment Acof 2002

OMB Circular 022

VA Directive 6502

VA Directive 6508

VA Handbook 6508.1

NIST SP 8eBB (AR2 Privacy Impact, Risk Assessment)
VA Handbook 6500

= =4 -8 -4 -8 -9 -9
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Completion Steps

1.

2.

=

The PIA template and the PIA completion process can be foudwetcy Compliance

PIA

Once the PIA is verified as completed by Privacy Serviecespmit the PIA as a PDF file
with the required signatures t81A SupportAdditionally, the ISO or system steward
uploads the signed PIA to eMASS by going to System > Details > FISMA. By uploading the
security document to the FISMA tab, eMASS will automatically add the documtre
Artifacts tab and map it to controls. Once uploaded to the FISMA tab, it can be managed
(e.g., newer versions) within the Artifacts tab by clicking the Artifact Name. The security
document within the FISMA tab should not be deleted or the secdogument and the
history will be deleted.

Once the PIA has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to thdats tab, click on the Artifact Name,

and then click Edit Artifact to add in more security controls or CCls. Refer édth&S
Implementation Guiddor additional details.

Note: Additional guidance for completion of the PIA/PTA can be provided by tr
Privacy Services Office. Any questions may be sentAdSupport

Continuous Monitoring Requirement

A PTA must beompleted annually. A PIA is valid for 3 years. If a major change to the system
occurs, then a new PTA/PIA must be completed.

4.3.1.8Risk Assessment Report (RAR)

The RAR identifies, estimates, and prioritizes risk involved with organization operations. The
RARS generated within eMASS and utilizes the details provided on control risk, the 40 threats,
and any ongoing or risk accepted POA&M items.

Roles and Responsibilities

T

il
il

The ISO, system steward, and ISSO are responsible for ensuring POA&M items within
eMASS areroperty created and updated.

The 40 threats must be reviewed by the I1ISO, system steward, and ISSO.
The ISSO validates information added by the ISO or system steward within eMASS.
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Standards / Guidelines

1 NIST SP 8680
1 NIST SP 8688 (RA3 RiskAssessment)
1 VA Handbook 6500

Completion Steps

1. The ISO and ISSO should complete the Risk Assessment tab within their system.

2. All noncompliant Controls should be addressed for their risk plus any of the 40 threats
that are applicable.

3. By default, the RisAssessment tab will only show N@ompliant Controls, but the view
can be changed using the Filter.

4. The RAR will be included in the snapshot packages created in eMASS. Alternatively, the
RAR can be generated by going to the Reports tab within eMASS.

Cortinuous Monitoring

The RA must be updated on an annual basis or when a significant/major change in the system
occurs.

4.3.1.9System Security Plan (SSP)

Roles and Responsibilities

1 The ISO or system steward completes the assessments in eMASS and develops POA&M
items and responses.
1 The ISSO validates information added by the ISO or system steward in eMASS.

Standards / Guidelines

1 NIST SP 8ets,
1 NIST SP 8e8B (PL2 System Security Plan)
1 VA Handbook 6500

Completion Steps

1. The SSP is developed within eMASS.

2. All required diagrams and confirmation of the security authorization boundary, to
include all devices and supporting software architecture, should be added to eMASS in
the appropriate locations.

3. The system steward shoulgpload the CCI export to the Artifacts tab within eMASS to

be considered an appendix of the SSP. Refer te&SS Implementation Guidier

additional details.

The ISO and ISSO validates information added by the system steward in eMASS.

The SSP will be included in the snapshot packages created in eMASS. Alternatively, the

SSP can be generated by going to the Reports tab within eMASS.

a ks
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Continuous Monitoring

The SB must be updated annually or when a significant/major change to the system occurs.

4.3.1.10 Application Threat Modeling

Application Threat Modeling is a security documentation activity that is conducted before
source code is written for custowtleveloped applicatins (for entire applications, or e.g., a

library, a micreservice, or any application that it has been determined to independently scan
and manage the vulnerability data for). Application Threat Modeling may also be conducted
before COTS and SaaS applaratiare deployed or allowed to operate at the direction of OIS
and/or CSOC. The goal of threat modeling is to determine where and what type of security
controls need to be implemented in source code (or provided by an IT environment) for
customdeveloped aplications. The goal for COTS and SaaS applications is to determine what
product or service security configuration is needed (or provided by an IT environment).

Note: Application Threat Modeling is a manual documentation activity where tr
results are periodically updated, at a minimum annually, to maintain them.

Application Threat Modeling guidance is provided below:

1 Customdeveloped applications (the entire application, or e.g. a library, a rservice,
or any component that it has been determined to independently scan and manage the
vulnerability data for), or instances of COTS and SaasS at the direction of Qi and/
CSOC, is analyzed by VA application developers using the freéwanosoft Threat
Modeling Tookoftware.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the Application Threat Model.

1 This requirement is not applicable to VistA systems.

Completion Steps

1. Obtain the freeware Microsoft software froiiicrosoft Security Development Lifecycle
website. Install and configure the Threat Modeling Tool in your local environment.

2. Manually draw whiteboardike diagrams using the Microsoft Threat Modeling Tool and
audit potential threats generated by the tool.

3. Generatea report using the Threat Modeling Tool to use as the security documentation
for this activity.

After the analysis has been completed, the ISSO, ISO, or System Steward uploads the
Application Threat Model to eMASS as part of the authorization packageraates a POA&M
item (if needed) for each Application Threat Model (i.e., annually). A remediation plan for any
unmitigated findings should be included in the authorization package.

Continuous Monitoring

The Application Threat Model must be updated onaanual basisand/or when a significant
change in the system or a major change in the application architecture occurs.
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using the Microsoft Threat Modeling Tool can be found on OIT Teams. There |

? Note: Additional guidance for developing and analyzing application threat mod
0 OIS Software Assurance support sitdeams.

4.3.2 Technical Scans/Testing Requirements

Findings identified in each technical/testirgquirement, also referred to as a technical scan,
should be mitigated from the initial detection date within the remediation timeframe specified
in the Knowledge Service (i.e.), Critic&0 days; Higlq 60 days; Moderate 90 days; Lowg
determined by he ISO; EmergemtASAP. As outlined in BOD-(®, Internet accessible systems
require mitigation of Critical findings within 15 days and High findings within 30 days of the
initial detection date. A single POA&M item should be created in eMASS for etheh of
applicable scans to track the remediation progress. Every completed scan requires a POA&M
item. For example, a new Nessus scan POA&M item must be created every month for each new
scan. In addition, a detailed remediation strategy with expected rentietiaate and status of
each vulnerability should be uploaded to the Artifacts tab within eMASS for each of the
applicable scans.

Based on the Service Level Agreements (SLAs) for VAEC AWS and VAEC MAG, the VA can only
scan the VA responsible controls. Amyg the VA installs in the cloud can be scanned
(Infrastructure as a Service). All Cloud Service Provider (CSP) controlled services (Platform as a
Service) are covered under the FedRAMP authorization and the 3rd Party Assessment
Organization (3PAQ) sca®r a specific listing of what is within the VA approved FedRAMP
boundary of cloud providers, reference thé\EC Service Catalog the VAEC Site.

Allthe services listed are within the FedRAMP boundary and CSP's control; therefore, the VA
cannot scan them. These services have been authorized by both FedRAMP and VA. The VA
abides by FedRAMP policy and accepts the 3PAO scans. Systems in VAEC Azeire that ar
Platform as a Service (PaaS) can choose to inherit the PaaS controls from the CSP. Specific
instructions can be found on théAEC Sitander Cyber Security Resources

Note: Platform as a Service (PaaS) servers should not be added to the Hardw:
? system inventory in eMASS since these are not VA assets. However, the Paa!
should be added to the Software system inventory in eMASS.

4.3.2.1 Nessus Scan

A credentialed Nessus vulnerability scan against all instances of the operating system and
desktop configurations must be conducted to identify security flaws. When conducting the
Nessus Scan, a discovery scan to identify all assets withautherization boundary must be
conducted as a part of the vulnerability scan (a discovery scan will not enumerate any
vulnerabilities).

PaaS servers are not VA owned and cafmo$canned. PaaS servers should not

? Note: CSOC must conduct an independent Nessus Scan for all VA owned sys
o included in the Hardware system inventory in eMASS.
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Completion Steps
The following steps can be performed to meet the Nessus Scan requirement:

1. All systems should complete théardware and Software Systdnventory Import
process to ensure all IPs are properly added to eMASS and a Nessus scan can be
completed. Instructions can be found in the Hardware and Software System Inventory
Import SOP, which is in the Standard Operating Procedures section ®ffth&S
Knowledge Service page

2. The ISO or systetevel system steward can request a Nessus scan usingithi©nce
the request is completed, ISRM will work with CSOC to determine if a separate
supplemental vulnerability scan shall be conducted or authentication infoondtr
the nonWindows devices be added to the existing monthly predictive scan. If
ISRM/CSOC determine a supplemental scan is required then the results, once received,
must be uploaded to the Artifacts tab within eMASS. If decided that the authentication
information can be added for the newindows devices to the monthly predictive scans
conducted by CSOC, then record and import the hardware baseline to eMASS (see Step
1 above), so the applicable Nessus data can be recorded.

3. hyOS GKS aeéai Stdi accuately @arded{the ISP or Rysiewel
system steward follows these steps:

a. Browse tolnformation Central Analytics and Metrics Platform (ICA&te) use
the Remediation Effort Entry Form (REEF) to document your manual
mitigation/remediation effort. For each deficiency identified from the scan, the
ISO or systeAevd system steward creates a response within REEF for mitigating
the deficiencies and/or provides evidence that the deficiencies have been
mitigated. Also, include the scheduled completion date and status of each
deficiency within REEF.

b. Once all manual remadtion has been documented within REEF, run riisort
within ICAMP.

c. Export the report by going to the top of the screen select the Export drop down
YSYydz 6 KAOK | LILJSFNBE Fa | O2YLziSNJ RAaoOo
SystemNameORAcnym_Nessus_MMDDYYYY .xISee the image below for
step-by-step view.
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irements Standard Operating Procedure, | PowerPoint siled information. To success|
e Directory
the next 3 scan dates to determine if the

ns, REEF Mitigation Entries, VA Response PDF n.
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What do you want to do with progress_reportby...

Open Save as<: Vv

See more

d. The ISO or systetsvel system steward then uploads the report to the Artifacts
tab within eMASS using the naming instructions identified above in step 3c.

e. Within the uploaded mitigatio strategy, each system should conduct an analysis
on the results of the vulnerability scans to determine and document those
findings that are false positives, not applicable to the system, or otherwise
mitigated. Additionally, findings that must be rematid through or from the
vendor should also be documented as part of this analysis.

4. The ISO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow thHgOA&M Management Guide

Note: If raw Nessus Scan data is provided from CSOC, the ISO or-sxstém
system steward needs to upload the actual Nessus Scan results to the Atafact
? in eMASS along with a mitigation strategy for each finding. Also, within ICAMF
0 the ISO/ISSO does not have an option to pull a report for their FISMA reportak
system, then contact the VA GRC Service Desk to provide the IP address rang
the sysem authorization boundary to add it to ICAMP to pull the report.
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Continuous Monitoring

CSOC conducts predictive Nessus vulnerability scans on a mioasidy A supplemental scan is
required for A&A purposes when requested by OIS, CSOC, and/or whenulmasabilities
potentially affecting the system/applications are identified and reported. To maintain the
authorization decision,wnerabilities must be remediated within the approved timelines for
the severity of the findings.

Note: CSOC must conduct an independent Nessus Scan for all VA owned sys
External systems must have a recent CSOC Nessus scan conducted either vii

% remote connection or by utilizing CSOC staffstde to perform scans, when
necessary. PaaS servers are nooWhed and cannot be scanned. PaaS servers
should not be included in the Hardware inventory in eMASS.

4.3.2.2Database Scan
All systems must request a database scan if the project hosts a database to store and process
information.

Completion Steps

1. Database scamsan be requested at thESOC Database Scan Questionn&oe
additional information, cordct thedatabase scanning tearif a database scan is not
applicableLINR GA RS |y SELX I yI (A 2 yStatukod Refuirethantsy 2
document.

2. Once the Database scan is completed, the summary and raw results must be uploaded
to the Artifacts tab within eMASS along with the remediation plan. Any vulnerabilities
must be remediated within the approved timelines for the severity of the findings.

3. ThelSO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the 1ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow th€ OA&M Management Guide

4. A followrup Database scan should be requested tourasleficiencies have been
mitigated and new deficiencies do not exist as part of the ongoing authorization
process.

Continuous Monitoring

A Database scan must be completed annually or when a significant/major change to the system
occurs. Tanaintain the authorization decisionulnerabilities must be remediated within the
approved timelines for the severity of the findings.

Note: CSOC must conduct an independBrattabaseScan for all VA owned
? systemsPaaSlatabaseservers are not VA owned and cannot be scanned. Paa
-o servers should not be included in the Hardware inventory in eMA88ever, the
database itself must be scanned.
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4.3.2.3Penetration Test/Application Assessment
A Penetration Test or full Application Assessment (MASA/WASA) must be performed that
includes automated and manual assessment tools and techniques fdoltbeing:

1 A FISMA High system, considered a mapplication.

1 A FISMA Moderate or higher, that processes, uses, or hosts PII and/or financial data.

1 For systems residing in a cloud environment or external to the VA network, connections
must be inplace through the Trust Internet Connection (TIC) prior to assessment to
facilitate connectivity from the CSOC internal testing servers.

1 For Internet facing applications, a WASA and Penetration Test are required, regardless
of the FIPS categorization.

1 Fa systems that are not webased or host a user presented web application but have
middleware or APIs, a Penetration Test and WASA must be performed.

1 If a Penetration Test / Application Assessment is not applicable, provide an explanation
g Ke A ( Qisable/itheStatuslbfRequirementdocument.

1 The Penetration Test / Application Assessment requirement is not applicable to the
VistA authorization boundary.

Completion Steps

1. Systems with custom code must be registered with OIS Softissarance and receive

- at! {{¢ FTNRBY (GKS /2RS wS@OASSH LINRPOS&A LINR?2

(MASA/WASA).

A system utilizing a COTS product still must register with OIS Software Assurance.

3. The ISO or system steward can request a penetratistiapplication assessment by
completing theCSOC Penetration Teduestionnairé CSOC Mobile Application Security
AssessmentMASA Questionnaire/CSOC Web Apation Security Assessme/ASA
Questionnaire. Additional scan details can be foun@&aOC Scan DocumerRtease
allow 30 days for CSOC to schedule/conduct the penetration test/application
assessment. Questions can be submitte/fo CSQC

a. CSOC ost conduct an independent penetration test/application assessment for
all VA owned applications and Managed Services. CSOC must have visibility into
all VA applications where an authorization decision is required, including systems
behind firewalls. Exteral systems must also have a recent CSOC penetration
test/application assessment performed.

b. PaaS hosts should not be tested; they are not VA owned services. PaaS hosts are
owned by the Cloud Service Provider and all testing and remediation is done by
the GSP and their 3PAO for FedRAMP. On thefPation Test Questionnaire,
AYRAOI GS Fyeé t | kAretlie any servérs/ web applitalonsat m dm T
or network services that should NOT be tested?

4. CSOC will provide results to the ISO or system steward.

5. The ISO or system steward uploads the summary and raw results to the Artifacts tab in
eMASS along with the mitigation / remediation plan for all findings.

no
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a. Within the uploaded mitigation strategy, each system should conduct an analysis
on the results of tk penetration test to determine and document those findings
that are false positives, not applicable to the system, or otherwise mitigated.
Findings that must be remediated through or from the vendor should also be
documented as part of this analysis arfibsld be documented in either the
report of findings provided from VWVESOC or as a separate document.

6. The ISO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabifia POA&M is
required, the ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow tHeOA&M Management Guide

7. Once the deficiencies have been mitigated, a follgnPenetration Test/Application
Assessment should be requested to ensure deficiencies have been mitigated and new
deficiencies do not exist as part of the ongoing authorization gsec

Continuous Monitoring

A CSOC Penetration Test/Application Assessment is required on an annual basis or when a
major change to the system or data occuFe maintain the authorization decision,
vulnerabilities must be remediated within the approved &hmes for the severity of the

findings.

4.3.2.4Application Security Testing

Application Security Testing is conducted during development and maintenance systems
RSOSt2LIYSyd tAFS OeodfsS LKIaASa 2 AYLNRYS (G(KS
developed sftware components to defend themselves against attacks. Application Security

Testing is also conducted to effectively certify pipelines as part of the software factory life cycle

to increase the level of confidence in security testing automation thaglisd on for

automated deliveries and releases.

Successful completion of Application Security Testing is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone throughhe process.

Application Security Testing guidance is provided below:

1 Customdeveloped application source code (the entire application, or e.g., a library, a
micro-service, or any scannable block of code that it has been determined to
independently scan ahmanage the vulnerability data for) is scanned by VA application
developers using the Gl&ensedMicro Focus Fortify Static Code Analyzer (SCA)
software.

1 Final developer performeBortify scans and mitigations for security issues in production
source code are validated by OIS Software Assurance for correctness and completeness.

1 Successful completion of Application Security Testing is a prerequisite to Penetration
Testing.

1 The IS@r system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the results of each Application Security Testing attempt for the period
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of time automated deliveries and releases are allowed. Multiple attempts are usually
requiredto successfully complete the activity.
1 This requirement is not applicable to VistA systems

The results of OIS Software Assurance Application Security Testing Validation attempts are
returned to VA application developers. A notification email is provide®Is Software

l 34dz2NF yOS FYR | t5C NBLR2NI iatcedsIDI® Gdwareli 2 G KS |
Assurance share. If a failing verdict is returned, the indicated rework must be performed, and
another validation attempt must be made. The results ¢ Qoftware Assurance Application

Security Testing Validation are also uploaded in an automated fashion to eMASS shortly after
completion. A notification email is provided by OIS ISRM GRC Scans after this occurs.

To locate application scan result findingeMASS.:

1 Go tohttps://va.emass.apps.m# [your system] > Assets > Findings > Applications
(locatedundett +t A S o0eé¢ 2y STl aARS 2F aONBSyo
T ' YRSNI GKS ! LILX AOFGA2y 5SGrAfa asSOiAazysz Of A

Note: Field staff shoulehot delete any results, even when remediated. As finding
are remediated and subsequent scans are loaded to eMASS, remediated findi

% will roll off the totals shown on the above page. System owners are responsibl
creating at least one POA&M per scan to document remediation and mitigatiol
activities.

Completion Steps

1. Obtain the Oldicensed Fortify software from OIS Software Assurance. Install and
configure Fortify in your local build environments and also on your build server (if
applicable). Perform Fortify scans on source code locally and also on your build gerver (
applicable) as a scheduled build job.

2. Audit Fortify scan results and implement mitigations in source code as needed to ensure
that there are minimally no remaining critical or high severity findings, and that for
example the latest version of Fortifpfsware and rulepacks are being used.

3. Upload your submission package materials to your application's share (on the Intranet
only), if permissions need to be updated please email OISSwAServiceRequests@va.gov
with the ApplicationID and VA address(es) neegliaccess.

4. Navigate to theYour IT Servicgeortal using your web browser, and fill out the
Application Security Support form as follows:

a. Inthe REQUESTOR INFORMATION section, in the Requested Feafeidps
your name

b. If applicable, update the autpopulated requestor information fields

c. Inthe REQUEST DETAILS section, in the Services Request field, select Application
Security Scan Validation

d. Inthe Application Name field, enter your application's ram

e. In the Application ID field, enter your application's VA Software Assurance
Program identifier
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f. Fill outthis PDF fornand attach it to the request using the Add attachments link
g. Fill out a text file named resubmissidxt that explains changes since any prior
submissions and attach it to the request using the Add attachments link
5. Click on the Submit button.
6.al 1S I y23S 2F @2dzNJ 6A01S0Qa NXBljdzSad ydzyoe$s
After the request has been made, an OIS Software Assurance team member will follow up. You
can then view this ticket, or any of your open tickets, throughler IT Servicgsortal.

After a passing verdt has been achieved, the ISSO, ISO, or System Steward uploads the
validation report to eMASS as part of the authorization package and creates a POA&M item (if
needed). A remediation plan for any unmitigated findings should be included in the
authorization package.

Note: In the event the application cannot be scanned due to technical issues, (
another extenuating circumstance including those that are-texhnical, the

% explanation will need to be documented and uploaded to eMASS as part of tht
Status ofRequirementswithin that authorization package.

Warning:Upon successful completion of Application Security Testing, security
testing results for subsequent automated deliveries and releases must be very

?o carefully monitored locally for changes. Thenest be build failure criteria for
Fortify scans to ensure that the Fortify integration and associated workflows th
were certified are being maintained during software factory operation.

Continuous Monitoring

Successful completion of treoftware assurance validation of develogsrformed scans is
additionally required as follows:

1 Successful Application Security Testing completion is required after the initial
production release, automated production delivery, or release on calehdaed
intervals, at a minimum annually, and at ISSO direction (which may include additional
criteria that affects timing) to effectively certify software factory operation (if
applicable).

1 Application Security Testing is also required when requested by OISrad80C.

for potential vulnerabilities using the QliSensed Fortify tool can be found on OI

? Note: Additional guidance for scanning custataveloped application source codt
'a‘ Teams. There is an OIS Software Assuranpgort sitein Teams.

4.3.2.5Software Composition Analysis

Software Composition Analysssconducted during development and maintenance systems
RSOSt2LIYSyd tAFS Oeo0fsS LKIFIaASa (2 AYLWNRYS GKS
developed software components to defend themselves against attacks. Software Composition
Analysis focuses omply chain risk management for custesieveloped VA applications.
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Software Composition Analysis is performed by analyzing underlying libraries and frameworks
for potential vulnerabilities as an additional activity during Application Security Testing.

Succsasful completion of Software Composition Analysis is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone through the process. While Software Composition Analysigaosnped as an
additional activity during Application Security Testing, separate pass/fail verdicts are returned.

Software Composition Analysis guidance is provided below:

1 Libraries and frameworks that use custataveloped applications (e.g., tlemtire
application, a library, a micrservice, or any scannable block of code that it has been
determined to independently scan and manage the vulnerability data) require Software
Composition Analysis by OIS Software Assurance as additional activity Apphcation
Security Testing.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the results of each Software Composition Analysis attempt for the
period of time automated deliveries and releases are allowddltiple attempts are
usually required to successfully complete the activity.

1 This requirement is only applicable to custalaveloped applications that are written in
the following programming languages:

o .NET Framework

.NET Core

ASP.NET

C#

C/C++

ClassiASP (with VBScript)

Go

Java (including Android)

JavaScript

JSP

Kotlin

ObjectiveC/C++

PHP

Python

Ruby

Swift

Visual Basic (VB.NET)

Visual Basic

O 00000000000 O0OO0OO0oOOo

o

The results of OIS Software Assurance Software Composition Analysis attempts are returned to

VA application devepers. A notification email is provided by OIS Software Assurance and a
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failing verdict is returned, the indicated rework must be performed, and another attemyst

be made by making another Application Security Testing request.

Completion Steps
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1 Software Composition Analysis scans are performed by OIS Software Assurance when
Application Security Testing validations are requested.

1 Please see the completion steps for Application Security Testing. There are no additional
procedures to request Softwa Composition Analysis scans.

After a passing verdict has been achieved, the ISSO, ISO, or System Steward uploads the scan
report to the Artifacts tab within eMASS as part of the authorization package and creates a
POA&M item (if needed). A remediatioraplfor any unmitigated findings should be included in

the authorization package. The latest progress should be added to the Status of Requirements.
L¥ GKS al0ly Aa y20 LI AOIofSY GKSy tAad sKe
to uploading to the Artifacts tab within eMASS.

Warning:Upon successful completion of Software Composition Analysis, the
environments, libraries, and frameworks must be very carefully monitored for

.a. changes. Software Composition Analysis tools, such as OWA8RIBPepy Check,
are strongly recommended to be integrated into pipelines.

Continuous Monitoring

Successful completion of OIS Software Assurance scans of libraries and frameworks is
additionally required as follows:

1 Successful Software Composition Analgsisipletion is required after the initial
production release, automated production delivery, or release on calehdaed
intervals, at a minimum annually, and at ISSO direction (which may include additional
criteria that affects timing) to effectively cdfiy software factory operation (if
applicable).

1 Software Composition Analysis is also required when requested by OIS and/or CSOC.

? Note: Additional guidance for Software Composition Analysis can be found on
o teams. There is an OIS Software Assurangsort sitein Teams.

4.3.2.6Security Configuration Compliance Data (SCCD)

All accreditation boundaries that contain an operating system are required to provide Security
Configuration Complizce Data using BigFix. If BigFix cannot be installed because the system is

not supported by BigFix, another VA approved product, such as OpenSCAP, may be used as a
substitute until BigFix is compatible with the system. Please refer to the BigEand create

an incident ticket to be assigned to OIS EV Support Group for approval of other SCCD products.
LF {SOdzNARG& /2y FAIdzNI GA2Yy [/ 2YLIX ALYyOS 514l A&
the Status of Requirements. The Security Configuraliompliance Data requires at least a 90%
complianceto receive an ATO for 3 yeaiRaaS servers are not VA owned and cannot be

scanned. PaaS servers should not be included in the Hardware inventory in eMASS.

system inventory in eMASS since these are not VA assets. However, the Paa!

? Note: Platform as a Service (PaaS) serversiishoot be added to the Hardware
'Q' should be added to the Software system inventory in eMASS.
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Completion Steps

The following steps must be performed to meet the Secuityfiguration Compliance
requirement:

1. The BigFix agemiust beinstalled to receive Security Configuration Compliance Data.
Ensure that the BigFix agent is installed/functioning correctly and confirm that your
information system/facility endpoints (i.e.essers/workstations) make up the FISMA
boundary. A functioning endpoint is one that is actively communicating with the BigFix
core servers and has a lagport-time within the last day or two. Please utilize the
Computer Lookupeporting to search for endpoints by hostname(s). If an endpoint is
found and has a recent las¢port-time, then theBigFix agent is functioning as expected.
Please see the BighOfor help on installing the BigFix agent. If you need assistance
with BigFix, please contact the Enterprise Servicek[JESD) to enter a ticket and assign it
to the OIS EV Support Group. Contact the ESD by phor@>d73-4357 or online
through Your IT Servicqsortal.

2. The ISO or System Steward is responsible fonta@iaing an accurate and dp-date list
of the hardware/software for their endpoints/environments. They must ensure all
hostnames for the endpoints that comprise the FISMA boundary are listed in the eMASS
Hardware/Software Inventory. The hostnames in tha@dware/Software Inventory must
exactlymatch the hostnames listed in the BigFix Computer Lookup reporting (e.g.,
Gwno! 1 {v] bpé¢ sAff 0S O2yaARSNBR I RAFFSNBY
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the Hardware/Software Inventory. Any questions regarding the management of endpoints
in eMASS should be direct to| SRM The Hardware/Software Inventory is exported once
a day from eMASS, at 1:30pm Eastern, to generate the Security Configuration Compliance
Data reporting. If you have modified the list of endpoints in &@%%efore the 1:30pm
cutoff, please run th&RC BoundariesComputers by InformationyStemreport the
following day to verify all of your information system/facility endpoints are being included
in Security Configuration Compliance Data reporting. If changes are made after 1:30pm
91 AaGSNYys> GKS OKlFy3aSa g2y Qi 0SS @At oftS dzyi

3. After reviewing information system/facility FISMA boundaries for accuracy, the ISO and/or
System Steward runs the Security Configuration Compliance@etgeklist Trending
(Computer Compliance and Check Compliaaoe)Compliance Trendinggports and
exports them to a PDF from the EVVM Dashbohtih§://dashboard.tic.va.gow
Enterprise > All Systems > Authorization & Accreditation).

4. The 1SO anadt System Steward uploads tl#hecklist Trending (Computer Compliance
and Check Compliancaind Compliance Trendingports to the Artifacts tab within
eMASS. Ensure SCCD reports use the naming format identifiediion 4 above,
Assessment and Authorization Requirements

5. The ISO and/or System Steward creates a singk8M item for the SCCD to serve as a
reminder to resolve the deficiencies. A new POA&M item must be created for each
required SCCD (i.e., quarterly). Please refer tat&\&M Management Guider
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instructions on creating a POA&M item in eMASS. The SCCD will utilize-6CIf@M
POA&M creation where necessary to keep track of the remediation effort.

6. The ISO and/or System Steward continues to remediate deficielepsfied from the
Checklist Trending (Computer Compliance and Check Complarb€pmpliance

Trendingreports.
7. The ISO and/or System Steward uploads new Compliance Trending (ComputdiaGoenp

and Check Compliance) and Checklist Trending reports to the Artifacts tab within eMASS
as evidence of remediation progress.

information system or facility. The boundary data and compliance data are

? Note: When running the compliance reports, please select the applicable
'o updated nightly.

Continuous Monitoring

Security Configuration Compliance Data must be pulletaordance with the guidance above
on a quarterly basis, or when changes are made to the approved secure
configuration/hardening guide§.o maintain the authorization decisiorylmerabilities must be
remediated within the approved timelines for the sewgrof the findings.

note this in the SCCD POA&M and Status of Requirements so it can be accou

? Note: If the system cannot reach the 90% threshold due to offline devices, thel
o for in the Risk Review.

4.3.2.7Control Review

To support compliance with VA pofiand Federal requirements, VA systems will be selected to
undergo an RMF Step 4 Assessment, whereby an Office of Information Security Risk
Management (ISRM) team will review control implementation details and supporting evidence
in eMASS during the RMEef 4 Control Assessment workflow.

The purpose of RMF Step 4 is to determine the extent to which security requirements are
implemented correctly, operating as intended, and producing the desired outcome prior to
Authority to Operate (ATO) review and detanation.
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implementation details against the supporting artifacts within eMASS to validate and determine
compliance with VA policies and guidance. Tdaew team will be targeting a stdet of the

top findings found in the Office of Inspector General (OIG) audits from the past fiscal year
audits, but may be adjusted as time progresses.

Completion Steps

1. Completely and accurately progress through RMF Sfep3.
a. Utilize theKnowledge Service (KS) Security Controls Explorerf@8CE)
Implementation Guidance for required security controls.
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N

b. Ensure that dlrequirements are followed from th@uthorization Requirements
for eMASS SOP
c. Confirm stepsutlined in theeMASS Implementation User Guilave been
followed.
Enter sefassessmentdst results against all the APs assigned to Security Control.
Ensure all applicable controls have implementation statements, as well as associated
evidence documented.
Notify assigned Authorizing Official Designated Representative (AODR) to initiate RMF
Sep 4.
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workflow and conduct a bulk release of the identified controls that will be receiving a
reviewno later than 70 days prior to ATD

To bulk release controls ensure to follow the below steps:

1.
2.
3.
4.

Controls>Bulk Processing

Submit for Review

Select controls identified via email communications for review
Submit for Review

Workflow Timeline Requirements and Additional Details

l

= =

System Steward/Information System Owner requests AODR to initiate RMF Step 4 and
advances/releases controls to Control Assessplater than (NLT) 70 days prior to ATD
and/or scheduled Control Review.
Control Review is finished within 15 days, result®aged to the Artifacts tab within
eMASS and a notice is sent to system stakeholders closing out RMF Step 4. During this
stage, stakeholders will be unable to make updates to their entities Controls and CClIs.
RMF Step 5 is initiated
o Final POA&Ms are creatém the Control Review report
0 RMF Step 5.1 has a total of no more than 10 days for completion
System is required to be to RMF Step 5.3, Risk Review (RR), NLT 45 days prior to ATD
Communications will be sent to system stakeholders:
0 90-100 days before theystem ATO expiration date to notify system of
upcoming Authorization Termination Date (ATD) reminding of requirements.
oT 51@&a LINA2N (2 (GKS adeaidsSyQa dzLO2YAy3d w
will be sent out for the system to complete RMF Stef3sdld proceed to RMF
Step 4.
o/ t2a8 2dzi (2 &dzYYINAT S NB&adzZ G& FyR tAYy]
To avoid norcompliant results, please be sure to provide:
o Evidence that is current and contains a timestamp
o Evidence that directly addresses the coribjective(s)
0 Artifacts at the CCI level and not at the parent control level
o Details when uploading artifacts (i.e., page numbers) to direct the assessor to
the exact verbiage to satisfy the control
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Continuous Monitoring Requirement

As outlinedabove, once the Control Review is complete, POA&Ms are created in RMF Step 5.1
for the Control Review findings. These POA&Ms should be created and updated as outlined in
the POA&M Management Guide.

Note: Questions regarding RMF Step 4 Assessment steuttirected to:
VAOISControlReviewTeam@va.gov

4.4 Application Hosted in FedRAMP Cloud (NAEC)

This section covers neIAEC FedRAMP systems and systems that utiliz&/ A&€C FedRAMP
cloud systems for hosting. It can include-VAF, and other cloud hosted systems (e.g., SaaS,
non-FedRAMP systems hosted in AGAEC FedRAMP).

Approval from the GRG@&mittee must be received with the recognition that it utilizes a non

VAEC FedRAMP cloud. Once approved, the System Owner or delegate should ensure that
GKSNBQa | CSRw!at 02dzyRFNE SYydidNEB FYR Iy Syi{SN
boundary entry ireMASS. The enterprise VA boundary or single instance VA boundary entry

must address the customer responsible controls and inherit the controls from the FedRAMP

boundary entry. The entry nameasust bethe same as the system names listed on

FedRAMP.gov witthe added designation oF for FedRAMRYAF for VA sponsored FedRAMP,

-e for Enterprise, and for single instance. Please refer to sectimttion 3.3 for Security

Boundary Guidanci|mn eMASS.

The System Owmeor delegate must work to ensure all the Security Documentation and
Technical/Testing requirements listed below are completed and included with the eMASS
authorization package. If the Security Documentation or Technical/Testing requirements is not
applicdf S FT2NJ GKS Sa! {{ [FdziK2NRT FGA2y LI O1F3IST @l
should be included in the Status of Requirements and be uploaded to the Artifacts tab within

eMASS. Please review thié\ Cloud Security Procedure Guidapoavided by Enterprise

Security Architecture to ensure all policy requirements and responsibilities are completed.

The FedRAMP packagE 6r-VAF) referso a government agency sponsored Cloud Service
Provider (CSP) or Softwaas-a-Service (SaaS) package. They are only visible in eMASS to the
assigned cloud or VAEC ISSOs-®laund and norVAEC ISSOs will only be responsible for the
enterprise e) or singe instance {) packages. The field is not responsible-foor-VAF

packages. Sensitive VA records (e.g., PHI/PII) are not contained withihdh&/AF packages
meaning there is no PII/PHI, controls, VA artifacts, or POA&Ms regarding VA UsertPHie PI
and VA Users are all documented under the associaedrgl system.

Note: The FedRAMP packag€ pr-VAF) and the enterprise package)(or single
?0 instance {i) must be completed simultaneously in eMASS and submitted for Ris
Review (RMIStep 5: Stage 3) at the same time.
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4.4.1 Security Documentation

4.4.1.1Configuration Management Plan (CMP)

The Configuration Management Plan (CMP) identifies configuration management roles and
responsibilities, resources, and processes to ensure any changes aratesialnd approved
before implementation. CMP guidance is provided below.

As part of the normal configuration/change management of an information system, change
requests are entered into the authorized VA ITSM change control system,| T Servicefor
review, approval, and implementation by the appropriate VA OIT organizations or service
providers.

Roles and Responsibilities

TheCMP templateshould be used to complete the CMP and is available in the VA OIT Service
al yI 3SYSy BrochsE AskeOL$& (PATHe 1SO or system steward should work with
the ISSO to complete the CMP.

Standards / Guidelines

1 NIST SP 8emr8

1 NIST SP 86®&8 (CM9 Configuration Management Plan)

1 VA Handbook 6500

1 The CMP should include processes for managing configurationheamte
management.

The CMP should include infrastructure servers that support the system.

The CMP should include a current configuration baseline detailing hardware and
software associated with the system. Network devices do not apply.

= =

Completion Steps

1. ThelSO/system steward works with the ISSO to complete the CMP.

2. Once the CMP is complete, the ISO or system steward uploads the CMP to the Artifacts
tab in eMASS, and links to the appropriate security control-8Fkér the Configuration
Management Plan.

Cortinuous Monitoring Requirement

The CMP must be updated on an annual basis or when a significant/major change to the system
occurs.

Note: System Level Configuration Management Plans are under the governanc
the VA OIT Service Management Office (SM@V;i& Configuration Management
organization, which collaborates with the Enterprise Program Management Div
(EPMD), for continuous maintenance of the template and the availability to the
enterprise. Please reach out to tli&T SMO ECRCM Service Configuration
Management Staffor any questions about the CMP.
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4.4.1.2 Incident Response Plan (IRP)

An IRP is necessary for rapidly detecting incidents, minimizing losteatrdction, mitigating
weaknesses that were exploited, and restoring computing services. IRP guidance is provided

below.

Roles and Responsibilities

T

= =4

Facilities are responsible for completing the IRP. Systems should upload the facility IRP
with the system mame added to the title page to indicate the system utilizes the facility
IRP.

The ISO or system steward works with the assigned ISSO to create or revise the IRP.
Each site is responsible for developing local level procedures incorporatis oL

area of esponsibility.

Standards / Guidelines

1
1
1

NIST SP 8681
NIST SP 8e8B (IR8 Incident Response Plan)
VA Handbook 6500

Completion Steps

1.

During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an IRP iisquired. If yes, then the ISO or system steward will be
required to upload the IRP to eMASS.

The System Owner or delegate develops or revises the IRP using the applicable
standards and guidelines.

Once completed and tested, the ISO or system steward dgltize signed IRP to eMASS
by going to System > Details > FISMA. By uploading the security document to the FISMA
tab, eMASS will automatically add the document to the Artifacts tab and map it to
controls. Once uploaded to the FISMA tab, it can be managgd cewer versions)

within the Artifacts tab by clicking the Artifact Name. The security document within the
FISMA tab should not be deleted or the security document and the history will be
deleted.

Once the IRP has been uploaded to the FISMA tab, @eilSystem steward must

ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more security ols or CClIs. Refer to teVASS
Implementation Guiddor additional details.

Continuous Monitoring

The IRP must be tested and updated annually or when a signtifitajor change to the system
occurs.
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4.4.1.3System$Based Business Impact Analysis (BIA)

Systemsbased BIAs characterize the impacts and consequences of a disruption to an
information system, supported mission / business processes, and interdependenciesr&hey a
used as the foundation to determine information system contingency planning requirements
and priorities. BlAs are based upon current boundaries established by the Office of Information
Security (OIS). Each year the OIS Information System Businessi@patifice (OIS ISBC) will
monitor systems to make sure they maintain the annual review requirements. BIA guidance is
provided below

Roles and Responsibilities

1 OIS ISBC is the Office of Primary Responsibility (OPR) for oversight of plaimtange
for systemsbased BIAs

1 The ISO or system steward works with the assigned ISCP Coordinator to create or revise
the systemsbased BIA. A systedisised BIA template can be found on tkeowledge
Servicepage

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8688 (CR2 ContingencyPlan)

1 VA Handbook 6500

1 VA Handbook 6500 Bformation System Contingency Planning

Completion Steps

5. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether a systemisased BIA is required. All VA information systems are
required to complete an ISCP and the systbased BIA is the foundation to determine
information system contingency planning requirements and priorities, therefore, the
L{h 2NJ aeadasSy aidadSélINR gAaftft asStSO0 a,-9{¢ Iy
based BIA to eMASS
6. The ISO, ISCP Cooator, or system steward develops or revises the systbased BIA
using the applicable standards and guidelines found orkihewledge Service
7. Once completed antksted, the 1ISO or system steward uploads the signed systems
based BIA to eMASS by going to System > Details > FISMA. After uploading the BIA to
the FISMA tab, it needs to be associated to the following controls2 &t CFr.
Please selectthe Categor | & & . dzaAy Saa LYLI OG !'ylfearasod
tab, it can be managed (e.g., newer versions) within the Artifacts tab by clicking the
Artifact Name. The security document within the FISMA tab should not be deleted or
the security document anthe history will be deleted
8. Once the systembased BIA has been uploaded to the FISMA tab, the ISO or system
steward must ensure that all documents are appropriately associated as evidence to the
relevant security controls and CCls, including2@®Rd CF. To verify, go to the Artifacts
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tab, type the Artifact Name in the Search box, click on the Artifact Name, associated
controls are listed in the Artifact Details section. If security controls are not listed, click
Edit Artifact to add in more securitpotrols or CCls. Refer to the eMASS
Implementation Guide for additional details

Continuous Monitoring

The systemdbased BIA must be reviewed and updated on an annual basis or when a
significant/major change to the system occurs

4.4.1.4Information SystenContingency Plan (ISCP)

Contingency planning refers to interim measures to recover information system services after a
disruption. Interim measures may include relocation of information systems and service to an
alternate site. Plans are based upon current boundaries establisihéte Office of

Information Security@I3. Each yeaEach year the OIS Information System Business Continuity
Office (OIS ISB@)Il monitor systems to make sure they maintain the annual review
requirements ISCP guidance is provided below.

Roles and Rgmnsibilities

1 OIS ISBIS the Office of Primary Responsibility (OPRpfa@rsight ofplanning and
testing ofISCPs

1 The ISO or system steward works with the assig8€P Coordinatto create or revise
the ISCPAN ISCP template can be found on feowledge Servigegage

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8688 (CP2 Contingency Plan)

1 VA Handbook 6500

1 VA Handbook 6500.8 Information System Contingency Planning

Completion Steps

5. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an ISCP is requirédl. VA information systemsearequired to
O2YLX SGS |y L{/t3>X GKSNBF2NBzZ GKS L{h 2N ae
required to upload the ISCP to eMASS

6. The ISQISCP Coordinatasr system steward develops or revises the ISCP using the
applicable standards and galihesfound on theKnowledge Service

7. Once completed and tested, the 1ISO or system steward uploads the signed ISCP to
eMASS by going to System > Details > FIS¥éplBading the security document to the
FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it
tocontrolst £ SIS 4SSt SO0 GKS [/ I (O8c8 gphvdidedtaithed / 2 Yy G A Y
FISMA tab, it can be managed (e.g., newerivasy within the Artifacts tab by clicking
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the Artifact Name. The security document within the FISMA tab should not be deleted
or the security document and the history will be deleted.

Once the ISCP has been uploaded to the FISMA tab, the ISO or systand steist
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CClacluding CR2 and CF7. To verify, go to the Artifacts tab,

type the Artifact Name in the Search box, click on the Artifact Nassgciated controls
are listed in the Artifact Details section. If security controls are not listed, click Edit
Artifact to add in more security controls or C&sfer to theeMASS Implementation
Guidefor additional details.

Continuous Monitoring Requirement

The ISCP must be tested and updated on an annual basis or when a significant/major change in
the system occurs.

4.4.1.5Interconnection Security AgreemditA)/Memorandum of

Understanding (MOU)

Before an external connection is established with the VA, a Memorandum of Understanding
(MOU)/Interconnection Security Agreement (ISA) is required to authorize a connection
between information systems that do not sieathe same Authorizing Official. An ISA/MOU
must be provided for all external interconnections.

Roles and Responsibilities

l

= =

The ISO, in coordination with the entities identified in NIST SR30@ill complete the
ISA/MOU.

A VA review team will assedgetdocuments against a checklist for quality and content.
The reviewer will work with the ISSO to ensure no documentation deficiencies and
notify the ISSO when the document is ready for signatures.

The ISSO will obtain the appropriate signatures.

The ISS@iill upload the document to the Enterprise Document SharePoint and to the
Artifacts tab within eMASS. The ISO or system steward should ensure the correct
Artifact Category and Type are selected when uploading to the Artifacts tab.

Standards / Guidelines

T
T

NIST SP 8097
VA Handbook 6500

Completion Steps

1.

2.

The ISO, in coordination with the entities identified in NIST SR80@ill complete the
MOUV/ISA using the latest template provided JIOU ISA Template
ISSO will upload all final draft MOU/ISA documents toMiagJ ISA Document Portal
a. The MOU/ISA Intake Portal User Guide is located omvié) ISA Document
Portal
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The OIT OIS ISRM ECSD MOU ISA Team will assess the documents for quality, content,
and security.

The Enterprise Cybersarity Support Division (ECSD) reviewer(s) and the ISSO will work
collaboratively with the ISO/COR to correct deficiencies found in the documentation.
Once all deficiencies have been corrected and accepted, the ECSD reviewer will notify
the ISSO via emdiiat the document is ready for signatures.

The ISSO will route the document for signatures.

Upon receipt of the completed and signed MOU/ISA document, the ISSO will upload the
document using thé&ublish a Signed Documedatture on theMOU ISA Document

Portal

The finalized documents with signatures #irked to the appropriate security controls
(CA3, SA9) and uploaded to the Artifacts tabitivin eMASS.

Continuous Monitoring Requirement

The MOU/ISA Annual Review Sheet must be completed annually based on the date of the last
signature on the MOU/ISA. If there is a significant change that impacts the architecture as
documented, please contact thelT OIS ISRM ECSD MOU ISA.Team

4.4.1.6Privacy Threshold Analysis (PTA)/Privacy Impact Assessment (PIA)
All ISOs or system stewards must work with the VA Privacy Services Office to complete a PTA
for each system. During RMF Step 1 within eMABSISO or system steward will be prompted

to indicate whether a PTA/PIA is required. If yes, then the ISO or system steward will be
required to upload the PTA/PIA to the Artifacts tab within eMASS.

Privacy Threshold Analysis (PTA)

Roles and Responsibilitse

T

1
il

The 1SO, Privacy Officer, ISSO, and Business Owner must work together to submit a PTA,
which is reviewed by the Privacy Services Office.

The PTA requires the Privacy Officer, ISO, and ISSO to sign and date the PTA.

If the PTA determined a PIAreqjuired, then see the below PIA section to complete the

PIA.

Completion Steps

1.

2.

The PTA template and the PTA completion process can be folhd/aty Compliance

PTA

Once completed, the ISO or system steward uploads the signed PTA to eMASS by going
to System > Details > FISMA. By uploading the security document to the FISMA tab,
eMASS will automatically add the document to the Artifacts tabraag it to controls.

Once uploaded to the FISMA tab, it can be managed (e.g., newer versions) within the
Artifacts tab by clicking the Artifact Name. The security document within the FISMA tab
should not be deleted or the security document and the histeity be deleted.

Once the PTA has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
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security controls and CCls. To verify, go to the Artifacts tab, click ohrtifigct Name,
and then click Edit Artifact to add in more security controls or CCls. Refer 6dth&S
Implementation Guiddor additional details.

Privacy ImpatAssessment (PIA)

If a PIA is required as an outcome of the PTA analysis by the Privacy Services Office, a PIA must
be completed.
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Roles and Responsibilities

1 The PIA must be submitted to the Privacy Services Office by the Privacy Officer with
input fromthe 1SO, ISSO, and any other relevant stakeholders. Additional comments
from the PIA support analysts, if any, must also be incorporated.

1 The ISO must answer questions related to the PIA in the FISMA tab within eMASS
(System > Details > FISMA). SinceRthieacy Compliance Dashboard within eMASS can
provide reports on these metrics across all systems, the PIA questions must be kept up
to date.

1 The PIA requires the Privacy Officer, ISO, and ISSO to sign and date the PIA.

Standards / Guidelines

EGovernment Act of 2002

OMB Circular 022

VA Directive 6502

VA Directive 6508

VA Handbook 6508.1

NIST SP 8e8B (AR2 Privacy Impact, Risk Assessment)
VA Handbook 6500

= =4 =4 4 -4 -8 -9

Completion Steps

1. The PIA template and the PIA completion process can be fourdwatcy Compliance
PIA

2. Once the PIA is verified as completed by Privacy Serviessbrit the PIA as a PDF file
with the required signatures t&1A SupportAdditionally, the ISO or system steward
uploads the signed PIA to eMASS by going to System > Details > FISMA. By uploading the
security document to the FISMA tab, eMASS will automatically add the document to the
Artifacts tab and map it to controls. Oncplaaded to the FISMA tab, it can be managed
(e.g., newer versions) within the Artifacts tab by clicking the Artifact Name. The security
document within the FISMA tab should not be deleted or the security document and the
history will be deleted.

3. Once the A has been uploaded to the FISMA tab, the 1ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then dck Edit Artifact to add in more security controls or CCls. Refer teh# eSS
Implementation Guiddor additional details.

Note: Additional guidance for completion of the PIA/PTA can be provided by tr
Privacy Services Office. Any questions may be sehtAdsupport

Continuous Monitoring Requirement

A PTA must be completeahnually. A PIA is valid for 3 years. If a major change to the system
occurs, then a new PTA/PIA must be completed.

Page


http://vaww.oprm.va.gov/privacy/pia.aspx
http://vaww.oprm.va.gov/privacy/pia.aspx
mailto:PIASupport@va.gov
https://vaww.vashare.oit.va.gov/sites/ois/KnowledgeService/Pages/eMASS.aspx
https://vaww.vashare.oit.va.gov/sites/ois/KnowledgeService/Pages/eMASS.aspx
mailto:PIASupport@va.gov

4.4.1.7Risk Assessment Report (RAR)
The RAR identifies, estimates, and prioritizes risk involved with organization operations. The
RAR is generatewithin eMASS and utilizes the details provided on control risk, the 40 threats,
and any ongoing or risk accepted POA&M items.

Roles and Responsibilities

1 The ISO, system steward, and ISSO are responsible for ensuring POA&M items within
eMASS are propertyreated and updated.

1 The 40 threats must be reviewed by the 1SO, system steward, and ISSO.

1 The ISSO validates information added by the ISO or system steward within eMASS.

Standards / Guidelines

1 NIST SP 8680
1 NIST SP 8eBB (RA3 Risk Assessment)
1 VA Handbok 6500

Completion Steps

1. The ISO and ISSO should complete the Risk Assessment tab within their system.

2. All noncompliant Controls should be addressed for their risk plus any of the 40 threats
that are applicable.

3. By default, the Risk Assessment taitl only show NorCompliant Controls, but the view
can be changed using the Filter.

4. The RAR will be included in the snapshot packages created in eMASS. Alternatively, the
RAR can be generated by going to the Reports tab within eMASS.

Continuous Monitoriry

The RA must be updated on an annual basis or when a significant/major change in the system
occurs.

4.4.1.8System Security Plan (SSP)

Roles and Responsibilities

1 The ISO or system steward completes the assessments in eMASS and develops POA&M
items and responses
1 The ISSO validates information added by the ISO or system steward in eMASS.

Standards / Guidelines

1 NIST SP 8618,
1 NIST SP 8688 (PE2 System Security Plan)
1 VA Handbook 6500
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Completion Steps

1. The SSP is developed within eMASS.
2. All required diagramsral confirmation of the security authorization boundary, to
include all devices and supporting software architecture, should be added to eMASS in
the appropriate locations.
3. The system steward should upload the CCI export to the Artifacts tab within eMASS to
be considered an appendix of the SSP. Refer t@th&SS Implementation Guidier
additional details.
The I1SO and ISSO validates information added by the systerard in eMASS.
The SSP will be included in the snapshot packages created in eMASS. Alternatively, the
SSP can be generated by going to the Reports tab within eMASS.

o s

Continuous Monitoring

The SSP must be updated annually or whergaificant/major change to the system occurs.

4.4.1.9Application Threat Modeling

Application Threat Modeling is a security documentation activity that is conducted before
source code is written for custowteveloped applications (for entire applications, or ga.
library, a micreservice, or any application that it has been determined to independently scan
and manage the vulnerability data for). Application Threat Modeling may also be conducted
before COTS and SaaS applications are deployed or allowed to@péthe direction of OIS
and/or CSOC. The goal of threat modeling is to determine where and what type of security
controls need to be implemented in source code (or provided by an IT environment) for
customdeveloped applications. The goal for COTS aa® Saplications is to determine what
product or service security configuration is needed (or provided by an IT environment).

Note: Application Threat Modeling is a manual documentation activity where tr
results are periodically updated, at a minimum aafly, to maintain them.

Application Threat Modeling guidance is provided below:

1 Customdeveloped applications (the entire application, or e.g. a library, a rservice,
or any component that it has been determined to independently scan and manage the
vulnerability data for), or instances of COTS and SaaS at the direction of Qi and/
CSOC, is analyzed by VA application developers using the freéwansoft Threat
Modeling Tookoftware.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the Application Threat Model.

1 This requirement is not applicable to VistA systems.

Completion Steps

1. Obtain the freeware Microsoft software froidicrosoft Security Development Lifecycle
website Install and configure the Threat Modeling Tool in your local environment.
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2. Manually draw whiteboardike diagrams using the Microsoft Threat Modeling Tool and
audit potential threats generated by the tool.

3. Generatea report using the Threat Modeling Tool to use as the security documentation
for this activity.

After the analysis has been completed, the ISSO, ISO, or System Steward uploads the
Application Threat Model to eMASS as part of the authorization packageraates a POA&M
item (if needed) for each Application Threat Model (i.e., annually). A remediation plan for any
unmitigated findings should be included in the authorization package.

Continuous Monitoring

The Application Threat Model must be updated orneanual basisand/or when a significant
change in the system or a major change in the application architecture occurs.

using the Microsoft Threat Modeling Tool can be foundddi Teams. There is an

? Note: Additional guidance for developing and analyzing application threat mod
'Q' OIS Software Assuransapport sitein Teams.

4.4.2 Technical Scans/Testing Requirements

Findings identified in each technical/testing requirement, also referred to as a technical scan,
should be mitigated from the initial detection date within the remediation timefraspecified

in the Knowledge Service (i.e.), Critic80 days; Higlq 60 days; Moderate 90 days; Lowg
determined by the ISO; EmergenASAP. As outlined in BOD-A®, Internet accessible systems
require mitigation of Critical findings within 15 daysdadigh findings within 30 days of the

initial detection date. A single POA&M item should be created in eMASS for each of the
applicable scans to track the remediation progress. Every completed scan requires a POA&M
item. For example, a new Nessus scan PKdA&m must be created every month for each new
scan. In addition, a detailed remediation strategy with expected remediation date and status of
each vulnerability should be uploaded to the Artifacts tab within eMASS for each of the
applicable scans.

For FEERAMP approved systems, the VA can only scan the VA responsible controls. Anything
the VA installs in the cloud can be scanned, but all Cloud Service Provider (CSP) controlled
services are covered under the FedRAMP authorization and'#iaBy Assessmén

Organization (3PAQO) scans. For a specific listing of what is within the FedRAMP boundary of
cloud providers, review of the FedRAMP package can be requested, or look on the FedRAMP
marketplace at the "Service Description” for the cloud provider. For el@rtgpreview the
services within the FedRAMP boundary of AWS GovCloud, lodki#GovCloud on the
FedRAMP marketplacAll of the servicebsted are within the FedRAMP boundary and CSP's
control; therefore, the VA cannot scan them. These services have been authorized by both
FedRAMP and VA. The VA abides by FedRAMP policy and accepts the 3PAO scans. To review the
scans, a Package Access Rstjirorm, which can be found on the FedRAMP marketplace page
for any service, must be filled out and submitted\ié. OIS ESA CfeéAapproval.
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Note: Platform as a Service (PaaS) servers/services shoulte added to the
Hardware and Software system inventory in eMASS since these are not VA as

4.4.2.1 Nessus Scan

A credentialed Nessus vulnerability scan against all instances of the operating system and
desktop configurations must be conducteditentify security flaws. When conducting the
Nessus Scan, a discovery scan to identify all assets within the authorization boundary must be
conducted as a part of the vulnerability scan (a discovery scan will not enumerate any
vulnerabilities).

% Note: C®C must conduct an independent Nessus Scan for all VA owned systt

Completion Steps

The following steps can be performed to meet the Nessus Scan requirement:

1. All systems should complete théardware and Software System Inventory Import
process to ensur all IPs are properly added to eMASS and a Nessus scan can be
completed. Instructions can be found in the Hardware and Software System Inventory
Import SOP, which is in the Standard Operating Procedures section ®f/the&S
Knowledge Service page

2. The ISO or systetevel system steward can request a Nessus scan usingithi©nce
the request is completed, ISRM will work with CSOC to determine if a separate
supplemental vulnerability scan shall be conducted or authentication information for
the nonWindowsdevices be added to the existing monthly predictive scan. If
ISRM/CSOC determine a supplemental scan is required then the results, once received,
must be uploaded to the Artifacts tab within eMASS. If decided that the authentication
information can be addg for the norWindows devices to the monthly predictive scans
conducted by CSOC, then record and import the hardware baseline to eMASS (see Step
1 above), so the applicable Nessus data can be recorded.

3. hyO0S GKS aeaidSy QaccutatSyarécdmded, {hO©IBG or Ksidimel A &
system steward follows these steps:

a. Browse tolnformation Central Analytics and Metrics Platform (ICA&H®) use
the Remediation Effort Entry Form (REEF) to document your manual
mitigation/remediation effort. For each deficiency identified from the scan, the
ISO or systedevel systen steward creates a response within REEF for mitigating
the deficiencies and/or provides evidence that the deficiencies have been
mitigated. Also, include the scheduled completion date and status of each
deficiency within REEF.

b. Once all manual remediatidmas been documented within REEF, run thjsort
within ICAMP.
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c. Export the report by going to the top of the screen select the Export drop down
YSydz 6 KAOK LIJSFENE Fa | O2YLIziSNI RAaoOo
SystemNameORAcronym_Nass MMDDYYYY .xIs8ee the image below for
step-by-step view.
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d. The ISO or systetsvel system steward then uploads the report to the Artifacts
tab within eMASS using the naming instructions identified above in step 3c.

e. Within the uploaded mitigation stragy, each system should conduct an analysis
on the results of the vulnerability scans to determine and document those
findings that are false positives, not applicable to the system, or otherwise
mitigated. Additionally, findings that must be remediatedadbgh or from the
vendor should also be documented as part of this analysis.

The 1SO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow tieOA&M Management Guide
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Note: If raw Nessus Scan data is provided from CSOC, the ISO or-fgsém
system steward needs to upload the actual Nessus Scaittseo the Artifacts tab
in eMASS along with a mitigation strategy for each finding. Also, within ICAMF
? the ISO/ISSO does not have an option to pull a report for their FISMA reportat
'o system, then contact the VA GRC Service Desk to provide thdrigsadange of
the system authorization boundary to add it to ICAMP to pull the report.

Continuous Monitoring

CSOC conducts predictive Nessus vulnerability scans on a moasidy A supplemental scan is
required for A&A purposes when requested®is5, CSOC, and/or when new vulnerabilities
potentially affecting the system/applications are identified and reported. To maintain the
authorization decision,wnerabilities must be remediated within the approved timelines for
the severity of the findings.

Note: CSOC must conduct an independent Nessus Scan for all VA owned sys
? External systems must have a recent CSOC Nessus scan conducted either vii
o remote connection or by utilizing CSOC staffstde to perform scans, when
necessary.

4.4.2.2Database Scan

All systems must request a database scan if the project hosts a database to store and process
information.

Completion Steps

1. Database scans can be requested at@#&OC Database Scan Questionn&oe
additional information, contact thelatabase scanning tearif a database scan is not
applicableprodA RS |y SELX FyI GA 2y Gtitds o RaqQitemeyitd G | LILJ
document.

2. Once the Database scan is completed, the summary and raw results must be uploaded
to the Artifacts tab within eMASS along with the remediation plan. Any vulnerabilities
must be remediated within the approved timelines for the severity of the findings.

3. ThelSO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the 1ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow th€ OA&M Management Guide

4. A followrup Database scan should be requested touzasleficiencies have been
mitigated and new deficiencies do not exist as part of the ongoing authorization
process.

Continuous Monitoring

A Database scan must be completed annually or when a significant/major change to the system
occurs. Tanaintain the authorization decisionuinerabilities must be remediated within the
approved timelines for the severity of the findings.
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4.4.2.3Penetration Test/Application Assessment
A Penetration Test or full Application Assessment (MASA/WASA) must be perfitraihed
includes automated and manual assessment tools and techniques for the following:

1 A FISMA High system, considered a major or minor application.

1 A FISMA Moderate or higher, that processes, uses, or hosts PIl and/or financial data.

1 For systems residing a cloud environment or external to the VA network, connections
must be in place through the Trust Internet Connection (TIC) prior to assessment to
facilitate connectivity from the CSOC internal testing servers.

1 For Internet facing applications, a WAS#l &#enetration Test are required, regardless
of the FIPS categorization.

1 For systems that are not welllased or host a user presented web application but have
middleware or APIs, a Penetration Test and WASA must be performed.

1 If a Penetration Test / Apphtion Assessment is not applicable, provide an explanation
gKe AldQa y 2 i StatuslhiRdqrensehtdocuingnt. i K S

1 The Penetration Test / Application Assessment requirement is not applicable to the
VistA authorization boundary.

Completion Steps

1. Systems with custom code must be registered with OIS Software Assurance and receive

- at! {{¢ FTNRBY (GKS /2RS wS@OASSH LINRPOS&A LINR?2
(MASA/WASA).

A system utilizing a COTS product still must register with OIS Softwaramssur

3. The ISO or system steward can request a penetration test/application assessment by
completingthe CSOC Penetration Test Questionna€SOC Mobile Application Security
Assessment\ASA Questionnaire/CSOC Web Application Security Assessiveyi 4
Questionnaire. Additional scan details can be foun@&8DC Scan DocumerRtease

allow 30 days for CSOC to schedule/conduct the penetration test/application

assessment. Questions can be submitted/to CSQC

a. CSOC must conduct an independent penetration test/application assessment for
all VA owned applications and Managed Services. CSOC must have visibility into
all VA applications where an authorization decision is required, including systems
behind firewallsExternal systems must also have a recent CSOC penetration
test/application assessment performed.

CSOC will provide results to the 1ISO or system steward.
The ISO or system steward uploads the summary and raw results to the Artifacts tab in
eMASS along witthe mitigation / remediation plan for all findings.

a. Within the uploaded mitigation strategy, each system should conduct an analysis
on the results of the penetration test to determine and document those findings
that are false positives, not applicable the system, or otherwise mitigated.
Findings that must be remediated through or from the vendor should also be
documented as part of this analysis and should be documented in either the
report of findings provided from VESOC or as a separate document.

N
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6. The ISO or system steward will follow standard VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the 1ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow tHeOA&M Management Guide

7. Once the deficiencies have been mitigated, a follgnPenetration Test/Application
Assessment should be requested to ensure deficiencies have been mitigated and new
deficiencies do not exist as part of the ongoing authorization process.

Continuous Monitoring

A CSOC Penetration Test/Application Assessment is required on an basigabr when a
major change to the system or data occufe maintain the authorization decision,
vulnerabilities must be remediated within the approved timelines for the severity of the
findings.

4.4.2.4Application Security Testing

Application Security Testing conducted during development and maintenance systems
RSOSt2LIYSyd tAFS OeodfsS LKIaASa G2 AYLWNRYS (G(KS
developed software components to defend themselves against attacks. Application Security
Testing is also condted to effectively certify pipelines as part of the software factory life cycle

to increase the level of confidence in security testing automation that is relied on for

automated deliveries and releases.

Successful completion of Application Security ihgsis required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone through the process.

Application Security Testing guidance is provided below:

1 Customdeveloped applicatiosource code (the entire application, or e.g., a library, a
micro-service, or any scannable block of code that it has been determined to
independently scan and manage the vulnerability data for) is scanned by VA application
developers using the GlgensedMicro Focus Fortify Static Code Analyzer (SCA)
software.

1 Final developer performed Fortify scans and mitigations for security issues in production
source code are validated by OIS Software ressie for correctness and completeness.

1 Successful completion of Application Security Testing is a prerequisite to Penetration
Testing.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the results of eachpglipation Security Testing attempt for the period
of time automated deliveries and releases are allowed. Multiple attempts are usually
required to successfully complete the activity.

1 This requirement is not applicable to VistA systems

The results of OIS Software Assurance Application Security Testing Validation attempts are
returned to VA application developers. A notification email is provided by OIS Software
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Assurance share. If a failing verdict is returned, the indicated rework must be performed, and

another validation attempt must be made. The results of OIS Software Assurance Application

Secuity Testing Validation are also uploaded in an automated fashion to eMASS shortly after
completion. A notification email is provided by OIS ISRM GRC Scans after this occurs.

To locate application scan result findings in eMASS.:

1 Go tohttps://va.emass.apps.m# [your system] > Assets > Findings > Applications
60f20FGSR dzyRSNJ 6a+ASg oe¢ 2y STl aAARS 27F a
f Underi KS ! LILX AOFGA2y 5SiFrAta asSOlirazys Of A01 «

Note: Field staff shoulahot delete any results, even when remediated. As finding
are remediated and subsequent scans are loaded to eMASS, remediated findi

% will roll off the totals shown on thabove page. System owners are responsible
creating at least one POA&M per scan to document remediation and mitigatiol
activities.

Completion Steps

1. Obtain the Oldicensed Fortify software from OIS Software Assurance. Install and
configure Fortify in your local build environments and also on your build server (if
applicable). Perform Fortify scans on source code locally and also on your build gerver (
applicable) as a scheduled build job.

2. Audit Fortify scan results and implement mitigations in source code as needed to ensure
that there are minimally no remaining critical or high severity findings, and that for
example the latest version of Fortifpfsware and rulepacks are being used.

3. Upload your submission package materials to your application's share (on the Intranet
only), if permissions need to be updated please email OISSwAServiceRequests@va.gov
with the ApplicationID and VA address(es) neegliaccess.

4. Navigate to theyour IT Servicgaortal using your web browser, and fill out the
Application Security Support form as follows:

a. Inthe REQUESTOR INFORMATION section, in the Requested For field, search for
your name

b. If applicable, update the autpopulated requestor information fields

c. Inthe REQUEST DETAILS section, in the Services Request field, select Application
Security Scan Validation

d. Inthe Application Name field, enter your application's name

e. Inthe Application ID field, enter your application's VA Software Assurance
Program identiter

f. Fill outthis PDF fornand attach it to the request using the Add attachments link

g. Fill out a text file named resubmission.txt that explains changes since any prior
submissions and attach it to the request using &ad attachments link

5. Click on the Submit button.

6.al 1S | y203S 2F @2dzNJ 6A01S0Qa NXljdzSad ydzyo$s
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After the request has been made, an OIS Software Assurance team member will follow up. You
can then view this ticket, or any of your open tickets, throughtler IT Servicqzortal.

After a passing veidt has been achieved, the ISSO, ISO, or System Steward uploads the
validation report to eMASS as part of the authorization package and creates a POA&M item (if
needed). A remediation plan for any unmitigated findings should be included in the
authorization package.

Note: In the event the application cannot be scanned due to technical issues, ¢
another extenuating circumstance including those that are-texhnical, the

% explanation will need to be documented and uploaded to eMASS as part of tht
Status ofRequirementswithin that authorization package.

Warning:Upon successful completion of Application Security Testing, security
testing results for subsequent automated deliveries and releases must be very

% carefully monitored locally for changes. Thenest be build failure criteria for
Fortify scans to ensure that the Fortify integration and associated workflows th
were certified are being maintained during software factory operation.

Continuous Monitoring

Successful completion of tteoftware assurance validation of develogerformed scans is
additionally required as follows:

1 Successful Application Security Testing completion is required after the initial
production release, automated production delivery, or release on calehdaed
intervals, at a minimum annually, and at ISSO direction (which may include additional
criteria that affects timing) to effectively certify software factory operation (if
applicable).

1 Application Security Testing is also required when requested by OISrad80C.

for potential vulnerabilities using the QliSensed Fortify tool can be found on OI

? Note: Additional guidance for scanning custataveloped application source codt
'o Teams. There is an OIS Software Assuranpgort sitein Teams.

4.4.2.5Software Composition Analysis

Software Composition Analysssconducted during development and maintenance systems
RSOSt2LIYSyild tAFS OeofS LXKIasSa G2 AYLNRYS (KS
developed software components to defend themselves against attacks. Software Composition
Analysis focuses omgply chain risk management for custesheveloped VA applications.

Software Composition Analysis is performed by analyzing underlying libraries and frameworks

for potential vulnerabilities as an additional activity during Application Security Testing.

Succsasful completion of Software Composition Analysis is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
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has not gone through the process. While Software Composition Analysiosnped as an
additional activity during Application Security Testing, separate pass/fail verdicts are returned.

Software Composition Analysis guidance is provided below:

1 Libraries and frameworks that use custataveloped applications (e.g., tlemtire
application, a library, a micfservice, or any scannable block of code that it has been
determined to independently scan and manage the vulnerability data) require Software
Composition Analysis by OIS Software Assurance as additional activity Apphcation
Security Testing.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the results of each Software Composition Analysis attempt for the
period of time automated deliveries and releases are allowddltiple attempts are
usually required to successfully complete the activity.

1 This requirement is only applicable to custalaveloped applications that are written in
the following programming languages:

o .NET Framework

.NET Core

ASP.NET

C#

C/C++

ClassiASP (with VBScript)

Go

Java (including Android)

JavaScript

JSP

Kotlin

ObjectiveC/C++

PHP

Python

Ruby

Swift

Visual Basic (VB.NET)

Visual Basic

O 00000000000 O0OO0OO0oOOo

o

The results of OIS Software Assurance Software Composition Analysis attempts are returned to

VA application devepers. A notification email is provided by OIS Software Assurance and a

t 5C NBLR2NI Aa L}RadSR -dcéssiDISSoftdrd Asshir@ncelshageyif@d NI &
failing verdict is returned, the indicated rework must be performed, and another attemyst

be made by making another Application Security Testing request.
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Completion Steps

1 Software Composition Analysis scans are performed by OIS Software Assurance when
Application Security Testing validations are requested.

1 Please see the completion steps for Application Security Testing. There are no additional
procedures to request Softwa Composition Analysis scans.

After a passing verdict has been achieved, the ISSO, ISO, or System Steward uploads the scan
report to the Artifacts tab within eMASS as part of the authorization package and creates a
POA&M item (if needed). A remediatioraplfor any unmitigated findings should be included in

the authorization package. The latest progress should be added to the Status of Requirements.
L¥ GKS al0ly Aa y20 LI AOIofSY GKSy tAad sKe
to uploading to the Artifacts tab within eMASS.

Warning:Upon successful completion of Software Composition Analysis, the
environments, libraries, and frameworks must be very carefully monitored for

.a. changes. Software Composition Analysis tools, suéVHASP Dependency Chec
are strongly recommended to be integrated into pipelines.

Continuous Monitoring

Successful completion of OIS Software Assurance scans of libraries and frameworks is
additionally required as follows:

1 Successful Softwai@omposition Analysis completion is required after the initial
production release, automated producti8on delivery, or release on calebdsed
intervals, at a minimum annually, and at ISSO direction (which may include additional
criteria that affects timig) to effectively certify software factory operation (if
applicable).

1 Software Composition Analysis is also required when requested by OIS and/or CSOC.

? Note: Additional guidance for Software Composition Analysis can be found on
teams. There is an O&®ftware Assurancgeupport sitein Teams.

4.4.2.6Seurity Configuration Compliance Data (SCCD)

All accreditation boundaries that contain an operating system are required to provide Security
Configuration Compliance Data using BigFix. If BigFix cannot be installed because the system is
not supported by Bigk, another VA approved product, such as OpenSCAP, may be used as a
substitute until BigFix is compatible with the system. Please refer to the BigEand create

an incident ticketo be assigned to OIS EV Support Group for approval of other SCCD products.
LF {SOdzNARG& /2y FAIdzNI GA2Yy [/ 2YLIX ALYyOS 514l A&
the Status of Requirements. The Security Configuration Compliance Data requeast @ 90%
complianceo receive an ATO for 3 years
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Completion Steps

The following steps must be performed to meet the Security Configuration Compliance
requirement:

1. The BigFix agemust beinstalled to receive Security Configuration Compliance Data.
Ensure that the BigFix agent is installed/functioning correctly and confirm that your
information system/facility endpoints (i.e., servers/workstations) make up the FISMA
boundary. A functioningndpoint is one that is actively communicating with the BigFix
core servers and has a lagiport-time within the last day or two. Please utilize the
Computer Lookupeporting to search for endpoints by hostname(s). If an endpoint is
found and has a recent las¢port-time, then the BigFix agent is functioning as expected.
Please see the BigHQfor help on installing the BigFix agent. If you need assistance
with BigFix, please contact the Enterprise Service Desk (ESD) to enter a ticket and assign it
to the OIS EV Support Group. Contact the ESD by phor@&xd73-4357 or online
through Your IT Servicqzortal.

2. The ISO or System Steward is responsible for maintaining an accurate-tmdafe list
of the hardware/software for their endpoints/environments. Thmust ensure all
hostnames for the endpoints that comprise the FISMA boundary are listed in the eMASS
Hardware/Software Inventory. The hostnames in the Hardware/Software Inventory must
exactlymatch the hostnames listed in the BigFix Computer Lookup tegpfe.g.,
Gwno! !l {v] ppé¢ sAff 06S O2yaARSNBR I RAFFSNBY
Gwno! ! 1 {v] ddpPwno da95 d+! dD msiréctiodsfot niadabirgS dza S
the Hardware/Software Inventory. Any questions regarding the management of endpoints
in eMASS should be directed t®RM The Hardware/Software Inventory is exported once
a day from eMASS, at 1:30pm Eastern, to generate the Security Configuration Compliance
Data reporting. If you have modified the list of endpoints in eMASS before the 1:30pm
cutoff, please run thé&sRC BoundarieasComputers by Information Systeraport the
following day to verify all of your information system/facility endpoints are being included
in Security Configuration Compliance Data reporting. If changes are made after 1:30pm
91 AaGSNYysz> GUKS OKlFy3aSa g2y Qi 0SS @At loftS dzyi
3. After reviewing information system/facility FISMA boundaries for accuracy, the ISO and/or
System Steward runs the Security Configuration Compliance@etgeklist Trending
(Computer Compliance and Check Compliaang)Compliance Trendinggports and
exports them to a PDF from the EVVM Dashbohtih§://dashboard.tic.va.gow
Enterprise > All Systems > Authorization & Accreditation).

4. The ISO and/or Stem Steward uploads théhecklist Trending (Computer Compliance
and Check Compliancaind Compliance Trendinggports to the Artifacts tab within
eMASS. Ensure SCCD reports use the naminmfadentified inSection 4 above,
Assessment and Authorization Requirements

5. The ISO and/or System Steward creates a single POA&M item for the SCCD to serve as a
reminder to resolve the deficiencies. A n@®A&M item must be created for each
required SCCD (i.e., quarterly). Please refer tdftheé\&M Management Guider

Page


https://dashboard.tic.va.gov/Enterprise-site/Operations-site/Custom-Reports-site/Pages/Computer-Lookup.aspx
https://dashboard.tic.va.gov/Docs/Pages/BigFix-FAQ.aspx
https://yourit.va.gov/va?id=va_home
https://dvagov.sharepoint.com/sites/OITOIS/KnowledgeService/eMassDocumentLibrary/eMASS_Hardware_Software_System_Inventory_SOP.pdf
mailto:vaoisisrmrmf@va.gov
https://dashboard.tic.va.gov/Enterprise-site/All-Systems-site/Authorization-Accreditation-site/Pages/GRC-Boundaries-Computers-by-Information-System.aspx
https://dashboard.tic.va.gov/Enterprise-site/All-Systems-site/Authorization-Accreditation-site/Pages/Information-System-Checklist-Trending.aspx
https://dashboard.tic.va.gov/Enterprise-site/All-Systems-site/Authorization-Accreditation-site/Pages/Information-System-Checklist-Trending.aspx
https://dashboard.tic.va.gov/Enterprise-site/All-Systems-site/Authorization-Accreditation-site/Pages/Information-System-Compliance-Trending.aspx
https://dashboard.tic.va.gov/
https://dashboard.tic.va.gov/Enterprise-site/All-Systems-site/Authorization-Accreditation-site/Pages/Information-System-Checklist-Trending.aspx
https://dashboard.tic.va.gov/Enterprise-site/All-Systems-site/Authorization-Accreditation-site/Pages/Information-System-Checklist-Trending.aspx
https://dashboard.tic.va.gov/Enterprise-site/All-Systems-site/Authorization-Accreditation-site/Pages/Information-System-Compliance-Trending.aspx
https://vaww.vashare.oit.va.gov/sites/ois/KnowledgeService/Pages/eMASS.aspx

instructions on creating a POA&M item in eMAB% SCCD will utilize CCI-6M for
POA&M creation where necessary to keep track of the remediation effort.

6. The ISO and/or System Steward continues to remediate deficiencies identified from the
Checklist Trending (Computer Compliance and Check Complamb€pmpliance

Trendingreports.
7. The ISO and/or System Steward uploads new Compliance Trending (Computer Compliance

and Check Compliance) and Checklist Trending reports to the Artifactsttab eMASS
as evidence of remediation progress.

information system or facility. The boundary data and compliance data are

? Note: When running the compliance reports, please select the applicable
'o updated nightly.

Continuous Monitoring

SecurityConfiguration Compliance Data must be pulled in accordance with the guidance above
on a quarterly basis, or when changes are made to the approved secure
configuration/hardening guide§.o maintain the authorization decisiorylmerabilities must be
remediged within the approved timelines for the severity of the findings.

note this in the SCCD POA&M and Status of Requirements so it can be accou

? Note: If the system cannot reach the 90% threshold due to offline devices, thel
o for in the Risk Review.

4.4.2.7Control Review

To support compliance with VA policy and Federal requirements, VA systems will be selected to
undergo an RMF Step 4 Assessment, whereby an Office of Information Security Risk
Management (ISRM) team will review control implementation detail$ supporting evidence

in eMASS during the RMF Step 4 Control Assessment workflow.

The purpose of RMF Step 4 is to determine the extent to which security requirements are
implemented correctly, operating as intended, and producing the desired outcometprio
Authority to Operate (ATO) review and determination.

5dzZNAy3 waC {0SL)I nx GKS GSIFY gAff NBOASE GKS
implementation details against the supporting artifacts within eMASS to validate and determine
complance with VA policies and guidance. The review team will be targeting-sesw) the

top findings found in the Office of Inspector General (OIG) audits from the past fiscal year
audits, but may be adjusted as time progresses.

Completion Steps

1. Completely and accurately progress through RMF Step3. 1
a. Utilize theKnowledge Service (KS) Security Controls Explorer (SCE)
b. for Implementation Gulance for required security controls.
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no

c. Ensure that all requirements are followed from thethorization Requirements
for eMASS SOP
d. Confirm steputlined in theeMASS Implementation €sGuidehave been
followed.
Enter sefassessment test results against all the APs assigned to Security Control.
Ensure all applicable controls have implementation statements, as well as associated
evidence documented.
Notify assigned Authorizing Officaesignated Representative (AODR) to initiate RMF
Step 4.
{ealdsSyYy {GSeFNR Aa (2 | ROFYyOS GKS aeaidsSvyQa
workflow and conduct a bulk release of the identified controls that will be receiving a
reviewno later than 70days prior to ATD

To bulk release controls ensure to follow the below steps:

1.
2.
3.
4.

Controls>Bulk Processing

Submit for Review

Select controls identified via email communications for review
Submit for Review

Workflow Timeline Requirements anddditional Details

l

= =

System Steward/Information System Owner requests AODR to initiate RMF Step 4 and
advances/releases controls to Control Assessplater than (NLT) 70 days prior to ATD
and/or scheduled Control Review.

Control Review is finished within 15 days, result®agéd to the Artifacts tab within
eMASS and a notice is sent to system stakeholders closing out RMF Step 4. During this
stage, stakeholders will be unable to make updates to their entities Controls and CClIs.
RMF Step 5 is initiated

o Final POA&Ms are creatém the Control Review report
0 RMF Step 5.1 has a total of no more than 10 days for completion

System is required to be to RMF Step 5.3, Risk Review (RR), NLT 45 days prior to ATD
Communications will be sent to system stakeholders:

0 90-100 days before theystem ATO expiration date to notify system of upcoming
Authorization Termination Date (ATD) reminding of requirements.

OoT 51@8&a LINA2N) (2 (KS adeaidsSyQa dz202YAy3 wacC
be sent out for the system to complete RMF Stegisédd proceed to RMF Step 4.

o/ t2a&a8 2dzi (2 &dzyYYFNAT S NBadzZ Ga FyR tAy7] N

To avoid norcompliant results, please be sure to provide:

o Evidence that is current and contains a timestamp
o Evidence that directly addresses the coribjective(s)
0 Artifacts at the CCI level and not at the parent control level
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o Details when uploading artifacts (i.e., page numbers) to direct the assessor to the
exact verbiage to satisfy the control

Continuous Monitoring Requirement

As outlined above, orecthe Control Review is complete, POA&Ms are created in RMF Step 5.1
for the Control Review findings. These POA&Ms should be created and updated as outlined in
the POA&M Management Guide.

Note: Questions regarding RMF Step 4 Assessment should be directe
VAOISControlReviewTeam@va.gov

4.5 FedRAMP Enterprise or Single Instance Cloud Applicaiand-i

Systems)
The FedRAMP Enterprise Cloud includes applications that are VA managed and utilize Cloud
Service Provider (CSP) controlled services that are covered under the FedRAMP authorization
boundary. The enterprise or single instance VA boundary entry must addressipload, the
customer responsible matrix (CRM) and inherit the controls from the FedRAMP boundary entry.
ThecE andgl instances are similar in nature. If contract only allows for a single instance the
WA Ay 3t S-l)is 16 adictesfad Slong Witthe FedRAMRR/-VAF). After operational if
additional locations start using this instance, going to the GRC Committee, and going through
GKS al22N)/ KFEy3aS LINRPOSaa akKz2dz R 6S 02y Rdz00SR
Odza G 2 YSNXD 2 NHdreyAlldFIVIAR Fsfend shauld betr@ompanied by oneF(by
¢l system.

The Security Documentation and Technical/Testing requirements listed below are a guideline

for the typical requirements to receive an ATO. If the Security Documentation or

Techncal/Testing requirements are not applicable for the eMASS authorization package,

LINE GARS |y SELX Iyl (A2 yStatuKod Refuirethantdygcnient LILI A O 6 ¢

The FedRAMP packagE 6r-VAF) refers to a government agency sponsored Cloud Service
Provider (CSP) or Softwaas-a-Service (SaaS) package. They are only visible in eMASS to the
assigned cloud or VAEC ISSOs-®lamd and noArVAEC ISSOs will only be responsible for the
enterprise {e) or single instancei] packages. The field is notsgonsible forF or-VAF

packages. Sensitive VA records (e.g., PHI/PII) are not contained withihdh&/AF packages
meaning there is no PII/PHI, controls, VA artifacts, or POA&Ms regarding VA Users. The PII/PHI
and VA Users are all documented undes #issociatedE orgl system.

instance {i) must be completed simultaneously in eMASS and submitted for Ris

? Note: The FedRAMP packag€ pr-VAF) and the enterprise package)(or single
'a Review (RMF Step 5: Stage 3) at the same time.
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4.5.1 Security Documentation

The following sections provide details for each of the required security artifacts including the
document requirements, references, and the parties that can provide additional guidance for
each artifact. If available, templates fitve applicable security artifacts/documents are located
in the Templates section of th@VIASS Knowledge Service page

An artifact that is generated through eMASSpart of the authorization package and is
reviewed/approved by the ISO and/or Information System Security Officer (ISSO) in the eMASS
workflow as part of the authorization package may not require signature(s) and may be valid
without signature(s). Contagtour ISSO with questions on how to complete the documentation.

4.5.1.1Configuration Management Plan (CMP)

The Configuration Management Plan (CMP) identifies configuration management roles and
responsibilities, resources, and processes to ensure any changesauoated and approved
before implementation. CMP guidance is provided below.

As part of the normal configuration/change management of an information system, change
requests are entered into the authorized VA ITSM change control syStem,| T Servicefor
review, approval, and implementation by the appropriate VA OIT organizations or service
providers.

Roles and Responsibilities

TheCMP templateshould be used to complete the CMP and is available in the VA OIT Service
al yI 3SYSy Brochst AskeOL$& (PAThe 1ISO or system steward should work with
the ISSO to complete the CMP.

Standards / Guidelines

NIST SP 8etr8

NIST SP 8emB (CM9 Configuration Management Plan)

VA Handbook 6500

The CMBhould include processes for managing configuration and change
management.

The CMP should include infrastructure servers that support the system.

The CMP should include a current configuration baseline detailing hardware and
software associated with the stem. Network devices do not apply.

1
1
il
il

= =

Completion Steps

1. The ISO/system steward works with the ISSO to complete the CMP.

2. Once the CMP is complete, the ISO or system steward uploads the CMP to the Artifacts
tab in eMASS, and links to the appropriate securytml (CM9) for the Configuration
Management Plan.

Continuous Monitoring Requirement
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The CMP must be updated on an annual basis or when a significant/major change to the system
occurs.

Note: System Level Configuration Management Plans are under thergance of
the VA OIT Service Management Office (SMO), Service Configuration Manage
organization, which collaborates with the Enterprise Program Management Div
(EPMD), for continuous maintenance of the template and the availability to the
enterprise. Please reach out to thielT SMO ECRCM Service Configuration
Management Staffor any questions about the CMP.

4.5.1.2Incident Response Plan (IRP)

An IRP is necessary for rapidtecting incidents, minimizing loss and destruction, mitigating
weaknesses that were exploited, and restoring computing services. IRP guidance is provided
below.

Roles and Responsibilities

1 Facilities are responsible for completing the IRP. Syssgimsld upload the facility IRP
with the system name added to the title page to indicate the system utilizes the facility
IRP.

The ISO or system steward works with the assigned ISSO to create or revise the IRP.
Each site is responsible for developing Ideaél procedures incorporating VBSOC

area of responsibility.

= =

Standards / Guidelines

1 NIST SP 8681
1 NIST SP 8688 (IR8 Incident Response Plan)
1 VA Handbook 6500

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward mibbiopted to
indicate whether an IRP is required. If yes, then the 1SO or system steward will be
required to upload the IRP to eMASS.

2. The System Owner or delegate develops or revises the IRP using the applicable
standards and guidelines.

3. Once completed antested, the 1ISO or system steward uploads the signed IRP to eMASS
by going to System > Details > FISMA. By uploading the security document to the FISMA
tab, eMASS will automatically add the document to the Artifacts tab and map it to
controls. Once uploadkto the FISMA tab, it can be managed (e.g., hewer versions)
within the Artifacts tab by clicking the Artifact Name. The security document within the
FISMA tab should not be deleted or the security document and the history will be
deleted.
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4. Once the IRP hdmeen uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click BtlArtifact to add in more security controls or CCls. Refer teetfieSS
Implementation Guiddor additional details.

Continuous Monitoring

The IRP must be testethé updated annually or when a significant/major change to the system
occurs.

4.5.1.3System$Based Business Impact Analysis (BIA)

Systemsbased BIAs characterize the impacts and consequences of a disruption to an
information system, supported mission / businesegesses, and interdependencies. They are
used as the foundation to determine information system contingency planning requirements
and priorities. BlAs are based upon current boundaries established by the Office of Information
Security (OIS). Each yeaet®IS Information System Business Continuity Office (OIS ISBC) will
monitor systems to make sure they maintain the annual review requirements. BIA guidance is
provided below

Roles and Responsibilities

1 OIS ISBC is the Office of Primary Responsibility f@RRersight of planning guidance
for systemsbased BIAs

1 The ISO or system steward works with the assigned ISCP Coordinator to create or revise
the systemsbased BIA. A systeriaised BIA template can be found on thkeowledge
Servicepage

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SB00-53 (CR2 ContingencyPlan)

1 VA Handbook 6500

1 VA Handbook 6500 Bformation System Contingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether a systemrisased BIA is required.llA/A information systems are
required to complete an ISCP and the systdrased BIA is the foundation to determine
information system contingency planning requirements and priorities, therefore, the
L{h 2NJ aeadasSy aidSél NR oreduied ta $lodsl tha systemd { £
based BIA to eMASS

2. The ISO, ISCP Coordinator, or system steward develops or revises the gysteth8IA
using the applicable standards and guidelines found orkihewledge Service
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3. Once completed and tested, the 1ISO or system steward uploads the signed systems
based BIA to eMASS by going to System > Details > FISMA. After uploading the BIA to
the FISMA tab, it needs to be assocthte the following controls: CPand CF.
tfSFrasS aStSOd (GKS /FGS32NE +a aG.daAySaa
tab, it can be managed (e.g., newer versions) within the Artifacts tab by clicking the
Artifact Name. The security documenitthin the FISMA tab should not be deleted or
the security document and the history will be deleted

4. Once the systembased BIA has been uploaded to the FISMA tab, the ISO or system
steward must ensure that all documents are appropriately associated dsres to the
relevant security controls and CCls, including2@rRd CF/. To verify, go to the Artifacts
tab, type the Artifact Name in the Search box, click on the Artifact Name, associated
controls are listed in the Artifact Details section. If secuwrdgtrols are not listed, click
Edit Artifact to add in more security controls or CCls. Refer to the eMASS
Implementation Guide for additional details

Continuous Monitoring

The systemdbased BIA must be reviewed and updated on an annual basis or when a
significant/major change to the system occurs

4.5.1.4nformation System Contingency Plan (ISCP)

Contingency planning refers to interim measures to recover information system services after a
disruption. Interim measures may include relocation of information systems and service to an
alternate site. Plans are based upon current boundaries establishéte Office of

Information Security@IS. Each yeaEach year the OIS Information System Business Continuity
Office (OIS ISB@)Il monitor systems to make sure they maintain the annual review
requirements ISCP guidance is provided below.

Roles and Rgmonsibilities

1 OIS ISBS the Office of Primary Responsibility (OPRpfa@rsight ofplanning and
testing ofISCPs

1 The ISO or system steward works with the assig8&P Coordinatdo create or revise
the ISCPAN ISCP template can be found on feowledge Servigegage

Standards / Guidelines

1 NIST Special Publication 830 Rev. X, Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8688 (CR2 Contingency Plan)

1 VA Handbook 6500

1 VA Handbook 6500.8 Information System Contingency Planning

Completion Steps
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1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an ISCP is requirédl. VA information syems are required to
O2YLX SGS Fy L{/tZ UGKSNBFT2NB:> (GKS L{h 2N ae
required to upload the ISCP to eMASS
2. The ISQISCP Coordinatasr system steward develops or revises the ISCP using the
applicable standards ahguidelinedound on theKnowledge Service
3. Once completed and tested, the ISO or system steward uploads the signed ISCP to
eMASS by going to System > DetailsSMA. By uploading the security document to the
FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it
tocontrolst f SaS aSt SOG GKS [/ I (O8c8 api@dedtaithed / 2y G A Y.
FISMA tab, it can be managed (e.g., newgrsions) within the Artifacts tab by clicking
the Artifact Name. The security document within the FISMA tab should not be deleted
or the security document and the history will be deleted.
4. Once the ISCP has been uploaded to the FISMA tab, the 1SOeon sysivard must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CClscluding CR2 and CF. To verify, go to the Artifacts tab,
type the Artifact Name in the Search box, click onAlngfact Name, associated controls
are listed in the Artifact Details section. If security controls are not listed, click Edit
Artifact to add in more security controls or C&sfer to theeMASS Implementation
Guidefor additional details.

Continuous Monitoring Requirement

The ISCP must be tested and updated on an annual basis or when a significant/major change in
the system occurs.

4.5.1.5Interconnection Security Agreemt (ISA)/Memorandum of
Understanding (MOU)

Before an external connection is established with the VA, a Memorandum of Understanding
(MOU)/Interconnection Security Agreement (ISA) is required to authorize a connection
between information systems that do nehare the same Authorizing Official. An ISA/MOU
must be provided for all external interconnections.

Roles and Responsibilities

1 The ISO, in coordination with the entities identified in NIST SRI30@ill complete the
ISA/MOU.

A VA review team wilissess the documents against a checklist for quality and content.
The reviewer will work with the ISSO to ensure no documentation deficiencies and
notify the ISSO when the document is ready for signatures.

The ISSO will obtain the appropriate signatures.

The ISSO will upload the document to the Enterprise Document SharePoint and to the
Artifacts tab within eMASS. The ISO or system steward should ensure the correct
Artifact Category and Type are selected when uploading to the Artifacts tab.
Standards / Guidlines

= =

= =
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1 NIST SP 8007
1 VA Handbook 6500

Completion Steps

1. The ISO, in coordination with the entities identified in NIST SR80@ill complete the
MOU/ISA using the latest template provided @tOU ISA Templaie
2. 1SSO will upload all final draft MOU/ISA documents toMilagJ ISA Document Portal
a. The MOUV/ISA Intake Portal User Guide is located ovibé) ISA Document
Portal
3. The OIT OIS ISRM ECSD MOU ISA Team will assess the documents for quality, content,
and security.
4. The Enterprise Cybersecurity Support Division (ECSD) reviewer(s) and the ISS@® will wo
collaboratively with the ISO/COR to correct deficiencies found in the documentation.
5. Once all deficiencies have been corrected and accepted, the ECSD reviewer will notify
the ISSO via email that the document is ready for signatures.
6. The ISSO will roatthe document for signatures.
7. Upon receipt of the completed and signed MOU/ISA document, the ISSO will upload the
document using thé&ublish a Signed Documedaature on theMOU ISA Document
Portal
8. The finalized documents with signatures #irked to the appropriate security controls
(CA3, SA9) and uploaded to thértifacts tab within eMASS.

Continuous Monitoring Requirement

The MOU/ISA Annual Review Sheet must be completed annually based on the date of the last
signature on the MOU/ISA. If there is a significant change that impacts the architecture as
documented, please contact thelT OIS ISRM ECSD MOU ISA.Team

4.5.1.6Privacy Threshold Analysis (PTA)/Privacy Impact Assessment (PIA)
All ISOs or system stewards must work with the VA Privacy Services Office to complete a PTA
for each system. During RMF Step 1 within eMASSISD or system steward will be prompted

to indicate whether a PTA/PIA is required. If yes, then the ISO or system steward will be
required to upload the PTA/PIA to the Artifacts tab within eMASS.

Privacy Threshold Analysis (PTA)
Roles and Responsibilities

1 The ISO, Privacy Officer, ISSO, and Business Owner must work together to submit a PTA,
which is reviewed by the Privacy Services Office.

The PTA requires the Privacy Officer, ISO, and ISSO to sign and date the PTA.

If the PTA determined a PIA is requiréhen see the below PIA section to complete the

PIA.

1
1
Completion Steps
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1. The PTA template and the PTA completion process can be foutrdzaty Compliance
PTA

2. Once completed, the ISO or system stesvaploads the signed PTA to eMASS by going
to System > Details > FISMA. By uploading the security document to the FISMA tab,
eMASS will automatically add the document to the Artifacts tab and map it to controls.
Once uploaded to the FISMA tab, it can banaged (e.g., newer versions) within the
Artifacts tab by clicking the Artifact Name. The security document within the FISMA tab
should not be deleted or the security document and the history will be deleted.

3. Once the PTA has been uploaded to the FISMAthebISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more setucontrols or CCls. Refer to te@ASS
Implementation Guiddor additional details.
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Privacy Impact Assessment (PIA)

If a PIA is required as an outcome of the PTA analysis by the Privacy Services Office, a PIA must
be completed.

Roles and Responsibilities

T

l

The PIA must be submitted to the Privacy Services Office by the Privacy Officer with
input from the ISO, ISSO, anayaother relevant stakeholders. Additional comments

from the PIA support analysts, if any, must also be incorporated.

The ISO must answer questions related to the PIA in the FISMA tab within eMASS
(System > Details > FISMA). Since the Privacy Compliastdgo2ed within eMASS can
provide reports on these metrics across all systems, the PIA questions must be kept up
to date.

The PIA requires the Privacy Officer, ISO, and ISSO to sign and date the PIA.

Standards / Guidelines

= =4 4 -4 A8 9

l

E-Government Act of 2002

OMB Ciralar 0322

VA Directive 6502

VA Directive 6508

VA Handbook 6508.1

NIST SP 8emB (AR2 Privacy Impact, Risk Assessment)
VA Handbook 6500

Completion Steps

1.

2.

=

The PIA template and the PIA completion process can be fourdwetcy Compliance

PIA

Once the PIA is verified as completed by Privacy Serviessbreit the PIA as a PDF file
with the required signatures t&1A SupportAdditionally, the ISO or system steward
uploads the signed PIA to eMASS by going to System > Details > FISMA. By uploading the
security document to the FISMA tab, eMASS will automatically add the document to the
Artifacts tab and map it to controls. Oncplaaded to the FISMA tab, it can be managed
(e.g., newer versions) within the Artifacts tab by clicking the Artifact Name. The security
document within the FISMA tab should not be deleted or the security document and the
history will be deleted.

Once the A has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then dck Edit Artifact to add in more security controls or CCls. Refer tetheSS
Implementation Guiddor additional details.

Note: Additional guidance for completn of the PIA/PTA can be provided by the
Privacy Services Office. Any questions may be sehtAdsupport
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Continuous Monitoring Requirement

A PTA must be completed annually. A PIA is valid for 3 yearsalbachange to the system
occurs, then a new PTA/PIA must be completed.

4.5.1.7Risk Assessment Report (RAR)

The RAR identifies, estimates, and prioritizes risk involved with organization operations. The
RAR is generated within eMASS and utilizes the detailsdqad on control risk, the 40 threats,
and any ongoing or risk accepted POA&M items.

Roles and Responsibilities

1 The ISO, system steward, and ISSO are responsible for ensuring POA&M items within
eMASS are property created and updated.

1 The 40 threatsnust be reviewed by the ISO, system steward, and ISSO.

1 The ISSO validates information added by the ISO or system steward within eMASS.

Standards / Guidelines

1 NIST SP 8680
1 NIST SP 8eBB (RA3 Risk Assessment)
1 VA Handbook 6500

Completion Steps

1. The ISO and ISSO should complete the Risk Assessment tab within their system.

2. All noncompliant Controls should be addressed for their risk plus any of the 40 threats
that are applicable.

3. By default, the Risk Assessment tab will only show-@ompliant @Gntrols, but the view
can be changed using the Filter.

4. The RAR will be included in the snapshot packages created in eMASS. Alternatively, the
RAR can be generated by going to the Reports tab within eMASS.

Continuous Monitoring

The RA must be updated on annual basis or when a significant/major change in the system
occurs.

4.5.1.8System Security Plan (SSP)

Roles and Responsibilities

1 The ISO or system steward completes the assessments in eMASS and develops POA&M
items and responses.

1 The ISSO validates informatiadded by the ISO or system steward in eMASS.
Standards / Guidelines

1 NIST SP 8618,
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1 NIST SP 8e8B (PL2 System Security Plan)
1 VA Handbook 6500

Completion Steps

1. The SSP is developed within eMASS.
2. All required diagrams and confirmation of teecurity authorization boundary, to
include all devices and supporting software architecture, should be added to eMASS in
the appropriate locations.
3. The system steward should upload the CCI export to the Artifacts tab within eMASS to
be considered an appeiix of the SSP. Refer to te®ASS Implementation Guidier
additional details.
The ISO and ISSO validates information added by the system steward in eMASS.
The SB will be included in the snapshot packages created in eMASS. Alternatively, the
SSP can be generated by going to the Reports tab within eMASS.

o s

Continuous Monitoring

The SSP must be updated annually or when a significant/major change to the system occurs.

4.5.1.9Customer Responsibility Matrix/ Control Implementation Summary

(CRM/CIS)
The CRM/CIS is determined by the CSP and validated by FedRAMP. It identifies and describes
agency responsibilities.

Roles and Responsibilities

1 The ISO or system steward provides iempéntation details for all controls and control
enhancements identified as customer agency responsibility.
1 The ISSO validates information added by the ISO or system steward in eMASS.

Standards / Guidelines

M NIST SP 8e83
1 VA Handbook 6500

Continuous Monitaing Requirement

1 Coordinate with the CSP to update the CRM/CIS when a significant/major change to the
system occurs.

4.5.1.10 Application Threat Modeling

Application Threat Modeling is a security documentation activity that is conducted before
source code is wridn for customdeveloped applications (for entire applications, or e.g., a
library, a micreservice, or any application that it has been determined to independently scan
and manage the vulnerability data for). Application Threat Modeling may also be ceaduct
before COTS and SaaS applications are deployed or allowed to operate at the direction of OIS
and/or CSOC. The goal of threat modeling is to determine where and what type of security
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controls need to be implemented in source code (or provided by an\ifagmment) for
customdeveloped applications. The goal for COTS and SaaS applications is to determine what
product or service security configuration is needed (or provided by an IT environment).

Note: Application Threat Modeling is a manwicumentation activity where the
results are periodically updated, at a minimum annually, to maintain them.

Application Threat Modeling guidance is provided below:

1 Customdeveloped applications (the entire application, or e.g. a library, a Rservice,
or any component that it has been determined to independently scan and manage the
vulnerability data for), or instances of COTS and SaaS at the direction of OIS and/or
CSOC, is analyzed by VA application developers using the freléwaosoft Threat
Modeling Tookoftware.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the Application Threat Model.

91 This requirement is not applicable to VistAst®ms.

Completion Steps

1. Obtain the freeware Microsoft software froiicrosoft Security Development Lifecycle
website Install and configure the Threat Modeling Tooyaur local environment.

2. Manually draw whiteboardike diagrams using the Microsoft Threat Modeling Tool and
audit potential threats generated by the tool.

3. Generate a report using the Threat Modeling Tool to use as the security documentation
for this actvity.

After the analysis has been completed, the ISSO, ISO, or System Steward uploads the
Application Threat Model to eMASS as part of the authorization package and creates a POA&M
item (if needed) for each Application Threat Model (ia@nually). A remediation plan for any
unmitigated findings should be included in the authorization package.

Continuous Monitoring

The Application Threat Model must be updated oreamual basisand/or when a significant
change in the system or a major chggmin the application architecture occurs.

using the Microsoft Threat Modeling Tool can be found on OIT Teams. There |

? Note: Additional guidance for developing and analyzing application threat mod
0 OIS Software Assurance support sitdeams.

4.5.2 Technical Scans/Testing Requirements

Findings identified in each technical/testing requirement, also referred to as a technical scan,
should be mitigated from the initial detection date within the remediation timeframe specified
in the Knowledge Service (i.e.), Critic80 days; Higlg 60 days; Moderateg 90 days; Low
determined by the ISO; EmergenASAP. As outlined in BOD@®, Internet accessible systems
require mitigation of Critical findings within 15 days and High findings within 30 days of the
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initial detection date. A single P@A item should be created in eMASS for each of the

applicable scans to track the remediation progress. Every completed scan requires a POA&M
item. For example, a new Nessus scan POA&M item must be created every month for each new
scan. In addition, a deted remediation strategy with expected remediation date and status of
each vulnerability should be uploaded to the Artifacts tab within eMASS for each of the
applicable scans.

4.5.2.1Application Security Testing

Application Security Testing is conducted during development and maintenance systems
RSOSt2LIYSyd tAFS Oeo0fsS LKIAaASa (2 AYLWNRYS GKS
developed software components to defend themselves against attacks. Applicatiant$e

Testing is also conducted to effectively certify pipelines as part of the software factory life cycle

to increase the level of confidence in security testing automation that is relied on for

automated deliveries and releases.

Successful completioof Application Security Testing is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone through the process.

Application Security Testing guidance is provided below:

1 CQustomdeveloped application source code (the entire application, or e.g., a library, a
micro-service, or any scannable block of code that it has been determined to
independently scan and manage the vulnerability data for) is scanned by VA application
devebpers using the Oll&ensedMicro Focus Fortify Static Code Analyzer (SCA)
software.

1 Final developer performed Fortify scans and mitigations for security issues in production
source code are Vigated by OIS Software Assurance for correctness and completeness.

1 Successful completion of Application Security Testing is a prerequisite to Penetration
Testing.

1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMAS for the results of each Application Security Testing attempt for the period
of time automated deliveries and releases are allowed. Multiple attempts are usually
required to successfully complete the activity.

1 This requirement is not applicable to Visystems

The results of OIS Software Assurance Application Security Testing Validation attempts are
returned to VA application developers. A notification email is provided by OIS Software

l 3adz2NF yOS FYR | t5C NBLR2NI AatcedsIDI® dwarell 2 G KS |
Assurance share. If a failing verdict is returned, the indicated rework must be performed, and
another validation attempt must be made. The results of OIS Software Assurance Application
Security Testing Validation are also uploadednrmatomated fashion to eMASS shortly after
completion. A notification email is provided by OIS ISRM GRC Scans after this occurs.

To locate application scan result findings in eMASS:
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1 Go tohttps://va.emass.apps.m# [your system] > Assets > Findings > Applications
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Note: Field staff shoulehot delete any results, even when remediated. As finding
are remediated and subsequent scans are loaded to eMASS, remediated findi

% will roll off the totals shown on the above page. System owners are responsibl
creating at least one POA&M per scan to document remediation and mitigatiol
activities.

Completion Steps

1. Obtain the Oldicensed Fortify software from OIS Software Assurance. Install and
configure Fortify in your local build environments and also on your build server (if
applicable). Perform Fortify scans on source code locally and also on your build gerver (
applicable) as a scheduled build job.

2. Audit Fortify scan results and implement mitigations in source code as needed to ensure
that there are minimally no remaining critical or high severity findings, and that for
example the latest version of Fortifpfsware and rulepacks are being used.

3. Upload your submission package materials to your application's share (on the Intranet
only), if permissions need to be updated please email OISSwAServiceRequests@va.gov
with the ApplicationlD and VA address(es) neegliaccess.

4. Navigate to theYour IT Servicgeortal using your web browser, and fill out the
Application Security Support form as follows:

a. Inthe REQUESTOR INFORMATION section, in the Requested Feafeidps
your name

b. If applicable, update the autpopulated requestor information fields

c. Inthe REQUEST DETAILS section, in the Services Request field, select Application
Security Scan Validation

d. Inthe Application Name field, enter your application's ram

e. In the Application ID field, enter your application's VA Software Assurance
Program identifier

f.  Fill outthis PDF fornand attach it to the request using the Add attachments link

g. Fill out a text file named resubmissidxt that explains changes since any prior
submissions and attach it to the request using the Add attachments link

5. Click on the Submit button.

6. al 1S I y20S 2F @2dzNJ 6AO01S0Qa NXBljdzSad ydzyoe$s

After the request has been made, an OIS Software Assurance team member will follow up. You
can then view this ticket, or any of your open tickets, throughtler IT Servicqzortal.

After a passing verdict hdeen achieved, the ISSO, ISO, or System Steward uploads the
validation report to eMASS as part of the authorization package and creates a POA&M item (if
needed). A remediation plan for any unmitigated findings should be included in the
authorization packag.
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Note: In the event the application cannot be scanned due to technical issues, ¢
another extenuating circumstance including those that are-texhnical, the

% explanation will need to be documented and uploaded to eMASS as part of th
Status of Requirmentswithin that authorization package.

Warning:Upon successful completion of Application Security Testing, security
testing results for subsequent automated deliveries and releases must be very

% carefully monitored locally for changes. There musbbéd failure criteria for
Fortify scans to ensure that the Fortify integration and associated workflows th
were certified are being maintained during software factory operation.

Continuous Monitoring

Successful completion of the softwasesurance validation of developperformed scans is
additionally required as follows:

1 Successful Application Security Testing completion is required after the initial
production release, automated production delivery, or release on calehdaed
intervals, at a minimum annually, and at ISSO direction (which may include additional
criteria that affects timing) to effectively certify software factory operation (if
applicable).

1 Application Security Testing is also required when requested by OIS and/or CSOC.

for potential vulnerabilities using the QliSensed Fortify tool can be found on OI

? Note: Additional guidance for scanning custataveloped application source codt
'Q' Teams. There is an OIS Software Assuranpgort sitein Teams.

4.5.2.2Software Composition Analysis

Software Composition Analysis is contid during development and maintenance systems
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developed software components to defend themselves against attacks. Software Composition
Analysis focuses on supply amaisk management for custoweveloped VA applications.

Software Composition Analysis is performed by analyzing underlying libraries and frameworks

for potential vulnerabilities as an additional activity during Application Security Testing.

Successful copietion of Software Composition Analysis is required for all initial production
releases OR upon discovery that the application has already been deployed to production and
has not gone through the process. While Software Composition Analysis is perfosraed a
additional activity during Application Security Testing, separate pass/fail verdicts are returned.

Software Composition Analysis guidance is provided below:

1 Libraries and frameworks that use custataveloped applications (e.g., the entire
application, a library, a micrservice, or any scannable block of code that it has been
determined to independently scan and manage the vulnerability data) require Software
Composition Analysis by OIS Software Assurance as additional activity duriregudgpli
Security Testing.
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1 The ISO or system steward creates one POA&M item and a response in the POA&M tab
within eMASS for the results of each Software Composition Analysis attempt for the
period of time automated deliveries and releases are allowed. hlelattempts are
usually required to successfully complete the activity.

1 This requirement is only applicable to custal®aveloped applications that are written in
the following programming languages:

o .NET Framework

.NET Core

ASP.NET

C#

C/C++

Classic ASP ¢hiVBScript)

Go

Java (including Android)

JavaScript

JSP

Kotlin

ObjectiveC/C++

PHP

Python

Ruby

Swift

Visual Basic (VB.NET)

Visual Basic

O 00000000000 O0OO0OO0oOOo

o

The results of OIS Software Assurance Software Composition Analysis attempts are returned to
VA application developer# notification email is provided by OIS Software Assurance and a
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failing verdict is returned, the indicated rework must be performed, and another attempt must
be made by making another Application Security Testing request.

Completion Steps

1 Software Composition Analysis scans are performed by OIS Software Assurance when
Application Security Testing validations are requested.

1 Please see the completion steps for Application Security Testing. There are no additional
procedures to request Softwa Composition Analysis scans.

After a passing verdict has been achieved, the ISSO, ISO, or System Steward uploads the scan
report to the Artifacts tab within eMASS as part of the authorization package and creates a
POA&M item (if needed). A remediatioraplfor any unmitigated findings should be included in

the authorization package. The latest progress should be added to the Status of Requirements.
L¥ GKS a0ty Aa y20 LI AOIofSY GKSy ftAad sKe
to uploading to the Artifacts tab within eMASS.
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Warning:Upon successful completion of Software Composition Analysis, the
environments, libraries, and frameworks must be very carefully monitored for

o. changes. Software Composition Analysis tools, such as OWA8RIBegy Check,
are strongly recommended to be integrated into pipelines.

Continuous Monitoring

Successful completion of OIS Software Assurance scans of libraries and frameworks is
additionally required as follows:

1 Successful Software Composition Analgsisipletion is required after the initial
production release, automated production delivery, or release on calehdaed
intervals, at a minimum annually, and at ISSO direction (which may include additional
criteria that affects timing) to effectively cdfiy software factory operation (if
applicable).

1 Software Composition Analysis is also required when requested by OIS and/or CSOC.

? Note: Additional guidance for Software Composition Analysis can be found on
'o teams. There is an OIS Software Assurangsort sitein Teams.

4.5.2.3Control Review

To support compliance with VA policy and Federal requirements, VA systems will be selected to
undergo an RMF Step 4 Assessment, whereby an Office of Information Security Risk
Management (ISRM) team will review control implementation details and suppatiitgnce

in eMASS during the RMF Step 4 Control Assessment workflow.

The purpose of RMF Step 4 is to determine the extent to which security requirements are
implemented correctly, operating as intended, and producing the desired outcome prior to
Authority to Operate (ATO) review and determination.
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implementation details against the supporting artifacts within eMASS to validate and determine
compliance with VAolicies and guidance. The review team will be targeting asstlof the

top findings found in the Office of Inspector General (OIG) audits from the past fiscal year
audits, but may be adjusted as time progresses.

Completion Steps

1. Completely and accuratgbrogress through RMF Steps 3.
a. Utilize theKnowledge Service (KS) Security Controls Explorerf@8CE)
Implementation Guidance for required security controls.
b. Ensure that all requirements are followed from thethorization Requirements
for eMASS SOP
c. Confirm stepoutlined in theeMASS Implementation User Guiklave been
followed.
2. Enter seHassessment test results against all the APs assigned to Security Control.
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3. Ensure all applicable controls have implementation statements, as well as associated
evidence documented.

4. Notify assiged Authorizing Official Designated Representative (AODR) to initiate RMF
Step 4.
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workflow and conduct a bulk release of the identified controls that will be receiving a
reviewno later than 70 days prior to ATD

To bulk release controls ensure to follow the below steps:
1. Controls>Bulk Processing
2. Submit for Review
3. Select controls identified via email communications for review
4. Submit for Review

Workflow Timeline Requiremerd and Additional Details

1 System Steward/Information System Owner requests AODR to initiate RMF Step 4 and
advances/releases controls to Control Assesgplater than (NLT) 70 days prior to ATD
and/or scheduled Control Review.

1 Control Review is finished thin 15 days, results uploaded to the Artifacts tab within
eMASS and a notice is sent to system stakeholders closing out RMF Step 4. During this
stage, stakeholders will be unable to make updates to their entities Controls and CClIs.

1 RMF Step 5 is initiated
o Final POA&Ms are created from the Control Review report
0 RMF Step 5.1 has a total of no more than 10 days for completion

System is required to be to RMF Step 5.3, Risk Review (RR), NLT 45 days prior to ATD

Communications will be sent to systestakeholders:

0 90-100 days before the system ATO expiration date to notify system of
upcoming Authorization Termination Date (ATD) reminding of requirements.

oT 51@&a LINA2N (2 (GKS adeaidsSyQa dzZuO2YAy3d w
will be sent out for tle system to complete RMF Step8 And proceed to RMF
Step 4.
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1 To avoid norcompliant results, please be sure to provide:

o Evidence that is current and contains a timestamp

o Eviderte that directly addresses the control objective(s)

o Artifacts at the CClI level and not at the parent control level

o Details when uploading artifacts (i.e., page numbers) to direct the assessor to
the exact verbiage to satisfy the control

= =

Continuous Monitorng Requirement

As outlined above, once the Control Review is complete, POA&Ms are created in RMF Step 5.1
for the Control Review findings. These POA&Ms should be created and updated as outlined in
the POA&M Management Guide.
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Note: Questions regarding RMStep 4 Assessment should be directed to:
VAOISControlReviewTeam@va.gov

4.6 Facility

Facility authorizations describe the local processes that differ from enterprise standards,
including security control requirements provided by Contingency Planning, Incident Response,
Maintenance, Media Protection, Physical and Environmental ProtectimhSgstem and
Information Integrity. Facility authorization boundaries include IT Hardware (i.e., servers,
printers, scanners, peripheral devices, desktop computer systems) and any operating systems
(OS) software specific to the facility. Please refezdotion 3.3 for Security Boundary Guidance

Facilities may choose to inherit common control providers from the VA T1SOR, VA Enterprise
SOR (VA ENTSOR), or VA Area SOR. Refgretodix D Common Control Providers/System of
Record (SOR9r complete details to help determine if the VA T1SOR, VA ENTSOR, or VA Area
SOR is applicable.

4.6.1 Security Documentation

4.6.1.1Configuration Management Plan (CMP)

The Cofiguration Management Plan (CMP) identifies configuration management roles and
responsibilities, resources, and processes to ensure any changes are evaluated and approved
before implementation. CMP guidance is provided below.

As part of the normal configation/change management of an information system, change
requests are entered into the authorized VA ITSM change control system,| T Servicefor
review, approval, and implementation by the appropriate VA Q@gjaizations or service
providers.

Roles and Responsibilities

The Facility team should use the CMP template provided by the field organization. The ISO,
system steward, or designee should work with the ISSO to complete the CMP.

Standards / Guidelines

NIST SP 8etr8

NIST SP 8emB (CM9 Configuration Management Plan)

VA Handbook 6500

The CMP should include processes for managing configuration and change
management.

The CMP should include infrastructure servers that support the system.

The CMP shoula¢lude a current configuration baseline detailing hardware and
software associated with the system. Network devices do not apply.

1
T
T
1
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Completion Steps
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1. The ISO, system steward, or designee works with the ISSO to complete the CMP.
2. Once the CMP is complete, tieO, system steward, or designee uploads the CMP to
the Artifacts tab in eMASS, and links to the appropriate security controlQ)Cfvt the

Configuration Management Plan.

Continuous Monitoring Requirement

The CMP must be updated on an annual basis or veh&ignificant/major change occurs.

4.6.1.2Disaster Recovery Plan (DRP)

Disaster Recovery planning refers to measures to recover information system services to an
alternate location after a disruption. Plans are based upon current boundaries established by
the Office of Information Securitydlg. Each yeathe OIS Information System Business

Continuity Office (OIS ISBC) will monitor systems to make sure they maintain the annual review
requirements DRP guidance is provided below.

Roles andResponsibilities

1 OIS ISBIS the Office of Primary Responsibility (OPRpfa@rsight ofplanning and
testing ofsystem level DRPs

1 The ISO or system steward works with the assigned 888ORP Directdo create or
revise the DRFA DRP template can beund on theKnowledge Servigeage

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8688 (CP2 Contingency Plan)

1 VA Handbook 6500

1 VA Handbook 6500.8 Informati@ystemContingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an DRP is requirdtlyes, then the ISO or system steward will be
required to upload the DRP to eMA&slidance on when a DRP is required can be
found in the VA Handbook 6500.8.

2. The ISODRP Directoqr system steward develops or revises the DRP using the
applicable standats and guidelineund on theKnowledge Service

3. Once completed and tested, the 1ISO or system steward uploads the signed DRP to
eMASS by going to System > DetaiSMA. By uploading the security document to the
FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it

tocontrolst £ S 4SS aSt SO0 GKS /I &S 3cGhéekplodadedta 5A &l & G

the FISMA tab, it can be managedg., newer versions) within the Artifacts tab by
clicking the Artifact Name. The security document within the FISMA tab should not be
deleted or the security document and the history will be deleted.
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4. Once the DRP has been uploaded to the FISMA tab, @herSystem steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CClscluding CR2 and CF7. To verify, go to the Artifacts tab, type
the Artifact Name in the Search box, click on thefAetiName, associated controls are listed in
the Artifact Details section. If security controls are not listed, click Edit Artifact to add in more
security controls or CCIRefer to theeMASS Implementation Guider additional details.

Continuous Monitoring Requirement

TheDRP must be tested and updated on an annual basis or when a significantdhange
occurs.

4.6.1.3Incident Response Plan (IRP)

An IRP is necessary for rapidly detecting incidents, minimizing loss and destruction, mitigating
weaknesses that were exploited, and restoring computing services. IRP guidance is provided
below.

Roles andResponsibilities

1 Facilities are responsible for completing the IRP. Systems should upload the facility IRP
with the system name added to the title page to indicate the system utilizes the facility
IRP.

1 The ISO, system steward, or designee works with tsgyasd ISSO to create or revise
the IRP.

1 Each site is responsible for developing local level procedures incorporatis oL
area of responsibility.

1 A template for the IRP can be found on the Enterprise Security Operations (ESO)
document library

Standads / Guidelines

1 NIST SP 8681
1 NIST SP 8e®B (IR8 Incident Response Plan)
1 VA Handbook 6500

Completion Steps

1. During RMF Step 1 within eMASS, the ISO, system steward, or designee will be
prompted to indicate whether an IRP is required. If yes, then tle $gstem steward,
or designee will be required to upload the IRP to eMASS.
2. The System Owner or delegate develops or revises the IRP using the applicable
standards and guidelines.
3. Once completed and tested, the 1ISO, system steward, or designee uploasigried
IRP to eMASS by going to System > Details > FISMA. By uploading the security document
to the FISMA tab, eMASS will automatically add the document to the Artifacts tab and
map it to controls. Once uploaded to the FISMA tab, it can be managed @agr n
versions) within the Artifacts tab by clicking the Artifact Name. The security document
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within the FISMA tab should not be deleted or the security document and the history
will be deleted.

4. Once the IRP has been uploaded to the FISMA tab, the ISEmsstetward, or designee
must ensure that all documents are appropriately associated as evidence to the relevant
security controls and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more secudbntrols or CCls. Refer to te®1ASS
Implementation Guiddor additional details.

Continuous Monitoring

The IRP must be tested and updated annually or when &isigmt/major change occurs.

4.6.1.4System®Based Business Impact Analysis (BIA)

Systemsbased BIAs characterize the impacts and consequences of a disruption to an
information system, supported mission / business processesjrdartiependencies. They are

used as the foundation to determine information system contingency planning requirements
and priorities. BlAs are based upon current boundaries established by the Office of Information
Security (OIS). Each year the OIS Infolona®ystem Business Continuity Office (OIS ISBC) will
monitor systems to make sure they maintain the annual review requirements. BIA guidance is
provided below

Roles and Responsibilities

1 OIS ISBC is the Office of Primary Responsibility (OPR) for ovefgifginning guidance
for systemsbased BIAs

1 The ISO or system steward works with the assigned ISCP Coordinator to create or revise
the systemsbased BIA. A systerisised BIA template can be found on thkeowledge
Servicepage

Standards / Guidelines

1 NIST Special Publication 888 Rev. X Contingency Planning Guide for Federal
Information Systems

1 NIST SP 8688 (CR2 ContingencyPlan)

1 VA Handbook 6500

1 VA Handbok 6500.8Information System Contingency Planning

Completion Steps

1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether a systemisased BIA is required. All VA information systems are
required to complete an ISGAd the systemdbased BIA is the foundation to determine
information system contingency planning requirements and priorities, therefore, the
L{h 2NJ aeadasSy aidSéFNR gAafft aStSO0 a,-9{¢ Iy
based BIA to eMASS
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2. The 1®, ISCP Coordinator, or system steward develops or revises the s\seatBIA
using the applicable standards and guidelines found orkihewledge Service

3. Oncecompleted and tested, the ISO or system steward uploads the signed systems
based BIA to eMASS by going to System > Details > FISMA. After uploading the BIA to
the FISMA tab, it needs to be associated to the following controls2 & CFr.
Pleaseseldt G KS /I 0S32NR | a G.dzaAaySaa LYLI OG !yl
tab, it can be managed (e.g., newer versions) within the Artifacts tab by clicking the
Artifact Name. The security document within the FISMA tab should not be deleted or
the securitydocument and the history will be deleted

4. Once the systembased BIA has been uploaded to the FISMA tab, the ISO or system
steward must ensure that all documents are appropriately associated as evidence to the
relevant security controls and Cdis;luding CR2 and CF/. To verify, go to the Artifacts
tab, type the Artifact Name in the Search box, click on the Artifact Name, associated
controls are listed in the Artifact Details section. If security controls are not listed, click
Edit Artifact to @d in more security controls or CCls. Refer to the eMASS
Implementation Guide for additional details

Continuous Monitoring

The systemdbased BIA must be reviewed and updated on an annual basis or when a
significant/major change to the system occurs

4.6.1.9nformation System Contingency Plan (ISCP)

Contingency planning refers to interim measures to recover information system services after a
disruption. Interim measures may include relocation of information systems and service to an
alternate site. Plans arbased upon current boundaries establishedty Office of

Information Security@IS. Each yeaEach year the OIS Information System Business Continuity
Office (OIS ISB@)Il monitor systems to make sure they maintain the annual review
requirements ISCP guidance is provided below.

Roles and Responsibilities

1 OIS ISBS the Office of Primary Responsibility (OPRpfarsight ofplanning and
testing ofISCPs

1 The ISO or system steward works with the assig8&P Coordinatdo create or revise
the ISCPAN ISCP template can be found on #eowledge Servigaage

Standards / Guidelines

9 NIST Special Publication 888 Rev. X Contingency Planning Guide for Fealer
Information Systems

1 NIST SP 8688 (CP2 Contingency Plan)

1 VA Handbook 6500

1 VA Handbook 6500.8 Information System Contingency Planning

Completion Steps
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1. During RMF Step 1 within eMASS, the ISO or system steward will be prompted to
indicate whether an ISP is requiredAll VA information systems are required to
O2YLX SGS Fy L{/tZ UGKSNBFT2NB:> (GKS L{h 2N ae
required to upload the ISCP to eMASS

2. The ISQISCP Coordinatasr system steward develops or revises the ISCP using the
applicable standards and guidelinfesind on theKnowledge Service

3. Once completed and tested, the 1ISOsgstem steward uploads the signed ISCP to
eMASS by going to System > Details > FISMA. By uploading the security document to the
FISMA tab, eMASS will automatically add the document to the Artifacts tab and map it
to controls.Please select the Category@g 2 y U A y 3 yidd aploadéd-toyttie d
FISMA tab, it can be managed (e.g., newer versions) within the Artifacts tab by clicking
the Artifact Name. The security document within the FISMA tab should not be deleted
or the security document and the historyililbe deleted.

4. Once the ISCP has been uploaded to the FISMA tab, the ISO or system steward must
ensure that all documents are appropriately associated as evidence to the relevant
security controls and CClscluding CR2 and CF. To verify, go to the Aifacts tab,
type the Artifact Name in the Search box, click on the Artifact Name, associated controls
are listed in the Artifact Details section. If security controls are not listed, click Edit
Artifact to add in more security controls or C&sfer to he eMASS Implementation
Guidefor additional details.

Continuous Monitoring Requirement

The ISCP must be tested and updated on an annual basis or vangmfecant/major change in
the system occurs.

4.6.1.6Interconnection Security Agreement (ISA)/Memorandum of
Understanding (MOU)

Before an external connection is established with the VA, a Memorandum of Understanding
(MOU)/Interconnection Security Agreement (JS\required to authorize a connection
between information systems that do not share the same Authorizing Official. An ISA/MOU
must be provided for all external interconnections.

Roles and Responsibilities

1 The ISO, in coordination with the entities idiéied in NIST SP 88%r, will complete the
ISA/MOU.

A VA review team will assess the documents against a checklist for quality and content.
The reviewer will work with the ISSO to ensure no documentation deficiencies and
notify the ISSO when the documestready for signatures.

The ISSO will obtain the appropriate signatures.

The ISSO will upload the document to the Enterprise Document SharePoint and to the
Artifacts tab within eMASS. The ISO, system steward, or designee should ensure the
correct Artifa¢ Category and Type are selected when uploading to the Artifacts tab.
Standards / Guidelines

= =4

= =
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1 NIST SP 8007
1 VA Handbook 6500

Completion Steps

1. The ISO, in coordination with the entities identified in NIST SR80@ill complete the
MOU/ISA using thiatest template provided atviOU ISA Templaie
2. 1SSO will upload all final draft®U/ISA documents to thglOU ISA Document Portal
a. The MOUV/ISA Intake Portal User Guide is located ovibé) ISA Document
Portal
3. The OIT OIS ISRM ECSD MOU ISA Team will assess the documents for quality, content,
and security.
4. The Enterprise Cybersecurity Support Division (ECSD) reviewer(s) and the ISSO will work
collaboratively with the ISO/COR to correct deficiencies found imtdoementation.
5. Once all deficiencies have been corrected and accepted, the ECSD reviewer will notify
the ISSO via email that the document is ready for signatures.
6. The ISSO will route the document for signatures.
7. Upon receipt of the completed and signed2/ISA document, the ISSO will upload the
document using thé&ublish a Signed Documedaature on theMOU ISA Document
Portal
8. The finalized documents with signatures #irked to the appropriate security controls
(CA3, SA9) and uploaded to the Artifacts tab within eMASS.

Continuous Monitoring Requirement

The MOU/ISA Annual Review Sheet must be completed annually based dat¢haf the last
signature on the MOU/ISA. If there is a significant change that impacts the agreement as
documented, please contact thelT OIS ISRM ECSD MOU ISA.Team

4.6.1.7Privacy Threshold AnalysiBT(A)/Privacy Impact Assessment (PIA)

ISOs, system stewards, or designees must work with the VA Privacy Services Office to complete
a PTA for each system. During RMF Step 1 within eMASS, the I1SO, system steward, or designee
will be prompted to indicate whiber a PTA/PIA is required. If yes, then the ISO, system

steward, or designee will be required to upload the PTA/PIA to the Artifacts tab within eMASS.

Privacy Threshold Analysis (PTA)
Roles and Responsibilities

1 The ISO, Privacy Officer, ISSO, and Busihessr must work together to submit a PTA,
which is reviewed by the Privacy Services Office.
The PTA requires the Privacy Officer, ISO, and ISSO to sign and date the PTA.

If the PTA determined a PIA is required, then see the below PIA section to cothglete
PIA.

1
1
Completion Steps
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1. The PTA template and the PTA completion process can be foutrdzaty Compliance
PTA

2. Once completed, the 1ISO, system steward, or designee uploads the signed PTA to
eMASS by going to System > Details > FISMA. By uploading the security document to the
FISMAab, eMASS will automatically add the document to the Artifacts tab and map it
to controls. Once uploaded to the FISMA tab, it can be managed (e.g., newer versions)
within the Artifacts tab by clicking the Artifact Name. The security document within the
FISMA tab should not be deleted or the security document and the history will be
deleted.

3. Once the PTA has been uploaded to the FISMA tab, the 1ISO, system steward, or
designee must ensure that all documents are appropriately associated as evidence to
the relevant security controls and CCls. To verify, go to the Artifacts tab, click on the
Artifact Name, and then click Edit Artifact to add in more security controls or CCls. Refer
to the eMASS Implementation Guider additional details.

Privacy Impact Assessment (PIA)

If a PIA is required as an outcome of the PTA analysis by the Privacy Services Office, a PIA must
be completed.

Roles and Responsibilities

1 The PIA must beubmitted to the Privacy Services Office by the Privacy Officer with
input from the ISO, ISSO, and any other relevant stakeholders. Additional comments
from the PIA support analysts, if any, must also be incorporated.
1 The ISO must answer questions relatedhe PIA in the FISMA tab within eMASS
(System > Details > FISMA). Since the Privacy Compliance Dashboard within eMASS can
provide reports on these metrics across all systems, the PIA questions must be kept up
to date.
1 The PIA requires the Privacy OdficlSO, and ISSO to sign and date the PIA.

Standards / Guidelines

E-Government Act of 2002

OMB Circular 022

VA Directive 6502

VA Directive 6508

VA Handbook 6508.1

NIST SP 8eBB (AR2 Privacy Impact, Risk Assessment)
VA Handbook 6500
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Completion Steps

1. The PIA template and the PIA completion process can be fouAdwatcy Compliance
PIA

2. Once the PIA is verified as completed by Privacy Servieesbreit the PIA as a PDF file
with the required sgnatures toPIA SupportAdditionally, the ISO, system steward, or
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designee uploads the signed PIA to eMASS by going to System > Details > FISMA. By
uploading the security document to the FISMA tab, eMASS will attoatly add the
document to the Artifacts tab and map it to controls. Once uploaded to the FISMA tab, it
can be managed (e.g., newer versions) within the Artifacts tab by clicking the Artifact
Name. The security document within the FISMA tab should natebeted or the

security document and the history will be deleted.

Once the PIA has been uploaded to the FISMA tab, the ISO, system steward, or designee
must ensure that all documents are appropriately associated as evidence to the relevant
security contrds and CCls. To verify, go to the Artifacts tab, click on the Artifact Name,
and then click Edit Artifact to add in more security controls or CCls. Refer 6dth&S
Implementation Guiddor additional details.

Note: Additional guidance for completion of the PIA/PTA can be provided by tr
Privacy Services Office. Any questions may be sentAdupport

Continuous Monitoring Requirement

A PTA must be completed annually. A BI¥alid for 3 years. If a major change to the system
occurs, then a new PTA/PIA must be completed.

4.6.1.8Risk Assessment Report (RAR)
The RAR identifies, estimates, and prioritizes risk involved with organization operations. The
RAR is generated within eMA&S utilizes the details provided on control risk, the 40 threats,
and any ongoing or risk accepted POA&M items.

Roles and Responsibilities

T

1
il

The ISO, system steward, or designee, and ISSO are responsible for ensuring POA&M
items within eMASS are propertyeated and updated.

The 40 threats must be reviewed by the 1ISO, system steward, or designee, and ISSO.
The ISSO validates information added by the ISO, system steward, or designee within
eMASS.

Standards / Guidelines

1
1
T

NIST SP 86B0
NIST SP 8emB (RA3 Risk Assessment)
VA Handbook 6500

Completion Steps

1.
2.

3.

The ISO and ISSO should complete the Risk Assessment tab within their system.

All noncompliant Controls should be addressed for their risk plus any of the 40 threats
that are applicable.

By default, theRisk Assessment tab will only show Noompliant Controls, but the view
can be changed using the Filter.
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4. The RAR will be included in the snapshot packages created in eMASS. Alternatively, the
RAR can be generated by going to the Reports tab within eMASS.

Continuous Monitoring

The RA must be updated on an annual basis or when a significant/major change in the system
occurs.
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4.6.1.9System Security Plan (SSP)

Roles and Responsibilities

1 The ISO, system steward, or designee completes the assessments in aWiASS
develops POA&M items and responses.

1 The ISSO validates information added by the ISO, system steward, or designee in
eMASS.

Standards / Guidelines

1 NIST SP 8e18,
1 NIST SP 8eBB (PL2 System Security Plan)
1 VA Handbook 6500

Completion Steps

1. The SSP isgeloped within eMASS.

2. All required diagrams and confirmation of the security authorization boundary, to
include all devices and supporting software architecture, should be added to eMASS in
the appropriate locations.

3. The system steward should upload t8€1 export to the Artifacts tab within eMASS to

be considered an appendix of the SSP. Refer te&SS Implementation Guidier

additional details.

The ISO an@&0 validates information added by the system steward in eMASS.

5. The SSP will be included in the snapshot packages created in eMASS. Alternatively, the
SSP can be generated by going to the Reports tab within eMASS.

»

Continuous Monitoring

The SSP must be ugdd annually or when a significant/major change to the system occurs.

4.6.2 Technical Scans/Testing Requirements

Findings identified in each technical/testing requirement, also referred to as a technical scan,
should be mitigated from the initial detection davathin the remediation timeframe specified

in the Knowledge Service (i.e.), Critic80 days; Higlq 60 days; Moderate 90 days; Lowg
determined by the ISO; EmergenASAP. As outlined in BOD-A®, Internet accessible systems
require mitigation of Gtical findings within 15 days and High findings within 30 days of the
initial detection date. A single POA&M item should be created in eMASS for each of the
applicable scans to track the remediation progress. Every completed scan requires a POA&M
item. Fo example, a new Nessus scan POA&M item must be created every month for each new
scan. In addition, a detailed remediation strategy with expected remediation date and status of
each vulnerability should be uploaded to the Artifacts tab within eMASS for @fate

applicable scans.

4.6.2.1 Nessus Scan

A credentialed Nessus vulnerability scan against all instances of the operating system and
desktop configurations for the facility IP addresses must be conducted to identify security flaws.
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Completion Steps

Thefollowing steps can be performed to meet the Nessus Scan requirement:

1. All systems should complete thdardware and Software System Inventory Import
process to ensure all IPs are properly added to eMASS and a Nessus scan can be
completed. Instructions cabe found in the Hardware and Software System Inventory
Import SOP, which is in the Standard Operating Procedures section ®fthe&S
Knowledge Service page

2. The 1®, system steward, or designee can request a Nessus scan usiingkti@nce the
request is completed, FAM will work with CSOC to determine if a separate
supplemental vulnerability scan shall be conducted or authentication information for
the nonWindows devices be added to the existing monthly predictive scan. If
ISRM/CSOC determine a supplemental scaggsired then the results, once received,
must be uploaded to the Artifacts tab within eMASS. If decided that the authentication
information can be added for the newindows devices to the monthly predictive scans
conducted by CSOC, then record and impbet hardware baseline to eMASS (see Step
1 above), so the applicable Nessus data can be recorded.

3.hyOS GKS aeaisSvyQa bSaadadza {OFry RIFEGIF A& I O0O0dz
designee follows these steps:

a. Browse tolnformation Central Analytics and Metrics Platform (ICA&H®) use
the Remediation Effort Entry Form (FBE0 document your manual
mitigation/remediation effort. For each deficiency identified from the scan, the
ISO, system steward, or designee creates a response within REEF for mitigating
the deficiencies and/or provides evidence that the deficiencies e
mitigated. Also, include the scheduled completion date and status of each
deficiency within REEF.

b. Once all manual remediation has been documented within REEF, rue bhis
within ICAMP.

c. Export the report by going to thep of the screen select the Export drop down
YSYydz 6 KAOK | LILJSFNBE Fa | O2YLziSNJ RAaoOo
SystemNameORAcronym_Nessus_ MMDDYYYY 8ks& the image below for
step-by-step view.

Page


https://vaww.vashare.oit.va.gov/sites/ois/KnowledgeService/Pages/eMASS.aspx
https://vaww.vashare.oit.va.gov/sites/ois/KnowledgeService/Pages/eMASS.aspx
https://dvagov.sharepoint.com/sites/VACOVACOIPRM/Nessus%20Scan%20Requests/Lists/ATO%20Nessus%20Scan%20Request%20Portal/AllItems.aspx
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdvagov.sharepoint.com%2Fsites%2Foiticamp%2Fsitepages%2Fhome.aspx&data=05%7C01%7C%7C71828bae81614b0167f508da638896a5%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C637931735531906663%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2B%2FsgzJliDifOWax2Z%2BqLYvNAz735a02SASROGoO2pWs%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fvaww.pbi.cdw.va.gov%2FPBIRS%2FPages%2FReportViewer.aspx%3Frc%3Ashowbackbutton%3Dtrue%26%2FNCW%2FICAMP%2FSSRS-PROD%2Fprogress%2520reports%2Fprogress_reportbyregion_chart&data=05%7C01%7C%7C71828bae81614b0167f508da638896a5%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C637931735531906663%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=tBaIyAC%2FJNfZhWtam9JvUMwo1MJlV3Z6Bnc3bdXEEgo%3D&reserved=0

irements Standard Operating Procedure. | PowerPoint ziled information. To success
e Directory
the next 3 scan dates to determine if the

ns, REEF Mitigation Entries, VA Response * PDF n.

TIFF file
hable  Resolved 30 Days Resolved € o ok E‘}B‘::m?ﬂ:}} Days Perc,
213 22 MHTML (web archive) 245
2,336 137 1,308
imited)
2724 457 CSV (comma delimited) 6.216

XML file with report data

*Total Perce sting baseling
Mitigated 60 Days Mitigated 90 Days Data Feed nt Mitigated 30 Days Per
Downloads B QaQ - 2

What do you want to do with progress_reportby...

Open Save as<: v

See more

d. The ISO or systetsvel system steward then uploads theport to the Artifacts
tab within eMASS using the naming instructions identified above in step 3c.

e. Within the uploaded mitigation strategy, each system should conduct an analysis
on the results of the vulnerability scans to determine and document those
findings that are false positives, not applicable to the system, or otherwise
mitigated. Additionally, findings that must be remediated through or from the
vendor should also be documented as part of this analysis.

4. The ISO or system steward will follow standl VA Enterprise Vulnerability Management
Solutions (EVMS) process for remediation of Nessus scan vulnerabilities. If a POA&M is
required, the ISO or system steward creates a POA&M for each unique vulnerability.
POA&M responses will follow tieOA&M Management Guide

Continuous Monitoring

CSOConducts predictive Nessus vulnerability scans on a mobwys. A supplemental scan is
required for A&A purposes when requested by OIS, CSOC, and/or when new vulnerabilities
potentially affecting the system/applications are identified and reported. &intain the
authorization decision,wnerabilities must be remediated within the approved timelines for
the severity of the findings.
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Note: Facility boundaries should identify physical specifics and identify
hardware/software applicable to each Facility

4.6.2.2Enterprise Discovery Scan (EDS)

If required by OIS, an Enterprise Discovery Scan (EDS) against all instances of the operating
system and desktop configurations must be conducted to identify security flaws. Any
vulnerabilities must beemediated within the approved timelines for the severity of the
findings, and a POA&M must be created in eMASS to keep track of the remediation effort.

Completion Steps

1.

Browse to theinformation Central Analytics and Metrics Platfolf@AMP) and use the

EDS input (EDSI) form to document your manual remediation effort. Fordediciency
identified from the scan, the 1ISO, system steward, or designee creates a response within
EDSI for mitigating the deficiencies and / or provides evidence that the deficiencies have
been mitigated. Also, include the scheduled completion datestatus of each

deficiency within EDSI.

Once all the manual remediation has been documented within EDSI, rure plust

within ICAMP.

Export the report by going to the top of the screen select the Export drop down menu
which appears asa¥olLJdzi SNJ RAa0d / K2248 9EOSt o wW{lI @8
SystemNameORAcronym_Nessus_ MMDDYYYY.xIsx

The ISO, system steward, or designee then uploads the report from step 3 above to the
Artifacts tab within eMASS. A mitigation plan should also be uploaded to the Artifacts
tab within eMASS.

Within the uploaded mitigation strategy, each system should conduct an analysis on the
results of the EDS to determine and document the findings that are false positives, not
applicable to the system, or otherwise mitigated. Additionallydifngs that must be
remediated through or by the vendor should be documented as part of this analysis.

The ISO, system steward, or designee creates a single POA&M and a response in the
POA&M tab within eMASBr the EDS as outlined by tliR®OA&M Management Guide

The EDS will utilize CCi38 for POA&M creation where necessary to keep track of the
remediation effort.
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